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The concept of patient confidentiality is nearly as old as the practice of health professions 
and has evolved over the years, from one jurisdiction to the other. The duty of patient 
confidentiality can be a fundamental human right, an ethical duty or a legal duty. Under 
the Saudi Arabian jurisdiction, the concept of patient confidentiality has evolved around its 
Shari’ah-based (Islamic) legal culture, its history and the concept of universality of human 
rights. Patient confidentiality is gaining global attention as a result of rising cases of 
confidentiality breach incidents. This study examines the adequacy of the safeguards 
against such breaches under the Saudi Arabian legal system. The aim is to advocate for a 
model that protect patients and will be compatible with the tenets of the Shari’ah. The study 
reviews literature on patient confidentiality and the need for healthcare practitioners to 
ensure that they protect patients’ private information. The study also explores the 
circumstances under which a patient’s private information may be disclosed. The research 
identifies that Saudi Arabia does not have a holistic framework for the protection of patient 
confidentiality as several of the laws are deficient. There is also a lack of a dedicated 
legislation aimed at safeguarding patient confidentiality. The research reviews laws, extant 
literature on patient confidentiality and a variety of other sources. The recommendations 
of the study are hinged on two theories namely: human rights in Islam and human rights in 
patient care. The research adopts the practice in Europe and the triple tests upheld by the 
European Court of Human Rights for insights into how a framework for patient 
confidentiality in Saudi Arabia can be modelled. The study supports a liberal interpretation 
of Shari’ah sources to ensure that law remains dynamic and provides solution to the 
challenges of an evolving society. 
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 1 
CHAPTER ONE 
INTRODUCTION AND BACKGROUND TO THE 
STUDY 
 
…It is crucial not only to respect the sense of privacy of a patient 
but also to preserve his or her confidence in the medical profession 
and in the health services in general. Without such protection, 
those in need of medical assistance may be deterred…from 
seeking such assistance thereby endangering their own health 
(and)…that of the community. The domestic law must therefore 
afford appropriate safeguards so that there may be no such 
communication or disclosure of personal health data as may be 
inconsistent with the guarantees of Article 8 of the Convention.1 
 
1.1 Background of the Study 
 
This thesis examines the adequacy of the existing legal safeguards for patient 
confidentiality under the Saudi Arabian legal system. Patient confidentiality can be 
simply referred to as the patient’s right to the protection of their personal medical 
information within health care institutions under normal conditions. The healthcare 
practitioner-patient relationship becomes more complex as a result of advances in 
informational technology and modern forms of communication which further 
involves the management of patients’ records. There is an increase in the use of 
information technology in managing patients’ private information in the Saudi 
Arabian healthcare delivery systems without a corresponding review in the law, 
dealing with patient confidentiality.  The thesis argues that, even where a patient is 
entitled to the right to confidentiality under the law, the law ought to be dynamic to 
deal with the new challenges. 
 
The quote above by the European Court of Human Rights (ECrtHR) in Z v Finland,2 
established that where patients are assured of their rights to both confidentiality and 
privacy, it will result in them having confidence in medical services as well as in 
seeking help from the healthcare practitioners (HCPs). The contrary will mean a 
lack of confidence in the medical services, which will be counter-productive. In Z’s 
 
1 Z v Finland (1997) 25 EHRR 371 [95].  
2 Supra. Refer to quotation above. 
 2 
case, the court restated the need for domestic law to afford appropriate safeguards 
for protecting the right of the patient to confidentiality. Z applied for relief to the 
ECtHR alleging that, her right to privacy under Art 8 of the Convention was 
infringed upon when her HIV status was disclosed by the media during her 
husband’s criminal trial. 
 
It is important to note, from the start of this discussion, the unique nature of the 
Saudi Arabian legal system before a discussion on how patient confidentiality is 
protected under that legal system. Saudi Arabia is governed under Shari’ah3 law 
principles. Given that, the Shari’ah is a body of divine law, it is in many respects 
different from man-made laws. Thus, the study reviews literature from both 
perspectives. It is also worthy of note that there is limited literature on the subject 
from a Saudi Arabian standpoint.4  
 
The motivation for the research is borne out of the author’s personal working 
experience as an HCP.  The author’s job role often requires the use of social media 
(platforms) and electronic information systems in communicating patients’ private 
information. Usually, the author and other team members engage one another via 
social media channels during the management of outbreaks of infectious diseases.  
 
Furthermore, the research aims to contribute to the development of a model for the 
protection of patient confidentiality in Saudi Arabia. This study, apart from 
maintaining the distinction between the concepts of confidentiality and privacy, 
focuses on the right to confidentiality, as opposed to an elaboration on the right to 
privacy. Thus, the study unties the knot around data protection/ confidentiality 
under the Saudi Arabia legal system vis-à-vis international best practice as 
exemplified in the system applicable in Europe. The study is, however, not a 
comparative research. 
 
3  The Constitution of Saudi Arabia in Art 1 states as follows: “The Kingdom of Saudi Arabia is a 
sovereign Arab Islamic State with Islam as its religion; God’s Book and the Sunnah of His 
Prophet, God’s prayers and peace be upon him, are its constitution, Arabic language is its 
language and Riyadh is its capital.”  
4 Ghiath Alahmad, ‘Attitudes Toward Medical and Genetic Confidentiality in the Saudi Research 
Biobank: An Exploratory Survey (2016) International Journal of Medical Informatics 87. 
 3 
 
1.2 Research Questions and Objectives 
 
Information technology (IT) revolution has improved the quality of medical care in 
many countries. Nevertheless, the increase in the use of modern information 
technologies in the care of patients around the globe presents a threat to the safety 
of patients’ private information. Therefore, this research addresses the overarching 
question: How adequate is the legal protection for managing patient confidentiality 
under the Saudi Arabian legal system? 
 
In order to tackle the above question, the study reviews human rights in patient care 
(especially as it relates to the right to patient confidentiality) and how this has been 
defined under the international human rights laws (IHRLs) and at the same time, it 
examines the legal framework for the protection of patient confidentiality in Saudi 
Arabia. The research aims to improve on the current framework for the protection 
of patients’ right to confidentiality in Saudi Arabia and to design a model that will 
be dynamic in the face of contemporary challenges to patient confidentiality, as a 
result of an increase in the use of information technology in the management of 
patients’ private data. For achieving this aim, the study identifies the following 
objectives: 
 
• To define what is meant by patient confidentiality and how it is protected 
by law; 
• To examine what lessons may be learnt from the IHRLs in so far as this is 
not incompatible with the Shari’ah; 
• To determine whether the current Saudi Arabian laws offer adequate 
protection for patient confidentiality in compliance with the triple test of 
legality, legitimate aim and proportionality;5  
• To identify current challenges that impair the adequacy of legal protection 
for patient confidentiality and to identify gaps in the laws; and 
 
5 This is discussed in detail in chapter three of this thesis. 
 4 
• To advance appropriate recommendations geared towards improving the 
protection for patients’ right to confidentiality in Saudi Arabia.  
 
In pursuing these objectives, this study argues in support of a liberal interpretation 
of Islamic principles to advance the right to patient confidentiality. 
 
1.3 The Contextual Framework 
 
The Shari’ah, which regulates Saudi Arabia, is derived from the Islamic tradition.6 
It ‘indicates the moral code and religious law of a prophetic religion…Shari’ah is 
all-embracing where it embodies acts of devotion (ibadah), commercial 
transactions (mu’amalah), political system (siasah), marriage or family laws 
(munakahat) as well as the concepts of offences, crimes…’7 The Shari’ah places a 
high premium on and protects an individual’s right to confidentiality as well as 
privacy with a few exceptions. Furthermore, there are several regulatory protections 
for personal data that are spread across different legislations.8 Recent advances in 
IT and the use of social media platforms have opened up a new vista in the 
management of patients’ confidential information not only on the globe but also in 
the Kingdom of Saudi Arabia.9 In the same vein, the use of the internet among 
HCPs is on the increase.10 For instance, available statistics show that as of 2018, 
internet users in Saudi Arabia are around 30.25 million with about 25 million active 
social media users.11 Furthermore, out of the nearly 25 million persons those are 
active on social media, 18 million Saudis access social media platforms on their 
mobile devices.12 This number accounts for nearly 72 per cent of all social media 
 
6 The term ‘Shari’ah’ is used interchangeably with Islamic Law. 
7 Norazmi Anas, Ahmad Fadhir Dahan and Zuriani Yaacob, ‘Basic Principles of Shariah: UiTM 
Law Foundation Students’ Attitude and Perceptions’ (2016) 10(2) jurnal Intelek 7-14, 7. 
8 Abdulaziz Almebrad, ‘The Sufficiency of Information Privacy Protection in Saudi Arabia’ 
(2018) Unpublished doctoral dissertation, Indiana University, 4. 
9 Daniel R George, Anita M Navarro, Kelly K Stazyk, Melissa A Clark and Michael J Green, 
‘Ethical Quandaries and Facebook Use: How Medical Students Think They (and Their Peers) 
Should (and Would) Act?’ (2014) 5(2) AJON Empirical Bioethics 68-79, 13. 
10 Christina Beach Thielst, ‘Social Media: Ubiquitous Community and Patient Engagement’ 
(2011) 28(2) Frontiers of Health Services Management 13 
11 Global Media Insight, ‘Saudi Arabia Social Media Statistics 2018’ (2018) 
<www.globalmediainsight.com/blog/saudi-arabia-social-media-statistics/> accessed 21 July 2018. 
12 Ibid. 
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users in the country.13 In the same vein, there is increasing use of smartphones with 
internet capability among HCPs in the Kingdom of Saudi Arabia. For instance, in 
a study on medical interns and final year medical students conducted at the Qassim 
University, Saudi Arabia, it was revealed that all 100 per cent of the participants 
own smartphones.14 However, 78 per cent of the participants claimed that they had 
never used their smartphones to share patient-identifiable data with colleagues 
(which carry a risk to patient’s confidentiality as well as privacy).15 Another study 
of mobile phone use among medical residents in Saudi Arabia, using a cross-
sectional multicentre survey, showed that, 99 per cent of the participants were 
mobile phone users with no significant difference in use between male and female 
respondents.16 
 
Aside the potential risk to breach of confidentiality due to the use of information 
technology being a global concern, the unique nature of the legal system in Saudi 
Arabia calls for concern due to the country’s conservative legal system. For 
example, in a survey conducted in the Middle East, it was reported that, the average 
cost of data breach in the Saudi Arabia and the United Arab Emirates (UAE) stood 
at $108.52 per capita.17 From the United Kingdom’s perspective, there have been 
crucial reports in the mainstream media with the headlines implicating HCPs for 
unprofessional conduct as a result of breaches of patient confidentiality on social 
media platforms. Here are a few examples: ‘Medical students’ cadaver photos get 
scrutiny after images show up online,’18 and ‘Nursing students expelled from 
university after posting pictures of themselves with a human placenta on 
Facebook.’19 Another reported HCPs abuse of social media was an incident 
 
13 Ibid. 
14 Saleh Alqaryan, ‘Smartphones and Professionalism: A Cross-Sectional Study on Interns and 
Final-Year Medical Students’ (2016) 5(9) International Journal of Medical Research and Health 
Sciences 198-202 at 198 
15 Ibid. 
16 Amr Jamal, ‘Mobile Phone Use Among Medical Residents: A Cross Sectional Multicentre 
Survey in Saudi Arabia’ (2016) 4 JMIR mHealth and uHealth 61. 
17 Ministry of Communications and Information Technology, ‘Report: $3.11 Mln Cost Data 
Breach in Saudi Arabia and UAE’ (2019) available at < https://www.mcit.gov.sa/en/media-
center/news/92153> accessed 7 July 2020. 
18 Kelly Jeyboer, ‘Med Students Cadaver Photos under Scrutiny after Images Show up online’ 
New Jersey Real-Time News (New Jersey, 26 March 2010). 
19 Daily Mail, ‘Four Nursing Students Expelled from University after Posting Pictures of 
Themselves Posing with a Human Placenta on Facebook’ Daily Mail 3 January 2011. 
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involving five nurses who were fired for Facebook postings.20 Even though there is 
a dearth of decided cases involving breach of patient confidentiality, incidents like 
the ones mentioned above raise the risk of possible breaches of patient 
confidentiality in the care setting. This possibility is a thorny issue particularly for 
a jurisdiction such as Saudi Arabia.  
 
On the positive side, Saudi Arabia, despite being a conservative and culturally 
sensitive country,21 has witnessed spectacular progress in the healthcare and stands 
out among peers. Saudi Arabia is investing heavily in electronic healthcare 
information systems and aiming to build a single electronic health system in the 
year 2020.22 As a result of Saudi Arabia’s23 introduction of an electronic medical 
information system, the use of e-health involvement systems is becoming 
widespread.24 
 
Interestingly, patients in Saudi Arabia show increasing interest in e-health 
management, and are happy with the use of health information technology to 
manage their private data. A Saudi empirical study reveals that, nearly three-
quarters of the respondents showed interest in the electronic health information 
system to manage their care.25 However, about an equal proportion (representing 
67 per cent) expressed some concerns about the possibility of a data breach and 





20 Jennifer Fink, ‘Five Nurses Fired for Facebook Postings’ Scrubs (19 November 2011). 
21 Emirate News, ‘Saudi Doctor to Be Lashed for Molesting Patient- Emirate 24/7’ Emirates News 
(21 September 2013). 
22 This information is known to the author in the cause of his everyday business as a healthcare 
practitioner in Saudi Arabia. 
23 Eman Asiri, ‘Sharing Sensitive Health Information through Social Media in the Arab World’ 
(2016) International Journal for Quality Healthcare 1. 
24 Ibid. 
25 Ohoud Saad Alhammad, ‘Assessing Outpatients’ Attitudes and Expectations Towards 
Electronic Personal Health Records (EPHR) Systems in Secondary and Tertiary Hospitals in 
Riyadh, Saudi Arabia’ (2017) < https://macsphere.mcmaster.ca/handle/11375/21250 > accessed 1 
April 2020. 
26 Ibid.  
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1.3.1 The Healthcare Professional and Patient Relationship  
 
It is not out of place to discuss the relationship between a patient and the HCP in a 
study on patient confidentiality. The HCP-patient relationship is an ancient one and 
has developed over time. Apart from the expectation that the HCP must have good 
interpersonal skills, be a good listener, be trustful, compassionate and caring,27 the 
HCP-patient relationship is a fiduciary one and requires utmost good faith and care. 
It is regarded as a relationship built on the concept of trust.28 
 
Whilst there is no direct provision in the Qur’an29 or the Sunnah30 that deals with 
confidentiality of information obtained as a result of an HCP-patient relationship, 
contemporary Islamic scholars have interpreted the statement of the Prophet (peace 
be upon him (PBUH)) ‘the one whose counsel is solicited is the bearer of Amana 
(trust)’31 to infer a duty of trust on HCPs who, in the course of performing their 
roles, assume a fiduciary relationship with their patients. Thus, by analogy, anyone 
who is entrusted with confidential information including HCPs, lawyers, bankers 
and accountants is under a duty to diligently guard the information received in the 
course of carrying out that duty. Akin to the Hippocratic Oath32, Muslim doctors 
are required to take an oath not to disclose anything that they see or hear in the 
course of their engagement with the patients.33 The Hippocratic Oath, now referred 
 
27 Anne Prip, ‘The Patient-Healthcare Professional Relationship and Communication in the 
Oncology Outpatient Setting’ (2018) 41(5) Cancer Nursing E11-E22. 
28 Nicola Brennan, ‘Trust in the Healthcare Provider-Patient Relationship: A Systematic Mapping 
Review of the Evidence Base’ (2013) 25(6) International Journal for Quality in Health Care 682-
688, 682. 
29 It is the Muslim’s holy book. Muslims believe that the words are from Allah (God) which is 
usually followed by the letters SWT (Suhanaho Wa Taala, which means ‘the glorified and 
exalted’). The Qur’an was revealed to Allah (SWT)’s messenger (PBUH) through Jibril (Gabriel). 
It is divided into 30 sections, called Juzu and it contains 114 chapters (Surahs). All Muslim 
scholars agree that the Qur’an is the main source of legislation followed by the Sunnah 
30 The Sunnah is a collective term that refers to whatever the prophet Mohammed (PBUH) said, 
did, approved or disapproved doing, explicitly or implicitly. Generally, it usually refers to what he 
said, while teaching his companions. 
31 Sunan Abi Dawud, Book 43, Hadith 356. 
32 Physicians take an oath to among others, uphold their professional duty to protect their patients’ 
confidential information. It forms part of the Corpus Hippocraticum written and collected during 
the period between 460 and 300 BC which broadly forms the foundation for the structure of the 
medical profession. 
33 Nihayat Al-Rutbah 109 (2003). 
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to as the World Medical Association (WMA) Declaration of Geneva,34  reads in 
part thus: ‘I will respect the secrets that are confided in me, even after the patient 
has died.’35 The Islamic Medical Association has on its part implemented a similar 
oath for Muslim physicians.36 Therein, Muslim physicians are required to state as 
follows: ‘Take this oath in thy name, the Creator of all the heavens and the earth 
and undertake to respect the confidence and guard the secrets of all my patients’37 
 
The right to patient confidentiality further promotes trust and confidence. Trust on 
the part of the HCP to protect the patient and confidence on the part of the patient 
to be able to disclose information about their private life.38 Furthermore, the right 
to confidentiality will aid the HCP to successfully understand the patient’s ailment, 
diagnose it and properly plan for the right line of treatment. HCPs must bear in 
mind, while dealing with the patients, that ‘trust is difficult to gain and easy to 
lose.’39 Furthermore, confidential relationships must encourage openness, trust, 
frank disclosure of all the possible relevant information between the patient and 
HCP to enable the latter to successfully treat the patient’s disease or illness.40 
Therefore, the legal protection of patient confidentiality is of utmost importance. 
 
1.3.2 Ethical Basis of Patient Confidentiality 
 
Whilst it is noted that the patient’s confidentiality is a matter of culture, society and 
legislation,41 it is also a professional duty for the HCP just like other persons, who 
have a fiduciary responsibility. Every HCP owe an ethical duty to protect their 
 
34 Adopted by the 2nd General Assembly of the World Medical Association, Geneva, Switzerland 
in September 1948 
35 Medical AW, ‘WMA Declaration of Geneva’ (2006) available at 
<http://www.wma.net/en/30publications/10policies/g1/index.html> accessed 2 February 2016. 
36 WD Ahmad, A El-Kadi and BA Zikria, ‘Oath of a Muslim Physician’ (1988) 20 Journal of the 
Islamic Medical Association of North America. The new oath was presented at the 9th Annual 
Convention of the Islamic Medical Association in Newark, NJ in 1976. 
37 Ibid. 
38 A Samuels, ‘Patient Confidentiality’ (2002) 70(4) Medico-Legal Journal 191. 
39 Shaun D Pattinson, Medical Law and Ethics (5th ed.) (Sweet and Maxwell 2017) 189. 
40 AH Feguson, ‘The Evolution of Confidentiality in the United Kingdom and the West’ (2012) 
14(9) The Virtual Mentor 738. 
41 TC Tan and A Ammmar, Privacy and Confidentiality in Neurosurgical Ethics in Practice: 
Value Based Medicine (Springer Berlin Heidelberg 2014) 63-72. 
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patient’s confidential information.42 From a consequentialist perspective, 
protecting patient confidentiality could potentially maximise good consequences by 
creating the trust in the patient to enable that the patient make full disclosure of 
health information which in turn, aids the HCP for making more accurate 
understanding about the patient’s ailment and to recommend a suitable treatment 
regimen.43 In order to build and sustain trust, virtue ethicists agree that the patient 
expects that the professional would respect the patient’s expectation that the HCP 
would keep the patient’s private information secret.44 On the other hand, from a 
utilitarian perspective, the concept of confidentiality is to maximise its utility by 
encouraging the patient to open up to the HCP and seek medical assistance.45 
Therefore, as an act of utilitarianism, it could allow for a breach of confidentiality, 
if doing so, it would maximise its utility or right/duty-based that the fact that it 
allows for weighing of individual rights.46 In line with the common law, this appeals 
to the greater good for most people i.e. where it is for the public interest.47 Thus, 
there needs to be a balance when the private right to confidentiality should be 
withheld in the interest of the public. 
 
HCPs, as a matter of ethics, owe their patients a duty to keep the latter’s private 
information confidential. Based on the above, professional associations and 
regulatory bodies in the healthcare industry have created professional codes to 
guide their members. For instance, the Saudi Commission for Health Specialties 
has created a Professional Code of Ethics for Healthcare Professions.48 This code 
echoes the need to protect the patient confidentiality. In the same vein, in the UK, 
the General Medical Council and the British Medical Association have published 
core guidance outlining the professional and ethical obligations of the doctors to 
maintain both confidentiality and privacy of their patients in the care setting. 
 
 
42 Pieter van Dijk, Theory and Practice of the European Convention on Human Rights (5th ed.) 
(Instersentia 2006) 665. 
43 CR Hooper, R Iqbal and C Gass, ‘Maternal Confidentiality: An Ethical, Professional and Legal 





48 Saudi Commission for Health Specialities, Code of Ethics for Healthcare Practitioners (2014) 
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1.3.3 Legal Basis of Patient Confidentiality  
 
The duty of an HCP to maintain patient’s confidentiality apart from being an ethical 
one is also a legal obligation. In an empirical study conducted in Saudi Arabia, a 
26-item questionnaire was developed using the Patients’ Bill of Rights and 
Responsibilities.49 The questionnaire covered among others, demographic details, 
educational level, as well as questions regarding patients’ awareness, perception of 
availability and implementation of patients’ rights including the right to 
confidentiality.50 The results showed that, while majority of the patients were 
concerned of their rights, they rarely exercised their rights as patients.51  Under the 
Saudi law, any liability arising from breaches of confidentiality falls within the 
scope of legal liability.52 As a general rule, HCPs in Saudi Arabia are under a legal 
duty to respect confidentiality of their patients. If a patient’s private information is 
wrongfully disclosed and doing so causes some type of harm to the patient, they 
could have a cause of action against the healthcare provider for the issue of breach 
of confidentiality or other related torts.53   
In other western jurisdictions, e.g., the UK, the right to confidentiality could arise 
as a result of the constitutional protection of privacy and confidentiality. It could as 
well arise as a tortious liability or a breach of legislation governing patient 
confidentiality rights. For example, under the common law, wrongful disclosure of 
confidential information could constitute a legal wrong. It could directly result a 
breach of contract, negligence, an equitable wrong or even a criminal offence.54 
 
49 Ministry of Health, Saudi Arabia, ‘Patient’s Bill of Rights and Responsibilities’ (2013)  
available at < https://www.moh.gov.sa/_LAYOUTS/15/MOH/Internet/New/404/error.html> 
accessed 20 June 2016. 
50 Hassan S Halawany, Ohood S AlTowiher, ‘Awareness, Availability and Perception of 
Implementation of Patients’ Rights in Riyadh, Saudi Arabia’ (2016) 7 The Saudi Journal for 
Dental Research 132-137.  
51 Ibid.  
52 Majed O Bamarouf, ‘Health Practitioner Breach of Confidentiality in Saudi Arabia’ (2018) 
available at < 
https://www.academia.edu/39135959/Health_practitioner_Breach_of_Confidentiality_in_Saudi_A
rabia> accessed 6 July 2020. 
53 Ibid. 
54 BM Dickens and RJ Cook, ‘Law and Ethics over Confidentiality’ (2000) 70(3) International 
Journal of Gynaecology and Obstetrics 385  
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There is, in the same vein, a possibility of a breach of human rights or a professional 
code of practice.55 Where the physician-patient relationship is contractual, an 
implied term of the agreement is that the physician will maintain the confidentiality 
of disclosures that the patient makes for diagnosis or therapy.56 In other instances 
where HCPs are paid by the healthcare institution or the government or its agency 
without direct contractual ties with the patients, they may still owe an implied 
general duty of care to the patients. Therefore, a deliberate or negligent breach may 
make them liable for negligence.57 An aggrieved patient relying on a breach of the 
right to confidentiality may bring an action against the HCP or the employer. 
 
Despite the various legal frameworks, there is now a universal legal test which can 
be applied under the IHRLs. 
 
1.3.4. To Share or Not to Share? The Dilemma of the HCP 
 
HCPs may find themselves in some situations entangled in a dilemma of whether 
or not to disclose a patient’s private information to others, who may not be involved 
directly in that patient’s care. Therefore, the duty of maintaining the patient’s 
confidentiality may conflict with the duty to inform a critical member of the health 
team for the continuum care to be effectively maintained. 
 
Under international human rights law, there is an imposed duty of confidentiality 
on persons responsible for handling or processing a patient’s sensitive information. 
The responsible person and those involved at any stage of the processing of such 
information are obligated to maintain the confidentiality of patients’ private data. 
This obligation shall remain even after ending the relationship with the data subject 
or with the responsible person.58 
 
 
55 Ibid.  
56 Ibid.  
57 Ibid. 
58 The Madrid Resolution: Joint Proposal for a Draft of International Standards on the Protection 
of Privacy with Regard to the Processing of Personal Data (2009). 
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The right to confidentiality in Saudi Arabia is governed by the Shari’ah. Under the 
Shari’ah, the right to confidentiality is not absolute.59 The recognised exceptions 
include the cases in which the patient has consented to the disclosure or where doing 
so is in the patient’s best interest or public interest or where it is required by law60 
or the cases in which the health of a spouse or the public is at risk, especially in the 
prevention of an infectious disease or crime.61 
 
Contemporary Muslim jurists have based the exceptions on various juristic rules. 
These include ‘choosing the lesser evil or greater good is always the priority,’62 and 
the notion that the ‘public interest overrides individual interest.’63 However, the 
jurists did not disclose the modus for evaluating the degree of harm nor the 
distinction between major and minor harm, which are relevant factors for 
determining the ‘rightness’ or ‘wrongness’ of a breach in confidentiality as 
compared to the principles of probability and the magnitude of potential harm.64 In 
a fatwa,65 for instance, the jurists affirmed that, a breach of confidentiality may 
become justifiable, if the harm of maintaining confidentiality overrides its benefits 
by allowing the commission of lesser evil to avoid the greater one and for an 
overriding public interest, which favours enduring individual harm to prevent 
public harm or safeguard the public interest.66 It is imperative to note that, there is 
a dearth of literature, which provides clues to show when it is enough to justify a 
breach of confidentiality under Islamic law vis-à-vis, what is applicable under the 
IHRLs.67 For instance, the studies such as ‘AIDS and Confidentiality,’68 ‘AIDS and 
 
59 Some exceptions are largely adopted from fatwas. See A al-Awadhi, ‘Islamic Universal Charter 
of Medical Health Ethics’ (2005) Islamic Organisation for Medical Sciences 78-79. 
60 For example, the prevention of crime, in the course of criminal investigations or to provide 
evidence in a court of law. 
61 A al-Awadhi, op cit (note 59). 
62 A Ahmad, ‘Breaching of Medical confidentiality and its Effects in Islamic Jurisprudence’ 
(2007) unpublished PhD thesis, al-Azhar University. 
63 T Ibn Taymia Maimoua Fatwa (Collection of Ibn Taymia’s Fatwas) 48:20. 
64 T Beauchamp and J Childress, Principles of Biomedical Ethics (Oxford University Press 2009) 
307. 
65 A fatwa is a ruling on a point of Islamic law given by a recognised authority. 
66 Resolutions and Recommendations of the Council of the Islamic Fiqh Academy – International 
Islamic Fiqh Academy (1993) Decision No. 79 (10/8) available at < 
http://www.fiqhacademy.org.sa/> accessed 31 August 2015. 
67 The European model is discussed in chapter two of this thesis. 
68 G Gillet, ‘AIDS and Confidentiality’ (1987) 4 J Appl Philos 15-20. 
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a Duty to Protect,’69 and ‘to tell or not to Tell: breaching confidentiality with clients 
with HIV and AIDS’70 have created a slightly different view of the issue from that 
of the Islamic viewpoint. Furthermore, Islamic fatwas have not explored concerns 
about the disclosure of genetic information to third parties, an issue that is very 
important in modern medicine and which has been investigated by Western 
researchers.71 Nevertheless, the IHRL creates a relevant legal bridge between the 
Saudi and Western legal systems. 
 
1.3.5 Sharing Patient Information in the Healthcare Team 
 
There is a general presumption that a patient has given implied consent for sharing 
confidential information among health care team members.72 The multidisciplinary 
team or ‘circle of care’73 as it is called in other jurisdictions that includes the 
individuals and activities related to the care and treatment of a patient and covers 
related activities such as laboratory work and professional or case consultation with 
other health care providers. Therefore, sharing of patient’s information among them 
has become imperative to ensure a smooth and rapid transition during the 
continuum of care. 
 
Where a statute provides for a statutory duty to disclose otherwise confidential 
information under some defined circumstances or allows for disclosure, it would 
not constitute a breach of confidentiality if disclosure ensues in such situations. 
Examples of statutory authorisations include the reporting of infectious diseases,74 
where there is a serious risk to others,75 stating of the underlying cause of death in 
a death certificate, notification of birth and deaths76 and reporting of alcohol 
 
69 Hasting Centre, ‘Hasting Centre Report’ Report 17 (1978) 22-23. 
70 MK Hook and JL Cleveland, ‘To Tell or Not to Tell: Breaching Confidentiality with Clients 
with HIV and AIDS’ (1999) 9(4) Ethics and Behaviour 365-381. 
71 T Beauchamp and J Childress, op cit (note 64). 
72 KJ Breen, SM Cordner, CJ Thomson and VD Plucckhan, Good Medical Practice: 
Professionalism, Ethics and Law (2010) 73 
73 Ibid. 
74 For example, S1 2010/569, United Kingdom’s Health Protection (Notification) Regulations 
2010. See also Public Health (Control of Diseases) Act 1984 (as amended) by Part 3 of the Health 
and Social Care Act 2008. 
75 Section 22 (2) (d) (ii), Health Act 1999 
76 Under the provisions of the Births and Deaths Registration Act of 1953 
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consumption related road traffic accidents.77 Other exceptions include the interest 
of improving patient care or in the public interest,78 creating a database for 
surveillance and analysis of health and disease,79 to prevent acts of terrorism, or for 
apprehending or securing the prosecution or conviction of suspected criminals.80 
Despite the multiple possible legal bases, a single framework of evaluation can be 
enshrined under the IHRL. 
 
1.4 The Significance of the Study 
 
 
Apart from being an offshoot of the right to privacy, patient confidentiality is an 
integral part of modern society.81 Patient confidentiality plays a pivotal role in 
society. There is, therefore, a need to ensure that this right to patient confidentiality 
is upheld in the face of the increasing use of modern forms of information 
technology. The use of IT systems by HCPs poses a challenge to the protection 
offered by laws in conservative jurisdictions. The case of Saudi Arabia calls more 
for concern considering the nature of its unique legal system. 
 
Whereas the legal protection for patient confidentiality is robust and more elaborate 
in the West, there is a need to investigate how modern technology may affect patient 
confidentiality in a legal system such as Saudi Arabia’s as well as to offer 
recommendations. In Saudi Arabia, a breach of confidentiality is only a criminal 
offence.82 This is in contradistinction with what is applicable in other legal systems 
where a breach of patient confidentiality gives rise to both a criminal offence and a 
 
77 Under the provisions of the Road Traffic Act of 1988 
78 See section 60, Health and Social Care Act 2001 which empowers the Secretary of State to 
make regulations allowing processing of patient information in such circumstances if considered 
necessary or expedient to do so. 
79 Under the Health Service (Control of Patient Information) Regulation 2002 
80 See section 18 of the Prevention of Terrorism Act 1989 which makes it an offence to fail to 
disclose information which might assist in preventing acts of terrorism. 
81 Lisa H Collingwood, ‘Privacy Protection under the English Legal System: Is it Adequate Given 
Challenges Raised by Online Communicating Between Individuals?’ (2013) unpublished PhD 
Thesis Kingston University 37. 
82 See Article 21 of the Law of Practicing Healthcare Professions – here HCPs are under a duty to 
maintain confidentiality of the patient’s [private date. A breach of patient confidentiality is a 
criminal offence under Article 30 of the Law. 
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tortious liability.83 The literature review conducted as a part of this study that 
reflects the fact that, there is a dearth of legal writings on the right to patient 
confidentiality in the Kingdom of Saudi Arabia. 
 
This investigation is novel and unprecedented, as there has not been any doctrinal 
study conducted on the subject in Saudi Arabia. This research, therefore, is an 
attempt at evaluating the existing legal safeguards regarding the right as well as the 
duty for patient confidentiality in the Kingdom of Saudi Arabia. The study seeks to 
fill the gap in the literature by enriching the body of knowledge on the subject.  
There is currently no comprehensive law under the Saudi Arabian legal system that 
specifically provides for information confidentiality except some provisions 
scattered here and there under some legislation. Some of the legislation includes 
Article 40 of the Basic Law of Government which protects the privacy of 
communication and prohibits confiscation, delay, surveillance or eavesdropping 
except in cases provided by the law.84 In the same vein, the Telecom Act makes 
provision to protect information exchanged via public telecom networks.85 
 
Furthermore, judicial precedents are not binding on lower courts in Saudi Arabia 
unlike what applies in the common law system. Thus, in Saudi Arabia, decisions 
reached in Saudi courts do not establish binding precedents in the Kingdom. As a 
result, there is no guarantee that a court below a superior court will decide a 
subsequent case with similar facts and issues as the previous case. This is because 
adjudication is strictly on a case by case basis and in line with the interpretation of 
the Shari’ah by the trial judge. Accordingly, Article 48 of the Basic Law of 
Government obliges the courts to: 
 
…apply the rules of Shari’ah in the case that are brought before 
them, in accordance with the precepts contained in the Qur’an and 
the Sunnah, and regulations decreed by the ruler which do not 
contradict the Qur’an and Sunnah…  
 
83 For example, under the common law, a breach of confidentiality could give rise to an action in 
tort or for a breach of contract as well as a criminal charge. 




The above could potentially result in inconsistencies in the interpretation of the 
laws. It appears that, these impediments could significantly affect the patient’s 
access to justice. Other grey areas of the existing Saudi data protection laws include 
lack of statutory definition of the terms ‘personal data’ or ‘disclosure’. Furthermore, 
lack of requirement for a formal notification for registration before the processing 
of the data in Saudi Arabia as well as the requirement for registration before 
processing data in the country means that, there is no structured modality for 
reporting breaches of personal data under any law in the country. There is a need, 
therefore, to address these gaps to protect personal data in the country.86 
 
1.5 Theoretical Underpinnings  
 
This research builds on two theories. These are the theory of human rights in patient 
care and the theory of human rights in Islam. These theories are briefly discussed 
below: 
 
1.5. 1 Human Rights in Patient Care 
 
Since this research considers the right to confidentiality in the patient care context, 
it is not out of place to consider human rights in patient care. Patient care deals with 
the prevention, treatment and management of illness and the preservation of 
physical and mental well-being through the services, offered by HCPs.87 Human 
rights in patient care refer to the ‘theoretical and practical application of general 
human rights principles to the patient care context.’88 Human rights in patient care 
recognise that HCPs are important actors whose rights must be respected just as the 
right of the patient to receive services, which further meet with international 
standards set out in international and regional human rights norms and 
 
86 Muhammad Arif Saeed and Muhammad Anum Saleem, ‘Cyber Security and Data Privacy law 
in Saudi Arabia’ (2015) Financier Worldwide available at < www.financierworldwide.com/cyber-
securty-and-data-privacy-law-in-saudi-arabia/> accessed 22 July 2018. 
87 Health and Human Rights Resource Guide, ‘How is Patient Care a Human Rights Issue? (2020) 
< https://www.hhrguide.org/2014/02/20/testing-page-1/> accessed 28 April 2020. 
88 Jonathan Cohen and Tama Ezer, ‘Human Rights in Patient Care: A Theoretical and Practical 
Framework’ (2015) 15(2) Health and Human Rights 7. 
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agreements.89 Confidentiality is crucial for patients seeking diagnosis and treatment 
of illnesses with which stigma is attached, such as HIV/AIDS and mental illness.90 
From a standard point of international law, human rights in this context are two-
way traffic. Furthermore, the right to privacy and confidentiality, which is the crux 
of this research, is provided for in the International Covenant on Civil and Political 
Rights (ICCPR)91 and Covenants on the Rights of the Child (CRC), which are 
accepted by Saudi Arabia.92 It is noteworthy that, these rights may be violated in 
any of the following situations93: 
 
• Patient medical information is available to all staff; 
• Patients are forced to disclose their medical diagnosis to their employer to 
obtain leave from work; 
• Medical examinations take place in public conditions etc. 
 
Building on the above, this study examines how a model can be structured to 
consider the above grounds. The interpretation and evaluation of the international 
human rights as exemplified by the ‘triple test’ has been selected for this study and, 
emphasis is placed on lessons learnt.  
 
1.5.2 Human Rights in Islam 
 
Given the peculiarity of the Saudi Arabian legal system, it is pertinent to consider 
the concept of human rights in Islam. Human rights in Islam are derived from 
divinity. The concept of human rights is not exclusively a Western Concept.94 There 
are numerous verses from the Qur’an that show that Islam has come to free human 
beings from any bondage.95 In Islam, human rights simply mean the natural rights, 
which have been ordained by Allah (God). Man enjoys these rights for being 
 
89 Ibid. 
90 Health and Human Rights Resource Guide, op cit (note 87). 
91 Art 17(1) ICCPR 
92 Art 16(1) CRC 
93 Jonathan Cohen and Tama Ezer, op cit (note 88). 
94 M Berween, ‘The Fundamental Human Rights: An Islamic Perspective’ (2010) 6(1) The 
International Journal of Human Right 61-79, 62. 
95 Ibid. 
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human.96 These rights are granted by God and not by any legislative assembly or 
king.97 It is noteworthy that, the recognition of the inherent dignity of human beings 
is unambiguously corroborated by the Qur’an. 98 
  
However, there is a need to identify possible mechanisms within Islamic law for 
the realisation of the practical implementation of international human rights in the 
domestic forum of Muslim states that apply Shari’ah or aspects of it.99 This stem 
from the fact that, under traditional Shari’ah, the early Islamic jurists addressed 
issues related to human rights within the general framework of rights and duties 
without codifying or listing specific human rights guaranteed by the Shari’ah.100 
 
It is believed that, through a liberal interpretation of the Shari’ah, it is also possible 
to accept the idea of managing patient confidentiality as expressed in IHRL. This 
is because, as Viljanen puts it succinctly: 
“The necessary element of development of the international 
human rights in any context and by any actors, whether nationally, 
regionally or universally, is the interpretation in light of present-
day conditions and requiring the increasingly high standard in the 
area of the protection of human rights and fundamental liberties 
correspondingly and inevitably requiring greater firmness in 
assessing breaches of the fundamental values of democratic 
societies.”101 
 
1.6 Research Methodology 
 
 
This section discusses the approach, adopted for this research. It describes and the 
ways that the rationale for choosing the method for assessing the legal protection 
 
96 Ibid. 
97 Abroo Aman, ‘Human Rights in Islamic Perspective’ (2016) 2 International Journal of 
Humanities and Social Science Research 21. 
98 Mashood Baderin, ‘Identifying Possible Mechanisms within Islamic Law for the Promotion and 




101 Jukka Viljanen, ‘The Role of the European Court of Human Rights as a Developer of 
International Human Rights Law’ (2008) 62 Cuadernos Constitucionales de la Cátedra Fadrique 
Furió Ceriol no 62/63 249(265). 
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of patient confidentiality in Saudi Arabia. Following the research question 
formulated for the study which is: how adequate is the legal protection for patient 
confidentiality under the Saudi Arabian legal system? The study adopts a desktop 
library approach to provide a solution to the research problem, which identifies the 
fact that, an increase in the use of modern information technologies puts patients’ 
confidential data at risk. 
 
The study primarily focuses on the protection of patient confidentiality provided 
under the Saudi Arabian legal system. The research evaluates these laws, 
regulations and policies to reach a conclusion and make recommendations. The 
researcher adopts a legal research style. The methodology for the research is a 
doctrinal approach. 
 
Legal research makes a distinction between primary and secondary sources.102 
However, there is a distinction between primary sources of law in the West and 
under Islamic law. In the West, primary sources of law include legislation, court 
decisions,103 and regulations that form the basis of legal doctrine. Secondary 
sources, on the other hand, are works which are themselves not law but which 
discuss and analyse legal doctrine. Under the Shari’ah system, on the other hand, 
the two primary and transmitted sources of law are the Qur’an (the revealed book) 
and the Sunnah (sayings and deeds of the Prophet (PBUH)). The combination of 
the two crucial sources is seen as a link between reason and revelation.104 The 
Qur’an is considered as the most important and sacred source of Islamic law.105 It 
comprises of over 500 legal verses that explicitly set out legal rulings that should 
be applied by believers.106 The Shari’ah broadly consists of the protection of one’s 
life, mind, offspring, religion as well as property.107 It is noteworthy that only 
 
102 Augustine Arimoro, ‘The Role of Law in the Successful Completion of Public-Private 
Partnership Projects in Nigeria: Lessons from South Africa’ (2018) unpublished PhD Thesis 
University of Cape Town 10. 
103 The unique nature of the Saudi Arabian legal system means that court decisions are not 
regarded as a source of law as the common law notion of stare decisis has no place in Islamic law. 
104 Rafat Y Alwazna, ‘Islamic Law: Its Sources, Interpretation and the Translation of It into Laws 
Written in English’ (2016) 29 International Journal of Semiotics of Law 251-260 at 251. 
105 Ibid. 
106 WB Hallaq, An Introduction to Islamic Law (Cambridge University Press 2009) 26. 
107 Ibid. 
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limited legal rulings stated in the Qur’an and the Sunnah have a definitive nature. 
The body of Islamic law is contingent upon the views of Islamic jurists or the 
reasoning of the jurists referred to as Usul-al-Fiqh. While the Qur’an does not make 
any explicit or implicit legal provisions in a majority of areas, it nonetheless helps 
to support the system of Shari’ah.108 
 
According to the Sunni schools of Islamic jurisprudence, the secondary sources of 
law are the consensus of the companions of the Prophet (PBUH). These are referred 
to as the consensus of commentators on a unresolved point of law.109 It is important, 
therefore, to note the difference(s) between the primary sources of law under the 
common law for instance and the Shari’ah.  
 
Upon identifying the difference between the legal system that can be applied in 
Saudi Arabia and those in the West in the first chapter of this thesis, the study begins 
with an introduction of the unique nature of the Saudi Arabian legal system and the 
need for protecting patient confidentiality given the increase in the use of 
information technology by HCPs. A comprehensive literature review follows in the 
succeeding chapters to analyse the legal protection for managing patient 
confidentiality both from the Western and Saudi Arabian point of views.  
 
Following from the above, the ethical practice for HCPs and human rights in Islam 
are identified as the conceptual construct upon, which the study rests. Furthermore, 
consequent upon the review of the literature, the research question, aim and 
objectives for the research were developed. The study adopts a doctrinal method of 
legal research to analyse legal sources. A large number of documents derived from 
primary and secondary sources were also reviewed. The primary sources are made 
up of the Qur’an, Sunnah and statutes while the secondary sources include the 
consensus of Islamic jurists, textbooks, journal articles, working papers, theses, 
newspaper articles and reports, magazines, government publications and other 
 
108 Rafat Y Alwazna, op cit (note 104). 
109 Tallyn Gray (ed.), Islam and International Criminal Law and Justice (Torkel Opshal Academic 
EPublisher 2018) 33. 
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materials available via online sources. The study concludes with the findings and 
recommendations for practice and provides direction for future studies. 
 
1.7 Research Plan and Structure 
 
This study is divided into seven chapters.  Each of the chapters is briefly described 
below: 
 
Chapter One: This is a general introduction to the research. It describes the 
research problem, identifies the research question, justifies the research, introduces 
the literature, expounds on the theoretical framework on which the substructure of 
the study rests. Furthermore, the chapter states about the methodology adopted for 
the research and describe the structure of the research. The chapter also introduces 
the concept of confidentiality as it relates to the HCP. 
 
Chapter two: The second chapter of the study presents a review of the concept and 
practice of patient confidentiality. The chapter identifies such aspects as patient 
confidentiality among HCPs. It discusses patient confidentiality both from Western 
and the Saudi Arabian perspectives. An attempt is made to introduce the reader to 
the practice in other jurisdictions as well as in Saudi Arabia. The reference to patient 
confidentiality in Western countries is to highlight the practice in those 
jurisdictions. The aim is not to draw comparisons but to show to what extent lessons 
can be learnt from the IHRLs to justify a liberal interpretation of the rules in Saudi 
Arabia. The triple tests for ascertaining whether the limitation of a fundamental 
right is justifiable are also introduced in chapter two of this thesis. 
 
Chapter Three: Here the study reviews the Saudi Arabian laws on patient 
confidentiality within the context of domestic (Islamic) regional and international 
human rights law. The laws are examined to uncover whether or not they measure 
up to the standard required for protecting patient confidentiality in contemporary 
times given the increasing use of IT systems in healthcare practice. 
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Chapter Four and Chapter Five: The fourth and fifth chapters review and assess 
the adequacy of Saudi Arabian laws on privacy and confidentiality and those 
specifically dealing with patient confidentiality respectively.  
 
Chapter Six: The sixth chapter reviews and assesses the available ‘soft norms’, 
which includes the professional ethics and codes as well as administrative 
regulations and other controls available to ensure adequate protection of the 
patient’s confidential data. 
 
Chapter Seven:  This chapter of the research discusses the new challenges to the 
protection of patient confidentiality especially the role and influence of the new 
information management technologies including social media platforms and 
electronic health information systems.  
 
Chapter Eight: The final chapter of the study represents a summary of the findings, 
observations, conclusions and recommendations. 
 
1.8 Scope, Limitations and Challenges Encountered 
 
This thesis focuses on the legal protection to patient confidentiality under the Saudi 
Arabian legal system taking into cognisance evolving developments in information 
technology systems. The need for the law to catch up with the fast pace of 
technology is the bedrock upon which this study is built. 
 
While the focus of the research is not restricted to patient confidentiality in the use 
of electronic information system or the use of social media platforms, the scope of 
the thesis is limited in certain respects. Firstly, this thesis is concerned with the 
patients’ confidentiality and not the patient’s right to privacy per se. In other words, 
this research deals with data protection as against spatial privacy rights. Secondly, 
although confidentiality may be addressed through the prism of legal regulation, 
ethical self-regulation and privacy-enhancing technology, the study is about legal 
protection to patient confidentiality under the Saudi Arabian legal system. It is 
worthy of note as well that under the Saudi Arabian law of Healthcare Professions, 
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the Ethical Code is embedded as being a part of the law to the extent that 
compliance with the ethic is considered as compliance with the law.110 
 
Furthermore, while this study is not a comparative study, reference to international 
and regional instruments (e.g., the ECHR) is made for lessons that can be learnt that 
is not incompatible with the tenets of the Shari’ah. Besides, the research considers 
other areas of law outside the scope of the research topic to advance arguments. 
 
The study is limited by the paucity of literature from the Saudi Arabian perspective. 
The dearth of literature is compounded by the fact that some of the available 
literature is written in the Arabic language. Other areas of limitation include the 
non-availability of judicial precedents to use for the study due to the unique legal 




This chapter encapsulates the framework of the study. It introduces the reader to 
the unique nature of the Saudi Arabian legal system and the patient’s right to 
confidentiality. It is noted that whilst the right to confidentiality is an offshoot of 
the right to privacy, this research deals with the right to confidentiality and does not 
undertake a broad approach. The chapter examines human rights in patient care as 
well as human rights under Islamic law, as the bedrock upon which the study builds. 
Some points to note from the first chapter include the fact that human rights are not 
exclusively Western and that human rights can be traced to divine laws as it is 
indisputable that Islam provides recognition for human rights as one of the tenets 
of faith prescribed in the Qur’an and the Sunnah. The thesis argues for a liberal 
interpretation of the Shari’ah principles to accommodate human rights provisions 
in the protection of the right to patient confidentiality. 
 
 
110 For instance, under Arts 31 and 32 of the Law of Practising Healthcare Professions, non-
compliance with the ethics of the healthcare profession is an offence that could attract a 
disciplinary liability. 
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Furthermore, the unique nature of the Saudi Arabian legal system means that there 
are no judicial precedents to rely on for the study as well the fact that there is a 
paucity of literature strictly from the Saudi Arabian perspective. The writer notes 
particularly that the increase in the use of new forms of information technology and 
the advancements achieved in the use of electronic healthcare management systems 
vis-à-vis the right of the patient to confidentiality makes this research germane. The 
chapter includes the research question, the aim and objective(s) for the research, the 
methodology adopted for the study, the research plan and structure as well as the 
scope and limitations for the research. The next chapter discusses understanding 
patient confidentiality rights as well as tests developed under the international 


































UNDERSTANDING PATIENTS’ CONFIDENTIALITY 






The second chapter of this thesis appraises the concept of confidentiality and the 
tests for the limitation of human rights.111 Various aspects, including the law 
relating to the right to patient confidentiality, are introduced and discussed in this 
chapter. The chapter also discusses the tests developed under IHRL for the 
limitation of human rights to show what lessons can be learnt to develop a Saudi 
Arabian model that is compliant with the tenets of the Shari’ah. This chapter 
introduces the gist of the study as well as develops discussion in successive chapters 
of the thesis. 
 
2.2. Patient confidentiality or privacy? 
As severally earlier on alluded to, the focal point of this research is on 
confidentiality rather than privacy. A bulk of this study centres on the duty of 
maintaining patient confidentiality and, the respect for the patient’s confidentiality 
is fundamental to the professional relationship between the patient and the 
healthcare professional. But many at times, we feel tempted to use the terms 
‘privacy’ and ‘confidentiality’ interchangeably as if they bear one and the same 
meaning or connotation. The terms privacy and confidentiality are sometimes 
distinguished on the basis that privacy refers to physical matters, while 
 
111 For this review, the researcher conducted searches in books, journal articles, government 
publications and other sources. A variety of these materials are available in print form and 
electronic form online. While there is a wide literature available on the subject that is published in 
the West, there is a paucity of literature on the right to patient confidentiality from the Saudi 
Arabian perspective. Furthermore, a large chunk of the literature in Saudi Arabia on the subject is 
written in Arabic. The writer commissioned a translator to translate some of the materials which 
also formed part of the literature reviewed. 
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confidentiality refers to informational material.112 According to the construction, it 
would seem to denote that, if a stranger walk into a consulting room and sees a 
patient being examined by a doctor, the patient’s privacy is violated, whereas if the 
same stranger later picks up the patient’s health record, confidentiality is violated. 
It might not necessarily be as simple as that. 
Although the two concepts were both derived from ethical principles of respect for 
the autonomy of persons, the desire to do good (beneficence), and the principle of 
trust,113 there is a distinction between the two, although, often seemingly unclear.114 
In other words, a sort of distinction without difference, it could be argued that, while 
privacy of information is construed as a general concept, which further reflects both 
the individual and public interest in the ability to keep private information away 
from public view, confidentiality, on the other hand, it has to do with relationships 
and the rules that govern how information is shared within them. 
This section tries to clarify further that, although the two concepts bear similarities, 
there are significant differences in their definition and impact within the context of 
the professional relationship between the patient and a healthcare professional. 
Another significance of this section is to identify the focal point of Saudi Arabian 
protection to patient confidentiality, i.e., is it about privacy, or confidentiality, or a 
combination of both? Consequently, it is noteworthy at this point that, our focus is 
largely on data protection rather than physical privacy protection. It is, therefore, 
instructive to digress a little bit and review the concept, definitions and differences 
(and similarities, if any) between privacy and confidentiality to enable us buttress 
our choice of data protection as our focus as against privacy. 
 
112 Keneth W Goodman and Randolph A Miller, ‘Ethics and Health Informatics : Users , Standards , 
and Outcomes’ in Edward H Shortliffe and James J Cimino (eds), Biomedical Informatics Computer 
Applications in Health Care and Biomedicine (3rd edn, Springer, New York, NY 2006). p.379-402 
113 For more details, see: Susan Folkman, ‘Privacy and Confidentiality’ in Bruce Dennis Sales and 
Susan Folkman (eds), Ethics in research with human participants (1st edn, American Psycological 
Association 2000)  
114 Donna Knapp van Bogaert and GA Ogunbanjo, ‘Confidentiality and Privacy: What Is the 
Difference?’ (2009) 51 South African Family Practice 194. 
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2.2.1. Privacy 
Among all the human rights in the international catalogue, privacy is perhaps the 
most difficult to define.115 Not only is the difference between privacy and 
confidentiality blurred but defining the term ‘privacy’ involves even some more 
difficulties. No one knows what is meant by ‘privacy’116 because, perhaps, no single 
workable definition can be offered and that privacy may take different forms that 
are related to one another by family resemblances.117 For instance, what this study 
refers to as ‘chameleon-like’ word privacy may denote a wide range of wildly 
dissimilar issues that range from confidentiality of personal information to 
reproductive autonomy;118 while others have lamented that the term tends to be 
ambiguous, momentary,119 elusive 120  and variable.121  
When considered generally, privacy protection is frequently seen as a way of 
controlling access to a person's private affairs which may include an information 
privacy, bodily privacy and territorial privacy.122 Information privacy governs the 
collection and handling of sensitive personal data such as credit information and 
medical records, while bodily privacy is concerned with the protection of people's 
body against invasive procedures such as drug testing and cavity searches. On the 
other hand, privacy of communications covers the security and control of access to 
all forms of communication such as mails, telephones, email etc., while territorial 
privacy sets limits on intrusion into the territorial space such as the workplace or 
public space.123 
 
115 James Michael, Privacy and Human Rights, UNESCO 1994 p.1. 
116 Judith Jarvis Thomson. The right to privacy. In: Privacy, Raymond Wacks (ed.) 1993. V 1, 3-22. 
117 Daniel J Solove, ‘Understanding Privacy’ [2008] Harvard University Press, May 2008; GWU 
Legal Studies Research Paper No. 420p. 1. 
118 Lilian R BeVier, ‘Information About Individuals in the Hands of Government : Some Reflections 
on Mechanisms for Privacy Protection’ (1995) 4 William & Mary Bill of Rights Journal 455 (at 
458). 
119 AR Miller, ‘The Assault on Privacy -- Computers, Data Banks and Dossiers’ (1971) 22 University 
of Michigan Press, Ann Arbor, Mich. 261. 
120 H Britz and M Ackermann, Information, Ethics and the Law (Van Schaik 2006) 
<http://www.vanschaiknet.com/book/view/146> accessed 22 July 2018. 
121 Tom Gerety, ‘Redefining Privacy’ (1977) 12 Harvard Civil Rights-Civil Liberties Law Review 233 
<https://www.ncjrs.gov/App/Publications/abstract.aspx?ID=46755> accessed 22 July 2018. 
122 Simon Davies "Big Brother: Britain's web of surveillance and the new technological order", 
Pan, London, 1996 p. 23 
123 Global Internet Liberty Campaign, ‘PRIVACY AND HUMAN RIGHTS An International Survey of 




Under other jurisdictions, the ECHR has not specifically defined what a private life 
denotes for the purpose of attaching a legal right or duty to it. However, it was also 
held that, private life is a broad term and its scope is not exhaustive covering both 
the physical and psychological integrity of a person, guarantees of personal 
autonomy, personal privacy, identity, integrity, development, etc.124 In the case of 
public figures, their privacy is limited to those areas of their private life where it is 
obvious that they wanted to be alone.125 Often, privacy have been referred to in 
several nomenclatures including ‘that which is no one's business,’126 ‘the right to 
be let alone,’127 or, a ‘person's interest in controlling other people's access to 
information about him or herself,’128 or ‘the condition of not having undocumented 
personal knowledge about one possessed by others.’ 129Another view considers 
privacy as being invaded when people approach an individual so that they can 
examine his or her body, behaviour or interpersonal relations. Preserving privacy 
in such cases would entail the creation of a physical barrier between the individual 
and others.'130 Recently, the Indian Supreme Court in Puttaswamy and Anr. vs 
Union of India And Ors, defined privacy as: 
“The ultimate expression of the sanctity of the individual. It is a 
constitutional value which straddles across the spectrum of 
fundamental rights and protects for the individual a zone of choice 
and self-determination.”131 
 
124 Pretty v The United Kingdom (2002) ECHR para 60. See also Pieter van Dijk and others, Theory 
and Practice of the European Convention on Human Rights (5th edn, Instersentia 2006) 
<http://intersentia.com/en/theory-and-practice-of-the-european-convention-on-human-rights-
5th-edition-paperback.html> accessed 22 June 2018.p. 665{Citation} 
125 Von Hannover v Germany (2004) ECHR 294.para 76 
126 For more details, see: Judith Wagner DeCew, ‘The Scope of Privacy in Law and Ethics’ (1986) 5 
Law and Philosophy 145. 
127As per U.S. Supreme Court Justice Louis Brandeis in the 1890s, quoted in Samuel Warren and 
Louis Brandeis, "The right to privacy", Harvard Law Review 4, 1890 pp 193 - 220.; Scott Burris, 
'Healthcare Privacy & Confidentiality: The Complete Legal Guide' (1995) 16 Journal of Legal 
Medicine. 
128 Susan Folkman, 'Privacy and Confidentiality.', Ethics in research with human participants (1st 
edn, American Psychological Association 2000). 
129 WA Parent, ‘A New Definition of Privacy for the Law’ (1983) 2 Law and Philosophy 305 (at 
306). 
130 Cynthia Nelson, ‘Public and Private Politics: Women in the Middle Eastern World1’ (1974) 1 





It has also been proposed that privacy may denote as the ‘desire of people to choose 
freely under what circumstances and to what extent they will expose themselves, 
their attitude and their behaviour to others.’132  The Caldicott Report in the UK, 
although lamented about its failure to find a ‘wholly satisfactory statutory definition 
of privacy,’ proposed an ‘acceptable’ legal definition of privacy as: 
“The right of the individual to be protected against intrusion into 
his personal life or affairs, or those of his family, by direct physical 
means or by publication of information.”133   
 
Accordingly,  even when a zone of interaction is considered as being within the 
scope of public life, it may still fall within the scope of private life,134 if, for 
instance, the activities are intentionally or knowingly recorded systematically or 
permanently.135  A compilation of data on individuals may constitute interference a 
breach of privacy,136 except where a monitoring is done without recording.137 
Likewise, a publication of materials beyond that which is foreseeable138or not 
anticipated at the time of collection139 is serious interference with the right to 
privacy. 
. 
It has been argued that Warren and Brandeis’ definition of the right to privacy (of 
1890 ) as ‘the right to be left alone’ seemingly ushered in the modern concept of 
the privacy right. 140 It could be safely surmised that privacy relates to secrecy (the 
 
132 Alan F Westin, Privacy and Freedom, Atheneum, New York p. 7. 
133 Report of the Committee on Privacy and Related Matters, Chairman David Calcutt QC, 1990, 
Cmnd. 1102, London: HMSO, page 7. 
134 PG and JH v the United KIngdom [2001] ECHR 550. Para. 39 
135 ibid. para. 57 
136 See Amamu case at para. 65-66 of 16/2/2000, Rotuna case at para. 43-44 of 5/4/2000 and 
Peck case at para. 59 of 28/1/2003 
137 Herbecq and Associates Ilique des Detroit de l’homme (1998) D&R 92-B, Appeals 32200/96 
and 32201/96 
138 Peck case at para 59 of 28/1/2003 
139 Perry case at para. 47-49 where a footage was obtained without the consent of the person, 
and it was not anticipated to be used for identification purpose was held to ‘not according to the 
law’ for non-compliance with due procedures and protocols. (para. 42-43 of 17/7/2003) 
140 Jeanne M HAUCH, ‘Protecting Private Facts in France: The Warren and Brandeis Tort Is Alive 
and Well and Flourishing in Paris’ (1994) 68 Tul. L. Rev. 1219. 
 30 
extent of our accessibility to others), solitude (our popularity and other’s access to 
us) and anonymity (the extent of our being the subject of interest to others).141  
 
Furthermore, the loss of privacy may not necessarily involve the disclosure of the 
patient’s private information because, one can lose privacy just by being the object 
of attention, even when no information is disclosed, and regardless of whether the 
attention is conscious, intentional or unintentional. Privacy ‘is related to our 
concern over our accessibility to others: the extent to which we are known to others, 
the extent to which others have physical access to us, and the extent to which we 
are the subject of others' attention.’142  
 
Privacy relates to the persons and/or personhood, i.e., a person’s right to use, 
manage and control his/her certain emotional, cognitive, or psychological ‘space’ 
and the ability of a patient to control personal information or to make decisions 
about how his/her personal information is accessed. 143 That is, it is the power to 
‘deny and/or grant access‘ to some (personally identifiable) information about 
himself or to control over who can experience him or observe him.144  
 
Although the term privacy is first used in tort law,145 the right to privacy is now one 
of the  fundamental human rights that is clearly captured under the United Nations 
Declaration on Human Rights (UDHR)146, regional conventions/charters147 and 
national constitutions148 that protect a person's spatial privacy (e.g., of home) and 
 
141 John Burrows and Cheer Ursula, Media Law in New Zealand (6th edn, Lexis 2010). 
142 Ruth Gavison, ‘Privacy and the Limits of Law’ (1980) 89 The Yale Law Journal 421 
<http://www.jstor.org/stable/795891?origin=crossref>. 
143 Peter S Winkelstein, ‘Ethical and Social Challenges of Electronic Health Information’ in H Chen 
and others (eds), Medical Informatics: Knowledge Management and Data Mining in Biomedicine 
(Springer 2005). 144. <https://ai.arizona.edu/sites/ai/files/MIS596/chapter_05.pdf> accessed 24 
July 2018. 
144 Britz and Ackermann (n 120). 
145 Debuting first in S Warren and L Brandeis, ‘The Right to Privacy’ (1890) 4 Harv. Law Rev. 193. 
146 The Universal Declaration of Human Rights of 10 December 1948 (General Assembly 
resolution 217 A) 
147ECHR, Arab Charter on HR etc 
148 E.g., Fourth Amendment to the U.S. Constitution (the Bill of Rights) 
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informational privacy against illegal interference by the government.149 For 
instance, the UDHR,150 The Arab Charter on Human rights 151 and the European 
Convention on Human Rights (ECHR)152 have all given protection against 
‘arbitrary interference with privacy, family, home or correspondence‘.  
 
Accordingly, the Saudi Basic Law of Governance provides:  
“The State shall protect human rights in accordance with the 
Islamic Shari‘ah.”153  
“Correspondence by telegraph and mail, telephone conversations, 
and other means of communication shall be protected. They may 
not be seized, delayed, viewed, or listened to except in cases set 
forth in the Law.” 154 
 
Therefore, the right to privacy is the limitation, placed on the right of others to have 
access to information about, or the physical space, of an individual.155 Although the 
study does not intend to delve into the ‘space‘ privacy rights as applied to the 
fundamental rights to privacy, but in view of the cultural sensitivity of the Saudi 
society with regard to spatial privacy, especially during interactions between people 
of the opposite sex, we may examine how this unique and intricate interaction 
affects the patient’s confidentiality right.  
 
Furthermore, it should be noted that, the privacy limitation placed on information 
is regarding unlawful access rather than its unlawful sharing with (or disclosure to) 
third parties, which comes within the ambit of confidentiality. However, the 
healthcare professional in Saudi Arabia, just like elsewhere, might be at the risk of 
breaching a patient’s privacy right unless he/she accesses the patient’s confidential 
information upon the assumption of a professional relationship of the patient. It 
 
149 Louis Everstine and others, ‘Privacy and Confidentiality in Psychotherapy’ (1980) 35 American 
Psychologist 828. 
150 Article 12 
151 Article 17, Arab Charter on Human Rights (adopted in Cairo on) 15 September 1994 
152 Article 8 of The European Convention on Human Rights (ECHR), 4.11.1950 
153 Article 26, Saudi Basic Law of Governance, Royal Order No. (A/91) 27 Sha’ban 1412H – 1 
March 1992 Published in Umm al-Qura Gazette No. 3397 2 Ramadan 1412H - 5 March 1992 
154 Article 40, Saudi Basic Law of Governance 
155 Rachels James, ‘Why Privacy Is Important’ (1975) 4 Philosophy & Public Affairs 323 (at 326) 
<https://www.jstor.org/stable/2265077> accessed 24 July 2018. 
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would seem, therefore, to be a breach of patient’s privacy if, for instance, a health 
care professional illegally accesses a patient’s electronic medical record, or illegally 
obtains a patient’s medical records file or someone eavesdrops and listens to a 
conversation between a patient and her doctor. It would, however, be different if, 
the access was made possible by an unjustified disclosure by someone who had 
legally accessed the information. In such a case, the person, who made the 
unjustified disclosure, would have been in breach of confidentiality right, rather 
than privacy right because the access was legal. 
2.2.2. Confidentiality 
The second arm of the human right to privacy is the control over the disclosure to 
the third party, of personal information already lawfully accessed. Confidentiality 
has been defined as ‘the careful husbandry of personal information,‘156 or as the 
duty to maintain patient’s private information revealed during a professional 
relationship.157 More specifically, confidentiality implies the protection of 
personally identifiable information against access or knowledge by any 
unauthorised third party.158 
 
The information sought to be protected must be unique to that particular patient (as 
opposed to information that could be attributable to any person qua person). 159 The 
lawful access to patient’s private data or other similar information of this kind 
further creates an obligation or a commitment by the healthcare professionals to 
keep that data in confidence. 160  Confidentiality then may imply two domains: that 
which is private (or known only to the individual) and that which is public (that 
which is already known to the public). The doctor may be justified in breaching the 
duty in the public interest and, any personal information which is already in the 
public domain, as in newspaper articles, is not considered private.161 This exception 
 
156 Scott Burris, ‘Healthcare Privacy &amp; Confidentiality: The Complete Legal Guide’ (1995) 16 
Journal of Legal Medicine 447 (at 448)  
<http://www.tandfonline.com/doi/abs/10.1080/01947649509510987>. 
157 Folkman (n 113). 
158 Francis De Clippele, ‘The Law on Electronic Medical Prescriptions’ [2014] Digital Evidence and 
Electronic Signature Law Review. p. 2  <www.declippeleadvocaten.com> accessed 24 July 2018. 
159 Everstine and others (n 149). 
160 Winkelstein (n 143). 
161 Parent (n 129). 
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may also apply to any previously privileged information that was disclosed in 
breach of confidentiality. That is to say that once it is published, no matter how, it 
might no longer claim confidentiality. 
 
As alluded to earlier on, the right of patient’s confidentiality is predicated on the 
value of trust placed in a doctor-patient relationship. The patient presupposes that 
the doctor would, banking on this trust, refrains from revealing that private 
information to others without his consent. Confidentiality, too, is founded upon the 
ethical principle of autonomy with the goal of protecting the patient’s interests as 
the master/ruler of his secret. The patient should be able to decide freely what, 
whether, how and to whom to disclose that particular information about his/her 
health or treatment. 
 
One of the key features of this study is to identify the circumstances that signify 
breach of patient confidentiality and the remedies available to the aggrieved patient. 
And a breach of patient confidentiality may arise at various levels of managing the 
patient’s information, which may include acquiring (collection), processing and 
disseminating of the patient’s private information, as opposed to a privacy breach 
that arises because of invasion into the patient’s private affairs.  
 
The study realises that, information collection generally involves surveillance and 
history taking or interview. In the context of patient confidentiality, the manners in 
which information is conveyed may be in a form of disclosure of the patient’s 
complaints and other patient’s unique information on laboratory or radiological test 
requests. The professional may also access a patient’s intimate information through 
physical, radiological and pathological examinations and evaluations. How the 
information is acquired could potentially lead to a privacy breach, while 
confidentiality focuses more on whether, to whom, and how that information is 
further transmitted. 162 
 
 
162 van Bogaert and Ogunbanjo (n 114). 
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 On the other hand, information processing implies how the acquired information 
is stored, manipulated, and used. This process may involve aggregating the 
information (the grouping of various pieces of information about the patient) and 
identification or linking the aggregated information to the patient. At these stages, 
two challenges may lead to a potential breach of confidentiality; Insecurity and 
Secondary use:163  Insecurity may arise from the failure to protect stored 
information from improper access, while secondary use is the use of data for a 
different purpose without the patient’s consent.164 In such situations, there would 
appear to be a case of breach of privacy, where an individual takes advantage of the 
insecurity and, illegally invades into and acquires the patient’s confidential 
information. On the other hand, it would seem to be a breach of confidentiality, if, 
the professional or the health institution, having legally acquired the information, 
subjects it to insecurity and/or secondary use without the patient’s specific consent 
to a resultant disclosure to an unintended third party. 
 
As we have pointed out earlier, the main premise of confidentiality duty is a 
commitment by the professional to keep a patient's information secret. Therefore, 
during the process of information dissemination, several actions could result in a 
breach of confidentiality. This may include disclosure, exposure, increased 
accessibility, appropriation and distortion. Disclosure is considered as revealing the 
patient’s truthful information to others that could result in prejudice or stereotype, 
while exposure involves revealing patient's bodily functions. Conversely, an 
increased accessibility is the act of increasing the availability of the patient’s private 
information to third parties while appropriation involves the using the patient’s 
information to serve other ulterior interest. Data distortion entails the distribution 
of false or misleading information about the patient. The worst form of illegal 
disclosure is when the patient’s information is used as a tool for blackmail i.e., the 
 
163 Laith A Alsulaiman and Waleed A Alrodhan, ‘Information Privacy Status in Saudi Arabia’ (2014) 
7 Computer and Information Science 
<http://www.ccsenet.org/journal/index.php/cis/article/view/38409> accessed 12 October 2018. 
164 Daniel J Solove and others, ‘A Taxonomy of Privacy’ (2006) 154 University of Pennsylvania Law 
Review  
<https://www.law.upenn.edu/journals/lawreview/articles/volume154/issue3/Solove154U.Pa.L.R
ev.477(2006).pdf> accessed 24 July 2018. 
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threat to disclose personal information.165 It is only through an unlawful disclosure 
of the information that a breach of confidentiality becomes effective. As in other 
contexts, a supposed breach of confidentiality may be justified where the disclosure 
is purportedly in the public interest or, if this information is already in the public 
domain, as in the British cases of Campbell166, and that of Mosley vs News Group 
Newspapers Ltd.167   
It seems that the more we try to juxtapose the terms privacy and confidentiality the 
more their distinctiveness becomes even more blurred. There is not a clearly 
distinctive and definitive differentiation between the two terms: privacy and 
confidentiality under the Saudi Arabian laws. Even when seen under other 
jurisdictions like the UK’s laws, the difference between ‘privacy’ and 
‘confidentiality’ as respectively described by Article 8 of the Human Rights Act 
and, the Data Protection Act has resulted in more confusion.168  Notwithstanding 
the blurred distinction between the two, the takeaway is that privacy is about access 
to spatial or informational space, while confidentiality is about disclosure of 
information legally accessed pursuant to the relationship of confidence between the 
patient and the healthcare professional. Furthermore, confidentiality right derives 
its origin from the right to privacy and not the other way around. Therefore, despite 
the attempts made above to clearly differentiate between the two concepts, in this 
study, a reference to privacy or confidentiality is a orientation to an unlawful access 
to or disclosure of patient confidential information (data protection). Unless 
otherwise clearly delineated, the study does not delve into physical privacy. 
 
2.2.3. What is Patient Confidentiality? 
 
Patient confidentiality ‘is central to the preservation of trust between doctors and 
their patients.’169 It represents a patient’s right to the protection of their personal 
information, which under normal circumstances should remain strictly confidential 
 
165 ibid. 
166 [2004] UKHL 22 
167 [2008] EWHC 1777 (QB), [2008] EMLR 20 
168 van Bogaert and Ogunbanjo (n 114). 
169 K Blightman, SE Griffiths and C Danbury, ‘Patient Confidentiality: When Can a Breach Be 
Justified?’ (2014) 14(2) British Journal of Anaesthesia 52-56, 52.  
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during the patient’s lifetime and even after their death.170 A duty of confidence 
arises when a patient discloses information to an HCP (for example, a patient to a 
physician) in circumstances where it is reasonable to expect that the information 
will be held in confidence.171 In the United Kingdom, for instance, confidentiality 
is a legal obligation that is derived from law and must be included within the 
National Health Service (NHS) employment contracts as a specific requirement 
linked to disciplinary procedures.172 Confidentiality is, therefore, both an ethical 
and a legal obligation.173 
 
The right to confidentiality is an essential part of the bond that exists between an 
HCP and a patient. Where it is not maintained, it may lead to the patient being 
reluctant to reveal confidential information that is required for proper diagnosis and 
treatment.174 Confidentiality is a right that must be respected by all members of the 
healthcare team. Disclosing confidential information about a patient without their 
consent is unethical and a breach of a legal duty. The only exception is where the 
HCP is required by law, ethics or a contractual obligation to disclose such 
information. For a patient to give consent to any disclosure of confidential 
information, the patient needs to understand: 
 
• who the information will be disclosed to; 
• precisely what information will be disclosed; 
• why the information is to be disclosed; and  
• the significant foreseeable consequences. 
 
Where a patient has given consent for the disclosure of any confidential 
information, the HCP must only disclose information the patient has agreed and 
 
170 Shaban Al-Furgani Ajaj, ‘Improving Patient Confidentiality Systems in Libya Using UK 
Experience’ (2012) Unpublished PhD Thesis University of Gloucestershire 24. 
171 Department of Health, ‘Confidentiality: NHS Code of Practice’ (2003) available at 
<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file
/200146/Confidentiality_-_NHS_Code_of_Practice.pdf> accessed 3 April 2020. 
172 Ibid. 
173 Stephen Brearley, ‘Confidentiality, Ethics, and the Law’ (1984) 4 Employee Councelling Today 
4. 
174 Shaban Al-Furgani Ajaj, op cit (note 113). 
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only to the third party requested and no other use of the information can be made 
without further consent from the patient.175  
 
As previously discussed in chapter 1, patient confidentiality is not a concept known 
only to the West. The concept has been considered in Islamic jurisprudence, as such 
contemporary Islamic scholars can produce a fatwa based on the Islamic principles 
in the exercise of Islamic Fiqh which is a reference to the Qur’an whenever the 
truth needs to be found and based on a rational questioning of what is to be 
human.176 The scholars can rationalise and determine what should be a right or duty 
derived from the tenets of the Qur’an. As a result of applying Fiqh, scholars have 
determined that, patient confidentiality should be protected.177 
 
Patient confidentiality is an off-shoot of the human right to privacy and 
confidentiality. It needs to be noted, however, that there is a difference between 
both concepts. Confidentiality is the legal protection offered to a person for sharing 
private information with a professional with whom that person is in a fiduciary 
relationship. For example, in the context of healthcare – confidentiality refers to 
data disclosed by a patient to an HCP during dialogue in a medical appointment. 
On the other hand, privacy refers to the ‘legal protection of personal medical 
information from being shared on a public platform. Privacy legally protects the 
patient’s records, prescriptions and examinations from being shared or accessed by 
anyone other than his/her physician.’178  
 
 
2.2.4. Patient Confidentiality among Healthcare Practitioners 
 
In countries where physicians are duty-bound by the Hippocratic Oath to safeguard 
patient confidentiality, they swear to protect patient confidentiality.179 For example, 




176 Al-Qadawi (2008). 
177 Shaban Al-Furgani Ajaj, op cit (note 113). 
178 Ibid. 
179 In Islamic jurisdictions, physicians swear to a different kind of oath. 
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And whatsoever I shall see or hear in the course of my profession, 
as well as outside my profession in my intercourse with men, if it 
be what should not be published abroad, I will never divulge, 
holding such things to be holy secrets…180 
 
 
By the reason of that oath, physicians have a legal as well as an ethical obligation 
to protect patients’ confidential information.181 In the UK, the Hippocratic Oath has 
served as the main pillar for the physician’s duty (as an ethical guideline on the 
confidentiality of health information) and practitioners should make it an important 
point of consideration in the course of treating patients. 
 
The medical information of a patient is not only what the HCP finds during a 
diagnosis or clinical examination or test results;182 it also includes information 
regarding the patient’s life, lifestyle and habits.183 Any inappropriate disclosure of 
a patient’s confidential information by the HCP could potentially be a threat to the 
patient’s reputation and human dignity. In the Islamic Republic of Iran for example, 
a breach of patient’s confidentiality by an HCP could be punishable upon 
conviction under the Islamic Penal Code.184 In the same vein, Iran’s Medical 
Council prohibits breaching confidentiality.185 
 
In Saudi Arabia, the healthcare profession is regarded as a noble profession because 
it is related to ‘the human soul, health and life preservation which is the most 
precious thing.’186 Under the Code for HCPs in Saudi Arabia, it is emphasised that 
Shari’ah has asserted the significance of keeping the patient’s secrets and 
confidentiality.187 As a guide, the HCP must never disclose a patient’s confidential 
information except in the following circumstances:188 
 
180 Hippocrates of Cos (1923) ‘The Oath’ Leob Classical Library 298 -299. 
181 Shaban Al-Furgani Ajaj, op cit (note 113). 
182 Mahshad Noroozi, Ladannaz Zahedi, Fataneh S Bathaei and Pooneh Salari, ‘Challenges of 
Confidentiality in Clinical Settings: Compilation of an Ethical Guideline’ (2018) 47(6) 875-883, 
875. 
183 Ibid. 
184 Article 648 Islamic Penal Code of the Islamic Republic of Iran. 
185 Mahshad Noroozi, Ladannaz Zahedi, Fataneh S Bathaei and Pooneh Salari, op cit (note 124). 
186 The Saudi Commission for Health Specialities, ‘Code of Ethics for Healthcare Practitioners’ 
(2014) available at < https://www.iau.edu.sa/sites/default/files/resources/5039864724.pdf> 




• If the disclosure is to protect the patient’s contacts from being infected or 
harmed, like contagious diseases, drug addiction, or severe psychological 
illnesses. In this case, the disclosure should be confined to those who may 
become harmed; 
• If the disclosure is to achieve a dominant interest of the society or to ward 
off any evil from it. In this case, the disclosure should be made only to the 
official specialized authorities. Examples of this condition are the 
following: 
(a.)  Reporting death resulting from a criminal act, or to prevent a 
crime from happening. 
(b.) Reporting of communicable or infectious diseases. 
(c.)  If disclosure is requested by a judiciary authority.  
(d.) To defend a charge against a healthcare practitioner alleged by 
the patient or his/her family in relation to the practitioner’s 
competence or how he/she practices his/her profession. 
Disclosure should be only before the official authorities. 
• If the disclosure to the patient’s family or others is useful for the treatment, 
then there is no objection to such disclosure after seeking the patient’s 
consent. 
• The healthcare practitioner can disclose some of his/her patient’s secrets 
when needed for the education of other healthcare team members. This 
should be limited to the purposes of education only and to refrain from 
disclosing what could lead to the identification of the patient and his/her 
identity. 
 
Furthermore, Article 21 of the Law of Healthcare Professions 2011189 and the 
Council of Ministers Resolution190 provide for the duty on HCPs to maintain the 
patient’s confidentiality in the following words: 
 
 
189 Royal Decree No. M/59 dated 4/11/1426 
190 No. 276 dated 3/11/1426 (6 December 2005) 
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A healthcare professional shall maintain the confidentiality of 
information obtained in the course of his practice and may not 
disclose it except (as provided by the law) … 
 
A violation of the law is a criminal liability which upon conviction attracts a fine, 
a warning or revocation of the license for the practice and/or a further ban from re-
registration for a period of two years from the date of revocation.191 
 
In other jurisdiction like the U.K., the duty of confidentiality is enforced through 
four apparatuses: 
• Common law; 
• Statute; 
• Contract of employment; and 
• Regulatory bodies 
 
Under the common law, patients who feel that their confidentiality has been 
breached may seek redress from a court in a civil suit. Professional registration 
bodies may investigate any alleged breach of confidentiality and where required, 
impose appropriate sanctions, which may include delisting of the HCP from the 
register of practitioners. 
 




“Whatever in connection with my professional practice, or 
not in connection with it, I see or hear, in the life of men, 
which ought not to be spoken of abroad, I will not divulge, as 
reckoning that all shall be kept secret” 
 
Percival’s Code of 
Medical Ethics (1803) 
 
“Patients should be interrogated concerning their complaints 





Patients should never be afraid to make physicians their 
friends and advisors, but always bear in mind that medical 
persons are under the strongest obligation of secrecy” 
 
 
191 Art. 30 Law of Healthcare Professions 2011. 
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The Declaration of 
Geneva (1949 
 
“I will respect the secrets which are confided in me, even 
after the patient has died” 
 
The Declaration of 
Helsinki (1975 
 
“Concern for the interests of the subject must always prevail 
over the interest of science and society’ 
 
Kuwait Forum 
Islamic Code of 
Medical Ethics (1981) 
 
“He lies when he speaks, he breaks his promise and he 




2.3. Choosing the Triple Test as Guide for Assessment of Adequacy of 
Compliance with Right to Privacy and Confidentiality 
 
Despite the perennial rancour among some nations,192 it is no longer in dispute that 
human rights are universally applicable193,194 although the modus of their 
application may differ from jurisdiction to jurisdiction. And therefore, the thesis 
propose is to use a criterion for the assessment of the adequacy of protection of 
privacy right that is not only universally applied, but also accepted in the Saudi 
Arabian jurisdiction. This is called as ‘triple test’ of legality, legitimate aim 
(necessity) and proportionality. 
 
This test, which seeks to safeguard the human rights from arbitrary abuse, is widely 
accepted and applied in several international human right treaties. Furthermore, 
Saudi Arabia has ratified the treaties, which further accept this test. Therefore, it 
can be argued that, the triple test is applicable to Saudi Arabia because it is part of 
the international legal system, and because it has chosen to ratify treaties, where the 
 
192 Christina M Cerna, ‘Universality of Human Rights and Cultural Diversity: Implementation of 
Human Rights in Different Socio-Cultural Contexts’ (1994) 16 Human Rights Quarterly 740 
<http://www.jstor.org/stable/762567?origin=crossref>. 
193 OHCHR, ‘The Proclamation of Teheran’ (1968) which obligates the promotion of 'respect for 
human rights and fundamental freedoms for all without distinction distinctions of any kind such 
as race, colour, sex, language, religion, political or other opinions.' 
<https://www.ohchr.org/EN/Issues/Education/Training/Compilation/Pages/a)TheProclamationof
Teheran(1968).aspx> accessed 21 January 2021. 
194 Office of Higher Commissioer of Human Rights, ‘Vienna Declaration and Programme of Action 
Adopted by the World Conference on Human Rights in Vienna On’ (1993). The Declaration 
asserts that ‘the universal nature of these rights and freedoms is beyond question.’ 
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test is clearly embodied both in Islamic and UN treaties.195This is because, Saudi 
Arabia has agreed to review, amend and/or abolish it existing laws and regulations 
and or the drafting of new laws to streamline them with the international human 
rights instruments to which the country is a party. 
 
For instance, Article 29 (2) of the UDHR provides:196 
In the exercise of his rights and freedoms, everyone shall be 
subject only to such limitations as are determined by law solely 
for the purpose of securing due recognition and respect for the 
rights and freedoms of others and of meeting the just requirements 
of morality, public order and the general welfare in a democratic 
society. 
 
Similarly, the Arab Charter on Human Rights, which affirmed the UDHR in its 
preamble, reiterated the three elements of the test: law necessity (legitimate 
interests) and proportionality, at Article 4: 
 
It is prohibited to impose limitations on the rights and freedoms 
guaranteed by virtue of this Charter unless where prescribed by 
law and considered necessary to protect national and economic 
security, or public order, or public health, or morals, or the rights 
and freedoms of others. 
 
The Universal Islamic Declaration on Human Rights, at its Explanation 3, made a 
similar provision that emphasised on the requirements of the triple test of legality, 
necessity and proportionality, with a proviso that the law referred to therein, is the 
Shari’ah, and it relates to the Muslim Ummah (community) only: 
In the exercise and enjoyment of the rights referred to above every 
person shall be subject only to such limitations as are enjoined by 
the Law for the purpose of securing the due recognition of, and 
respect for, the rights and the freedom of others and of meeting the 
just requirements of morality, public order and the general welfare 
of the Community (Ummah). 
 
The Cairo Declaration on Human Rights at Article 8 made safeguards against the 
infringement of human rights ‘except for the requirements of public interest’ or ‘for 
a necessity dictated by law’.197 Similarly, some international human rights 
 
195 See Royal Order No. 13084 of 27 Rabi‘ I A.H. 1436 (18 January A.D. 2015). See also, Saudi 
Arabia, ‘National Report Submitted in Accordance with Paragraph 5 of the Annex to Human 
Rights Council Resolution 16/21 Saudi Arabia’ <http://vision2030.gov.sa/en.> accessed 22 
January 2021. 
196 Saudi Arabia affirms to the UDHR through the Arab Charter on Human Rights which it ratified. 
197 The Cairo Declaration on Human Rights in Islam was released during the Nineteenth Islamic 
Conference of Foreign Ministers (Session of Peace, Interdependence and Development), held in 
Cairo, Arab Republic of Egypt, from 9-14 Muharram 1411H (31 July to 5 August 1990), 
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conventions that Saudi Arabia has ratified, e.g., the CRPD198 and CRC199 (although 
not referring to privacy) have made similar restrictions.  
An International Conference of Data Protection and Privacy Commissioners was 
held in Madrid on 5 November 2009 to, among others, define a set of principles and 
rights guaranteeing the effective and internationally uniform protection of privacy 
with regard to the processing of personal data. Although Saudi Arabia did not attend 
the conference, the Madrid Resolution200 allows for restrictions to the right of 
privacy and confidentiality subject to the fulfilment of the elements of the triple 
test, thus: 
When necessary in a democratic society in the interests of national 
security, public safety, for the protection of public health, or for 
the protection of the rights and freedoms of others...201 
 
 
Likewise, some other international human rights conventions, e.g., ICCPR,202 and 
ICESCR203 that Saudi Arabia has not ratified, and other regional human right 
conventions to which Saudi Arabia is not a state party, e.g., the ECHR have made 
same exceptions.  For instance, Article 8(2) of the ECHR provides as follows: 
 
There shall be no interference by a public authority with the 
exercise of this right except such as is in accordance with the law 
and is necessary in a democratic society in the interests of national 
security, public safety or the economic well-being of the country, 
for the prevention of disorder or crime, for the protection of health 
 
198 Article 323 (4) provides that the separation of a child from parents can only be justified subject 
to judicial review determine, in accordance with applicable law and procedures, that such 
separation is necessary for the best interests of the child 
199 Saudi Arabia ratified the Convention on the Rights of Persons with Disabilities (CPRD) on 24 
Jun 2008. Article 10 (2) provides that …’the right to leave any country shall be subject only to such 
restrictions as are prescribed by law and which are necessary to protect the national security, 
public order (ordre public), public health or morals or the rights and freedoms of others…’ Saudi 
Arabia ratified the Convention on the Rights of the Child (CRC) on 26 Jan 1996 
200 i.e.  the Joint Proposal for a Draft of International Standards on the Protection of Privacy with 
regard to the processing of Personal Data. This was declared at the International Conference of 
Data Protection and Privacy Commissioners, held in Madrid on 5 November 2009 for defining a 
set of principles and rights guaranteeing the effective and internationally uniform protection of 
privacy with regard to the processing of personal data. 
201 See para 5 (Restrictions). 
202 Article 12, International Covenant on Civil and Political Rights, G.A. res. 2200A (XXI), 21 U.N. 
GAOR Supp. (No. 16) at 52, U.N. Doc. A/6316 (1966), 999 U.N.T.S. 171, entered into force Mar. 
23, 1976. 
203 Article 8, International Covenant on Economic, Social and Cultural Rights, G.A. res. 2200A 
(XXI), 21 U.N. GAOR Supp. (No. 16) at 49, U.N. Doc. A/6316 (1966), 993 U.N.T.S. 3, entered into 
force Jan. 3, 1976. 
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or morals, or for the protection of the rights and freedoms of 
others. 
 
Additionally, constitutional courts in several other countries204 and regional human 
rights courts have applied the principle of proportionality intending to guarantee 
the full respect of human rights by the state.205  
 
It could easily be deduced from the above that the elements of the triple test are 
firmly engrained in the international human rights laws that are universally applied 
under laws that are applicable to Saudi Arabia. However, because of lack or 
inadequacy of enforcement mechanism, the triple test is not fully developed as 
those, for instance, under the ECHR because the ECtHR plays a key role in ensuring 
signatory states’ compliance with the Convention.206  
 
Therefore, it may not be out of place to show why it is important to make reference 
to some regional interpretation of the right to privacy, e.g., the ECHR, which is not 
binding on Saudi Arabia. The main issue of universal declaration and 
international/regional conventions is the lack of, or weak interpretation, 
enforcement mechanisms or assurance of remedies. Of course, Saudi Arabia is not 
ordinarily bound by the ECHR, and therefore the ‘interpretations of human rights 
by the European Court of Human Rights are thus certainly not automatically 
guiding or acceptable'.207 However, the ECtHR has developed the triple test as 
applicable to privacy in IHRL. And, there are no available case law that interprets 
the principles on triple test as applicable under the Saudi Arabian jurisdiction. It is 
 
204 This principle is applied in both civil law and common law systems, in countries such as the 
United States, Argentina, Germany, Great Britain, Spain, Italy, France, Belgium, Denmark, 
Ireland, Greece, Luxemburg, Holland, Portugal, and Switzerland, just to mention a few.  
205 Juan Cianciardo, ‘The Principle of Proportionality: The Challenges of Human Rights’ (2010) 3 
Journal of Civil Law Studies p.177. available at <http://digitalcommons.law.lsu.edu/jcls> accessed 
6 October 2018. 
206 Salem Saeed Alshehri, ‘The Right to a Fair Trial within a Reasonable Time in Criminal Cases: A 
Comparative Study between Saudi Arabia and the Requirements of the European Convention on 
Human Rights, Using English Law as an Exemplar’ (University of Dundee 2017) 
<https://discovery.dundee.ac.uk/en/studentTheses/the-right-to-a-fair-trial-within-a-reasonable-
time-in-criminal-ca> accessed 16 January 2021. 
207 Antoine Buyse, ‘Echoes of Strasbourg in Geneva. The Influence of ECHR Anti-Torture 
Jurisprudence on the United Nations Human Rights Committee’ (2016) 59 Japanese Yearbook of 
International Law, 81 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2952324> accessed 
24 September 2020. 
 45 
accepted that in many instances interpretations from Strasbourg are applicable 
universally. It is the case for the right to patient confidentiality in medical settings. 
Western medical model is the one that is implemented worldwide as modern 
medicine including Saudi. Therefore, the thesis may refer to the Strasburg’s case 
law interpretation of the provisions of Article 8 of the ECHR as a representative of 
the same principles enunciated also under those declarations to which Saudi Arabia 
is a state party.  
The ECtHR has further developed and strengthened the triple test under the ECHR, 
and the thesis proposes to use any such lessons that may be used for any subsequent 
reform, development or enforcement of human rights law under the Saudi Arabian 
jurisdiction. Similarly, the interpretation provided by the ECtHR is leading and 
influential in the field as is reinforced by the role the EU plays in setting the 
standards for privacy / data protection in the world. The ECHR is grounded both on 
a universal and a regional inspiration which serves as the first steps for the 
collective enforcement of certain of the rights stated in the UDHR. 208  
 
Having noted above, therefore, any interferences with rights protected by the 
human rights laws can only be valid if they pass the triple tests,209 which comprises 
of the ‘legality test’, ‘legitimate aim test’ and ‘necessity /proportionality test’210 as 
advanced under, Article 29 (2) of both the UDHR and other IHRLs.211  
2.4 The Triple Tests 
Having noted above, the need for protection of human rights, this study identifies a 
triple test, which establishes the grounds on which human rights may be subject to 
certain limitations. As a corollary, the right to patient confidentiality is not absolute.  
As such, there are certain circumstances under which the right may be curtailed. 
 
208 JUKKA VILJANEN, ‘The Role of the European Court of Human Rights as a Developer of 
International Human Rights Law’ (2008) 62 Cuadernos Constitucionales de la Cátedra Fadrique 
Furió Ceriol no 62/63 249. 
209 J Gerards, ‘How to Improve the Necessity Test of the European Court of Human Rights’ (2013) 
11(2) International Journal of Constitutional Law 11(2) 466-490. 
210 SC Greer, ‘The Exceptions to Articles 8 to 11 of the European Convention on Human Rights 
(1997) 88 Council of Europe 8 
211 Osalyn Higgins, ‘Derogations under Human Rights Treaties’ (1997) 48(1) British Yearbook of 
International Law 281–319 
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Taking the above into reckoning, how might the law adequately provide for the 
protection of the right to confidentiality under circumstances that warrants a 
limitation? Furthermore, how might one assess whether the exceptions do not give 
room for abuse and arbitrariness on the part of state actors and other private 
individuals? The answers to these questions necessitate a discussion on the ‘triple 
tests.’ The tests are discussed under sections 2.4.1 to 2.4.3 below: 
 
2.4.1 The Legality Test 
 
The legality test requires that any restriction on human rights must be ‘provided 
for’ or ‘prescribed by’ law. 212 Borrowing the Strasburg’s dicta in the cases of 
Huvig213 and Kruslin,214 the legality test poses four questions that beg for answers 
in order to establish that the restriction of the right is according to law:215  
 
• Legal Infraction: Does the domestic legal system sanction the infraction?  
• Accessibility: Is the relevant legal provision accessible to the citizen?  
• Precision, clarity, and foreseeability: Is the legal provision sufficiently 
precise to enable the citizen reasonably to foresee the consequences which 
a given action may entail?  
• Safeguards against arbitrary infringement: Does the law provide 
adequate safeguards against arbitrary interference with the respective 
substantive rights? Does the law provide for a reasonable application/use of 
the data and an adequate administrative control against misuse?  
 
Where the answer(s) to any of the four questions (above) is/are in the negative, the 
legality test must fail. Following from this there will be no need to proceed to the 
 
212 Necessary and Proportionate, ‘Background and Supporting International Legal Analysis for the 
International Principles on the Application of Human Rights to Communications Surveillance’ 
(2014) 
<https://necessaryandproportionate.org/files/2016/03/29/background_and_supporting_legal_analy
sis_en.pdf> accessed 8 October 2018. 
213 Judgment of 24 April 1990, A 176-B 
214 Judgment of 24 April 1990, A 176-B, paragraphs 27-36. 
215 Malone judgment of 2 August 1984, A 82, paras 66-68; Leander judgment of 26 March 1987, 
A 116, paragraphs 50-52; Silver judgment of 25 March 1983, A 61, paras 85-88; Sunday Times 
judgment, op cit paras 46-49. 
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two other tests. As a result, the infringement would not be justifiable. As it relates 
to the right of privacy and confidentiality, where the legality test fails, there is no 
reason why the right should be limited.  
 
2.4.2 Legitimate Aim Test 
 
 
The second test is the legitimate aim test. Here, an interference that potentially 
contravenes a protected right must not only be ‘in accordance with the law,’ but 
must also pursue one or more of the legitimate aims referred to under Article 29 (2) 
of the UDHR, other IHRLs earlier on alluded to, and Article 8 (2) of the ECHR.216 
Under international human rights law, any restriction on the rights to privacy must 
be necessary for pursuing at least one of the ‘legitimate aims.’ These legitimate 
aims may include public safety, prevention of crime, protection of morals and of 
the rights of others, national security and ‘the economic well-being of the 
country.’217  
 
2.4.3 The Proportionality Test 
The third test is the ‘proportionality test.’ It is important that the restriction to a 
human right must not only be necessary for the pursuit of a legitimate aim but that 
the necessity must be related to a ‘pressing social need’ that is proportionate218 to 
the legitimate aim pursued.219 It is not surprising that the ECtHR emphasised that 
it must decide whether: 
 
216 HR Radu v. the Republic of Moldova, Eur. Court of judgment of 15 April 2014, application no. 
50073/07.  
217 See for example, Article 19 ICCPR (freedom of opinion and expression) refers to respect of the 
rights or reputations of others, [or] for the protection of national security or of public order, or of 
public health or morals. Article 8 ECHR (right to privacy) refers to “national security, public 
safety or the economic well-being of the country for the prevention of disorder or crime, for the 
protection of health or morals, or for the protection of the rights and freedom of others.”  Article 
13 IACHR (freedom of expression) refers to respect for the rights or reputation of others, the 
protection of national security, public order, public health or morals. 
218 Under the Inter-American Jurisprudence. See also the decision of the Inter-American Court of 
Human Rights, Case of Tristán Donoso v Panama, Preliminary Objection, Merits, Reparations and 
Costs. Judgment of January 27, 2009. Series C No. 193, para. 56 
219 Handyside v the United Kingdom, no. 5493/72, 7 December 1976, paras. 48 and 49. 
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…the ‘interference‘ complained of corresponded to a ‘pressing 
social need,‘ whether it was ‘proportionate to the legitimate aim 
pursued,‘ [and] whether the reasons given by the national 
authorities to justify it are ‘relevant and sufficient. 220 
 
It forms part of the tests developed by the ECtHR based on the decisions in the 
cases of Handyside,221  Silver,222 and Lingens223  which consists of some principal 
elements:  
 
• The burden of proof/proportionality: To assess whether the interference 
is justified by a ‘pressing social need’ 224  relating to one or more of the 
legitimate aims,225 and ‘proportionate to the aim being pursued’226 by 
creating a ‘balance’ between rights and exceptions.227    
 
• The margin of appreciation: To ascertain whether both the aim and 
necessity of any given infringement of rights fewer than one or more of the 
public interest exceptions is compatible with the Regulation228 and to what 
extent they are incompatible with each other if any. 
 
In essence, the principle of proportionality entails that the statute which affects a 
human right must be suitable to achieve the legitimate purpose/aim sought by the 
legislators. In other words, the interpreter must verify that the intention is meant to 
achieving that aim.  
 
220 Sunday Times (I) v UK 30 Eur. Ct. H.R. (ser. A), § 62. 
221 supra., paras 48-50. 
222 Silver v. United Kingdom (1981) 3 EHRR 475 paras 97-98. 
223 supra paras 37-41. 
224 Sunday Times judgment, op. cit., paragraph 59; Glasenapp, report of 11 May 1984, para 90. 
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Some have criticised these standards for appearing to be rather vague and that the 
case law on the test of ‘necessity’ lacks transparency.229 ‘A close examination of 
the application of the test of ‘necessity in a democratic society’ by the ECtHR 
reveals a rather non-transparent use of the terminology’ that could potentially 
confuse and mix distinct elements.’ 230 The principle that any interference with the 
right to privacy must be ‘necessary in a democratic society’ is one of the 
cornerstones of human rights law.  
2.4.4. Quality of Case Laws: Lack of Judicial Precedents 
 
In addition to the triple tests, it is argued here that the principles of stare decisis can 
strengthen the quality of cases laws. However, the doctrine of judicial precedent 
has no significant value in the Islamic judicial system. In Islam, it is not necessary 
to apply the doctrine of judicial precedent in deciding cases. As such, judges decide 
each case on its merit. Interestingly, even though the judges are not bound to follow 
precedents, they are not prohibited from referring to former judgments as guidance 
in deciding cases. For the sake of clarity, all the cases have to be decided on their 
own merits and previous decisions are merely considered as guidance for future 
cases. 231 This position still prevails in some countries such as Malaysia and Saudi 
Arabia. In Pakistan, quite the opposite, the Shari’ah Courts follow the doctrines of 
judicial precedents just like in Nigeria where the Shari’ah Court of Appeal is 
competent to decide cases before it and its decisions become binding on all 
subordinate shari’ah courts.232 
 
The previous Adab al-Qadi books were principally guides for qadis (judges). These 
books are not about the actual judicial practice and do not offer anything about the 
status of precedent in Islamic law.233 According to Émile Tyan, these writings 
 
229 J Gerards, ‘How to Improve the Necessity Test of the European Court of Human Rights’ (2013) 
11 International Journal of Constitutional Law 466 <https://academic.oup.com/icon/article-
lookup/doi/10.1093/icon/mot004> accessed 25 February 2019. 
230 ibid. 247. 
231 Sa’id Adekunle Mikail and Mahamad Arifin, ‘Application of Doctrine of Judicial Precedent in 
Shariah Courts’ (2013) Malaysian Court Practice Bulletin. 
232 Ibid.  
233 Muhammad Munir, ‘Precedent in Islamic Law with Special Reference to the Federal Shariat 
Court and the Legal System in Pakistan’ (2008) 47 Islamic Studies 445 (447). 
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describe the ideal rather than the actual practice of the Muslim courts.234 A study of 
19 cases of Mata‘(gift)235 show that, the judges, whose decisions are analysed, 
neither referred to their previous decisions nor considered themselves bound by 
them in their later decisions. Unfortunately, all the above sources offer little or no 
help as far as the status of judicial precedents in Islamic law is concerned. 236 
 
Under the Shari’ah, judges must decide each case following its merit.237The 
message sent by Caliph Umar (r.a) to Abu Musa al-Ash‘ari that is partly relevant 
to judicial precedent is:  
 
If you gave judgment yesterday and today, upon reconsideration, come to 
the correct opinion, you should not feel prevented by your first judgment 
from retracting: for justice is primeval, and it is better to retract than to 
persist in worthlessness. Use your brain about maters that perplex you and 
to which neither the Qur’an nor the Sunnah seems to apply. Study similar 
cases and evaluate the situation through analogy with those similar cases. 
238 
 
This may be in line with the Islamic legal maxim, which says that ‘Ijtihad cannot 
be revoked by another Ijtihad.’ This legal maxim is relating to the validation and 
invalidation of ijtihad. It does not matter whether the revocation has been 
pronounced by the mujtahid (Islamic jurist) who initiates the ijtihad. According to 
this legal maxim, if a jurist exercises ijtihad in conformity to textual authority with 
a valid outcome, subsequently, the similar issue occurs and it appears to the same 
jurist or another jurist, then he gives an opinion different from the first one based 
on textual authority. The second opinion cannot revoke the first opinion, even 
though there is a similarity between the first issue and the second one. It is 
immaterial whether the same jurist or another jurist exercised the second Ijtihad.239 
 
234 See, Émile Tyan, Histoire de l’organisation judiciaire en pays d’Islam, II edition (E.J. 
Brill, 1960), 9. 
235 ‘Mata‘ is a gift that is given by a husband to his estranged wife upon his divorcing her. 
236 Muhammad Munir, op cit (398) 447. 
237 Sa’id Adekunle Mikail and Mahamad Arifin, op cit (note 206 
). 
238 Herbert J Liebesny, The Law of the Near & Middle East : Readings, Cases, & Materials (State 
University of New York Press 1975). Quoted from Ibn Khaldun, The Muqaddimah, vol. 1, pp. 452 
– 454. Also see Zaydan, Abdul Karim, Nizam al-Qada’ fi Al-Shari’ah Al-Islamiyyah (3rd edn, 
2002) 233–237. 
239 SA Mikail and M Arafin ‘Application of Doctrine of Judicial Precedent in Shariah Courts’ 
(2013) Malaysian Court Practice Bulletin 2 
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However, for the application of this rule, the following conditions precedent must 
be present:  
• The previous decision must be based on ijtihad, and that it does not violate 
the texts from the Qur’an, Sunnah, or a decisive ijma’; 
• Additionally, the previous ijtihad should not depend on clear error, iniquity 
and/or injustice and, that it was not based on public interests (moslahah 
Aammah). In other words, if the previous ijtihad had either violated the text 
of a primary source of Shari’ah (the Holy Qur’an or Sunnah) or based on 
error, iniquity or injustice, the previous decision may be effectively 
overruled by a subsequent decision.240 
 
On the other hand, the Shari’ah itself mainly covers substantive aspects of Islamic 
law while the procedural aspects fall within the realms of Fiqh as formulated by the 
jurists. While the Qur’an and Sunnah, which are the main sources of Islamic law, 
may specify the crime, prescribe punishments and enjoin substantive justice and 
general protection of the liberty and security of the individual, they do not often 
cover details of procedure such as arrest, detention, investigation, prosecution, 
hearing, judicial review, appeals, etc. The Shari’ah emphasises substantive justice, 
leaving the procedure for its realisation to the authorities of the state to decide 
following the best interests of society.241 Under Islamic law, the issue of due 
process, being procedural, is covered mostly by the methods rather than by the 
sources of Islamic law per se.242 the author submits that, perhaps this could be 
utilised as a window of opportunity for finding common grounds for realigning the 
application of the IHRL in ways that are considered consistent with the Shari’ah. 
 
From the foregoing, it is clear that passing the triple tests is a prerequisite for any 
restriction to human rights. The triple tests represent the standard applied by the 
 
240 Mikail and Arifin (n 206). 
241 Mashood A Baderin, op cit (note 366). There seem to be unanimity among Islamic scholars the 
Shari’ah system is not inflexible to the dynamic needs of the substantive justice. See also Mashood 
Baderin op cit (note 98). 
242 See M.A. Baderin, International Human Rights and Islamic Law (Oxford: Oxford University 
Press, 2003), 33–39, for an analysis of the distinction between the ‘Sources’ and ‘Methods’ of 
Islamic law. 
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ECtHR to allow a limitation of a human right. The crux of this thesis is to assess 
whether this test is compliant with the principles of Islamic law and to what extent 
they can be applied to enforce the protection of human rights and especially the 
right of patient confidentiality in Saudi Arabia.  
 
2.76 Conclusion  
 
This chapter provides an overview of the concept of patient confidentiality and also 
introduces the triple tests that are used to ascertain whether a human right can be 
validly curtailed. Patient confidentiality is important for an HCP-patient 
relationship as patients are happy to disclose personal information based on the 
understanding that there is an ethical and legal duty on the part of the HCP not to 
disclose the information to third parties. Where HCPs work in a team, patient data 
must be shared for the treatment of patients amongst the team members and not to 
be used for any other purpose. The literature reveals that patient confidentiality is 
an ethical issue just as it is a legal one. HCPs, therefore, must uphold their oath to 
keep patients’ confidential matter secret and not disclose these to third parties. It is 
also noted that certain exceptions apply and it is only in these conditions that there 
may be a disclosure of patient’s confidential information. 
 
Furthermore, the chapter argues in support of a strong mechanism for enforcing 
human rights. The ECHR and the mechanism put in place is a good example of the 
application of Article 29 (2) of the UDHR and the other IHRLs earlier on alluded 
to. This can serve as a guide for other jurisdictions including jurisdictions governed 
by Islamic law so long as it complies with the tenets of the Shari’ah. Even though 
the UDHR and other IHRLs are not domestic document, domestic legal systems 
may adopt similar strategies to ensure the protection of the rights of citizens. The 









SAUDI PRIVACY LAWS AND THE UNIVERSALITY 





Saudi Arabia does not wholly reject the UDHR but only certain aspects of it that 
Saudi Arabia considers as being inconsistent with the Shari’ah. Those aspects 
rejected does not impact on the right to privacy and patient confidentiality as Saudi 
Arabia has ratified several treaties that have bearing on the protection of privacy 
with similar contents to the Article 29 (2) of the UDHR, other IHRLs earlier on 
alluded to, and Article 8 (2) of the ECHR. However, it is interpretation and 
application of the requirements necessary for ensuring adequate protection of 
privacy under the Shari’ah may not be entirely consistent with the IHRLs. This 
chapter reviews the Saudi laws for their protection of patient confidentiality in the 
light of the universality of human rights and consistency with the IHRL. 
 
In the previous chapter, the concept of the right to patient confidentiality was 
introduced as well as the tests that will determine in what circumstances a right can 
be validly curtailed. The standard used is derived from the IHRL, which is 
universally applied, and accepted by Saudi Arabia. In this chapter, the discussion 
shifts to laws, which guarantee the protection of patients’ personal information in 
Saudi Arabia. As stated earlier in chapter one, the right to patient confidentiality is 
an offshoot of the right to privacy. This thesis assumes that even though both 
concepts flow in the same stream, they should be considered differently. 
Notwithstanding, a discussion of confidentiality rights must always have a basis in 
the right to privacy.  
 
In an assessment to find out if the laws pass the triple tests discussed under sections 
2.5.1 to 2.5.3 in chapter two above, it is imperative to review the concept of 
confidentiality rights under Saudi laws. The aim is to see how consistent the Saudi 
laws are with the universal concept of patient confidentiality. The sections in this 
chapter, therefore, examine the Saudi laws of confidentiality. The reference is made 
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to the right to confidentiality under the IHRL and the other relevant human rights 
instruments. 
 
It is important to note that the Kingdom of Saudi Arabia operates a monarchical 
system of government. Its rulers have to come from the descendants of the founder, 
King Abdulaziz bin Abdulrahman Al-Faisal Al-Saud. The most upright among 
them shall receive allegiance according to Almighty God’s Book (Qur’an) and His 
messenger’s Sunnah. As noted in chapters one and two above, the Holy Qur’an and 
the Sunnah are the ultimate sources of authority in Saudi and serve as the bedrock 
for all laws in the Kingdom.243 
 
While the Saudi Arabian legal system is primarily based on Islamic law, it also 
faces the challenge of having to contend with the global commitment to abide by 
international law. Saudi Arabia recognises and provides for the respect to human 
rights (including the right to patient confidentiality) in compliance with the 
Shari’ah.244 Consequently, Saudi Arabia’s legal history, legal culture and the 
historical antecedents reflect in the manner and the extent to which human right to 
patient confidentiality is applied within its jurisdiction. 
 
For appreciating the degree of legal protection afforded by the Saudi legal system 
to patient confidentiality, it is imperative to review the global trend and assess the 
Saudi Arabian status among the comity of nations. In a survey conducted by the 
World Health Organisation (WHO) published in 2012,245 113 different countries 
were required to state the level of patient confidentiality in their various 
jurisdictions. The result of the survey showed that nearly three-quarters out of the 
113 countries that participated in the survey (70 per cent) reported having some 
kind of legislative protection to privacy/confidentiality. Again only 30 per cent of 
 
243 Javier El-hage and Celine Assaf Boustani, ‘Incitement And Defamation In Saudi Arabia: The 
Case Of Human Rights Lawyer Waleed Abu Al-Khair’ (2016) 24(2) ILSA Journal of International 
and Comparative Law 371. 
244 Articles 26 and 40, Basic Law of Governance 
245 Policy Engagement Network, ‘Electronic Health Privacy and Security in Developing Countries 
and Humanitarian Operations’ (2010)  London School of Economics and Political Science 
available at 
<http://www.lse.ac.uk/collections/informationSystems/research/policyEngagement/ehealthPrivacy
.pdf> accessed 21 December 2019. 
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the surveyed countries had legislation specifically protecting the right to privacy of 
their electronic health records. Within the context of these findings, one can assess 
the level of acceptance and application of the legal protection to patient 
confidentiality, if any, it is already achieved by Saudi Arabia. Although the specific 
focus of their survey was on the legislative protection of confidentiality of 
electronic health records, it is rewarding to find that even the developing countries, 
a group to which Saudi Arabia belongs, have shown a significant level of 
acceptance of the basic concept of privacy. The report further shows that, although 
cultural diversity in different regions tends to give diverse value to legal protection 
to privacy and confidentiality, the core concept is well understood globally. Further 
analysis of the report shows that even fewer countries (10 per cent of countries) 
reported having legislation, which covers the sharing of electronic health records 
across the borders. However, this finding does not necessarily imply that, the 
existence or the non-existence of such legislation reflects the degree or level of the 
application of respect for patient confidentiality.246 
 
It is important to recognise though that, any discussion regarding patient 
confidentiality across the borders and different cultures must take cognisance of the 
historical context and the role played by cultures, norms and environments relative 
to the application of universal concepts of privacy.247 Often, legal rules usually arise 
out of an institutional setting and from a range of different concepts.248 As stated 
earlier on, the Saudi Arabian legal system is mainly based on the Shari’ah and 
therefore, its provisions related to patient confidentiality are significantly 
influenced by the Shari’ah. Despite the impact of Shari’ah on the Saudi legal 
system, other external factors also do have some influence on it.  For example, the 
Arab Charter on Human Rights have a great influence on the concept and 
application of the patient’s right to confidentiality under Saudi laws. This can be 
inferred from the various laws that have been passed to strength the right to 
confidentiality in Saudi Arabia.  
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3.2 Saudi Arabia and the Universal Declaration of Human Rights  
 
Saudi Arabia has made several objections to the interpretation of the universality 
of UDHR with regard to specific human right issues, but not particularly on the 
right to privacy and confidentiality. Saudi Arabia arguments, objections and 
abstentions are in the interpretation and application of the freedom of religion, and 
women’s right to equality. But, because of those arguments that had overshadowed 
its agreement with many other aspects of human rights, it seems sensible to put this 
issue in perspective.   
 
Human rights or ‘rights of man’ are the right that one has because of being 
human.’249 The concept of human rights connotes in different ways by different 
schools of thought. For instance, the ‘natural scholars’ consider human rights as 
‘given’; ‘deliberative scholars’ view it as that which is ‘agreed upon; the ‘protest 
scholars’ view it as that which is ‘fought for’, and ‘discourse scholars’ as that which 
is ‘talked about.’250 Human rights, as the naturalists generally hold, are the rights 
possessed by all humans by virtue of their humanity, i.e., of being human beings in 
the society.251  
 
Universality features of the right to privacy and confidentiality involve that of 
personhood i.e. right to, for example, the privacy of all persons and practicalities to 
justify local variations (or exceptions).252 Generally, human rights are not equal for 
all the individuals, as human nature is a fact that is unalterable, not earned nor can 
it be lost.253 This ‘conceptual universality’ only establishes that if any such rights 
exist, all hold them equally/universally.254 However, the question as to whether 
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everyone or even anyone enjoys these rights is another matter altogether.255  This 
is because, in many jurisdictions, these rights are either not implemented at all or 
are grossly violated. Human rights enforcement largely lies at the mercy of the 
states. 256 
 
The right to patient confidentiality is partly an offshoot of the fundamental right to 
privacy and confidentiality which guarantees the peoples’ enjoyment of their right 
to respect for private and family life.257 The Universal Declaration of Human Rights 
1948 is presumably the foundation of international human rights law, which has 
inspired a rich body of legally binding international and national human rights laws. 
When addressing injustices, it has continued to influence our decisions, or as we 
strive towards achieving the universal enjoyment of human rights. 258 
 
Subsequently, regional charters and conventions, including the Arab Charter on 
human rights formally reaffirmed ‘the principles of the UDHR’;259 while national 
(including the Saudi Arabian) constitutions and laws apply human rights laws 
according to the exigencies of their peculiarities. This Declaration is an 
internationally accepted benchmark for the application of human rights by nation-
members. The attempt to use the UDHR 1948 to establish a universal document on 
human rights and liberty that has been criticised from the Islamic perspective for 
being motivated by a secular philosophy.260 This criticism led to Saudi Arabia’s 
spearheading an international recognition for human rights based on divine laws. 
This ultimately led to the Arab Charter as well as promulgating a domestic body of 
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The countries around the world have constitutional provisions for the protection of 
the right of privacy, including the rights of inviolability of the home and the 
confidentiality of communications. In a few countries where their constitutions do 
not make explicit provision for privacy rights, such as the United States, the 
domestic courts have developed case laws protecting the privacy rights founded 
under other provisions. Since patient confidentiality springs out from the universal 
human right to privacy, this study seeks to assess the conformity of the application 
of domestic law to the principles and application of universality of human rights. 
As such, this author seeks to assess whether the application of patient 
confidentiality under Saudi Arabian laws is consistent with the UDHR and other 
international human right treaties ratified by Saudi Arabia, including the Arab 
Charter.261  
 
The concept of human right can be traced in history beyond the UDHR of 1948. 
For instance, the Magna Carta of 1215 had inspired those struggling for rights and 
freedoms, and many of its core principles echoed in contemporary human rights 
legislation.  It also served as inspiration for many international human rights 
documents that serve as a living document evidencing some form of commitment 
between a government and its people throughout the world. The UDHR is not a 
treaty, but a non-justiciable ‘statement of fundamental rights’, which can be served 
as commitment among member states and established by the United Nations in 
response to the atrocities of World War II. At best, it is a commendable attempt at 
a ‘statement of common principles setting a minimum standard for human rights 
protection.’ 262  
 
It also served as the foundation for two other binding UN human rights covenants 
namely: The International Covenant on Civil and Political Rights (ICCPR) and the 
International Covenant on Economic, Social and Cultural Rights (ICESCR). There 
are Optional Protocols to the ICCPR and ICESCR which give individuals a right to 
complain to the UN Human Rights Committee if they feel that, their human rights 
 
261 L Henkin, ‘The Universality of the Concept of Human Rights’ (1989) 506(1) The Annals of the 
American Academy of Political and Social Science 10-16. 
262 Ibid. 
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have been violated. Both the American Declaration and the UDHR evolved almost 
contemporaneously, with the American Declaration preceding that of the UDHR 
by eight months. Therefore, the drafters of each declaration were interested in and 
aware of the contents of the other declaration. Mexico's delegates at a point in time 
submitted a motion at the Bogota Conference to take notice of the Universal 
Declaration project.263 
 
The vexed question that needs to be addressed at this point is this: how universal is 
the UDHR? Whilst it is safe to say that the UDHR is not a Western document264  as 
some Muslim-majority nations265 are signatories to the instrument266, Saudi Arabia 
(where the King must act in line with the tenets of the Shari’ah) did not sign the 
declaration arguing that it violated the principles of Islamic law and for the fact that 
the UDHR failed to take into consideration the ‘cultural and religious context of 
non-Western countries.’267 It is worthy of note that Saudi Arabian law is partially 
at variance with the UDHR as all Saudi citizens are required to be Muslim by law.268 
Thus, even though the UDHR proclaims a universal outlook, Shari’ah compliant 
nations have found comfort in the Shari’ah, based Cairo Declaration on Human 
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3.3. Saudi Arabia’s Initial Aversions towards the Universality of the 
UDHR 
 
Saudi Arabia has constantly attracted criticism on several human rights reports of 
human right rapporteurs 270 for alleged human right violations.271 However, 
considering the right to fair trial, Professor Baderin asserts that, ‘most of the reports 
have mainly focused on exposing general practical violations of this right 
concerning international ‘universal’ human rights instruments without much 
attention paid to the legal question of whether or not there are relevant domestic 
provisions for its guarantee that, litigants can rely on’ under the Saudi Arabian legal 
system.272 As discussed earlier on, the Saudi Basic Law of Governance 
(Constitution) has recognised and protected certain human rights including that of 
privacy and confidentiality. Article 26 provides that, ‘the State shall protect human 
rights in accordance with the Sharia’ while Article 40 provides for privacy and 
confidentiality. 
 
The principles of human rights under the UDHR and those under Islamic laws that 
apply in Saudi Arabia have mostly been strictly interpreted, and thus produced the 
ensuing differences. Therefore, the lack of liberal interpretation has, arguably 
highlighted the apparent ‘conflict’ between the UDHR and the Saudi Arabian laws 
on human rights other than the right to privacy, which persists until now. This 
‘conflict’ therefore, could potentially influence the type and degree of ‘non-
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271 See UN Human Rights Treaty website available at <http://www.unhchr.ch/html/intlinst.htm> 
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compliance’ reported. Before the final affirmation of the UDHR through the Arab 
Charter, Saudi Arabia and a few other developing nations had resisted and abstained 
from affirming it for several decades after its declaration in 1948 although the actual 
conflicts are mostly centred on freedom of religion and rights of women.  
 
Interestingly, Saudi Arabia was the only Muslim country to abstain during the 
UDHR vote along with other mostly communist states (the Soviet Union, 
Byelorussia, Ukraine, Poland, Czechoslovakia and Yugoslavia) and South 
Africa.273 They had different reasons for their abstentions which ranged from their 
assumption that the Commission had either ‘gone too far’ or because it had ‘not 
gone far enough’ depending on who is complaining274.  These nations had sought 
to redefine the term ‘human rights’, because the content was part of what they are 
referred to as ‘the ideological patrimony of Western civilisation.’275 One possible 
factor, which gave rise to this phenomenon, was that most of the third world 
countries, including the Muslim countries that were then apparently revolting were 
not present at the conferences that produced the UDHR. As of 1948 when the 
UDHR was declared, most of the countries were either under colonial rule or lacked 
the political weight at the time to pursue their goals in regards to the provisions of 
the UDHR.276 
 
At all events, Saudi Arabia avoided approving articles, declarations or treaties that 
were contrary to its conservative interpretation of Islam or that is, in its view, 
detrimental to its sovereignty. While always avoiding explicit opposition to 
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internationally recognised human rights standards, Saudi Arabia has consistently 
been a believer in, and promoter of, a form of cultural relativity that would allow 
the Kingdom to disregard those standards that it deems contrary to the Shari’ah. 277 
Hence, Saudi Arabia initially abstained from affirming the ‘universality of human 
rights’278 at the San Francisco conference.279 The abstention was not because it 
objects to issues on privacy and confidentiality, but regarding articles 16 and 18 of 
the UDHR relating to the women’s rights in marriage and the freedom to change 
religion.280   
 
The Saudi representative, Al-Baroody,281 had drawn the UN General Assembly’s 
attention on several occasions to the point that article 18 would give preferential 
treatment to missionary religions, affirming that Islam ‘had never engaged in 
systematic proselytising’. Therefore, he called for the deletion of the words 
‘freedom to maintain or to change his religion’ Following a prolonged debate, the 
Third Committee approved an amendment to article 18, by a vote of 54 to 0 with 
15 abstentions, among them Saudi Arabia, in which the controversial phrase 
‘freedom to change’ became ‘freedom to have or to adopt’ in the finally approved 
text of Article 18.282 
 
Saudi Arabia was the only country by using cultural and occasionally, religious 
grounds to challenge the universality of some provisions of the UDHR. The Saudi 
representative criticised the authors of the UDHR because they, ‘for the most part, 
had taken into consideration only the standards recognised by Western civilisation.’ 
283  He further went on to state that, ‘it was not for the Commission to proclaim the 
superiority of one civilisation over all others, or to establish uniform standards for 
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all the countries in the world.’284 Al-Baroody made a further frantic effort to 
emphasise that the drafters of the declaration used only the Western civilization as 
their benchmark without regard to the ancient civilization that has already passed, 
what he called ‘an experimental stage.’ 285 
 
Although the abstaining countries conceded that, human rights are universal, but 
insisted that it ‘must be considered in the context of a dynamic and evolving process 
of international norm-setting, bearing in mind the significance of national and 
regional particularities and various historical, cultural and religious background.’286 
On his part, Al-Baroody called for cultural relativity rather than cultural 
colonialism.287 Several Latin American countries, including Venezuela, Brazil and 
Bolivia supported the Saudi proposal but, the Committee, as well as delegates from 
India, Lebanon, France and the Philippines, rejected this proposed amendment.288   
Also, at the Vienna Declaration of 1993, the Conference members adopted (by a 
majority votes)289 the Vienna Declaration and Programme of Action290 that 
reaffirmed the universal application of human rights and acknowledged the 
significance of national and regional peculiarities and that various historical, 
cultural and religious differences have to be put into consideration.291 Largely, the 
Vienna Declaration essentially re-affirms the universalism of the UN Declaration 
of Human Rights (UDHR) and redeems the imperfections of the original draft.292 
 
This criticism of the universality of human rights was also echoed by Pollis and 
Schwab in 1979293 when they stated that: 
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The Western political philosophy, upon which the (United 
Nations) Charter and (Universal) Declaration (of Human Rights) 
are based, provides only one particular interpretation of human 
rights, and that this Western notion may not be successfully 
applicable to non-Western areas due to ideological and cultural 
differences. 294 
 
Ever since, this has triggered a theoretical debate between the Universalists and the 
Relativists on the universality of human rights from the anthropological and cross-
cultural relativity of the different continents, for example, Africa, Asia, and the 
Muslim world.295  For instance, some of the relativists are of the view that: 
Cultures manifest so wide and diverse a range of preference, 
morality, motivations, and evaluations that no human rights 
principles can be said to be self-evident and recognised at all 
times and all places.296 
 
The relativists maintain that cultures or the society may only be judged by no other 
absolute values or principles than by the culture itself.297 They further assert that 
there is a connection between ‘cultural origin of value or principle and its validity 
for that culture.’ Although they conceded that for every culture, some moral 
judgments are valid, however, they maintained that, no judgment is universally 
valid.298 Therefore, if a human right is not indigenous to a particular culture, its 
validity and applicability to that culture are doubtful and also by extension,299 ‘alien 
and incompatible’ with non-Western cultural and religious traditions.300 
Conversely, the Universalists argued that at least some moral judgments are 
universally valid, and therefore, the collections of rights as enunciated in the UDHR 
and other international human rights covenants and treaties are universally valid.301 
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This debate has culminated in the evolution of other perspectives, including the 
‘essentialist framework.’302 The essentialists focus more on the view that, cultures 
have core or ‘essential’ properties among their values and beliefs and on the 
essential connection between any given culture and the ‘universal’ human rights 
doctrines. Does it reflect the values and beliefs of their cultures, whether it 
embodies the social, religious, economic and philosophic character of a given 
society? To essentialists, it is not the question of origins or universality of the 
culture, but their validity. Therefore, for instance, if a culture is Western, then it 
cannot be universal.303 
 
Although ‘not binding with the same force as domestic legislation’ 304 the UDHR 
assumes as ‘a common standard of achievement for all peoples and of all nations’305 
or ‘an inclusive set of rights that transcend most cultural and ideological 
divisions.’306 It has also been argued that, high incidence of consensus (80 per cent) 
with which the resolutions of the Commission on Human Rights have adopted 
further stresses the universality of the Declaration itself.307 This assertion has been 
challenged by the Muslim world. They doubt its universality or compatibility with 
the whole world. Rather, they opine that, the UDHR is simply a manifestation of 
Liberal, Western, Christian ideas.308 However, the Arab Charter eventually 
reaffirmed the UDHR in its preamble. 
 
It is worthy of note that, bringing forth this debate is just to show that the arguments 
and abstentions to the UDHR by Saudi Arabia and eight other nations are not 
unfounded. While the West continues to maintain that there should not be a 
different definition of human rights for different regions, such reservations 
exhibited by Saudi Arabia has continued to reflect on its perception of the definition 
 
302 Michael Goodhart, ‘Origins and Universality in the Human Rights Debates: Cultural 
Essentialism and the Challenge of Globalization’ (2003) 25 Human Rights Quarterly 935 
<https://www.jstor.org/stable/20069700> accessed 15 August 2018. 
303 ibid. 941. 
304 M Khadduri, The Islamic Concept of Justice (John Hopkins University Press) 236. 
305 See the preamble to UDHR, 1948 
306 A Eckert, ‘Universality by Consensus: The Evolution of Universality in the Drafting of the 
UDHR’ (2001) 1(2) Human Rights and Human Welfare 22. 
307 BG Ramcharan, ‘How Universal Are Human Rights?’  Debate IPG 4/98, 423 
308 See section on “Adoption of Arab Charter on Human Rights at page 99. 
 66 
and application of human rights in its domestic laws. Based on the arguments stated 
above, to some Muslims, human rights are a cultural concept of morality that is 
European in origin, and that they evolved from European modern thought on natural 
law. The Western countries later elevated them to legal institutional standards, 
which finally ended up as a ‘universal’ declaration and international law.309  
Despite its consistent rejection of the notion of the universality of the UDHR, it is 
argued that Saudi Arabia’s approach to the UDHR is a slight shift from its usual 
position of rejecting any inconsistencies with the Shari’ah. It has been argued that, 
if strict Wahhabism310 were taken fully into consideration, Saudi Arabia would 
likely vote against the UDHR. It is interesting to note that Saudi Arabia’s changing 
and sometimes, ambiguous positions about international human rights standards 
and instruments imply pragmatism and malleability on the part of the Saudi 
Government and that of the Islamic Shari’ah.311 Ordinarily, Islamic international 
law permits the application of international commitments to the domestic legal 
system if they are not contrary to the Shari’ah.312 It is the author’s submission that, 
this approach creates optimism that Saudi Arabia might, eventually, adopt a more 
liberal approach to its interpretation of the Shari’ah with a potential tendency to 
aligning with the universality of human rights as they are. 
 
Moreover, Saudi Arabia has generally endorsed the UDHR and subsequent human 
rights covenants, conventions and protocols, noting that the Shari’ah guaranteed 
human rights and explaining how the Convention’s articles were incorporated in 
Saudi laws. Saudi Arabia had claimed in its regular national report, submitted to 
Human Rights Council of the UN,313 that it has made numerous laws which are 
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relevant to the Convention, including the law prohibiting torture during 
investigations, which stipulates that ‘confessions should result from thorough and 
careful investigation without torture.’314 
 
Having stated the above, the focus now shifts to the particular provision of the 
UDHR on the right to confidentiality. As noted earlier on, there is no significant 
distinction on the definition of what constitutes the right to privacy or 
confidentiality between the UDHR and the Saudi Arabia’s Islamic interpretation of 
human rights. Rather, the difference is more on the quality of the laws and its 
application to achieve the protection to confidentiality right. For instance, Article 
12 of the UDHR (1948) provides that, every person has the right to privacy, i.e., in 
the sense of protection of access to their family, home and correspondence. 315 It 
provides: 
No-one should be subjected to arbitrary interference with his 
privacy, family, home or correspondence, nor to attacks on his 
honour or reputation. Everyone has the right to the protection of 
the law against such interferences or attacks.316  
 
However, Article 30 of the UDHR limits the application of all human rights to the 
extent that, it does not confer anyone, group or state the right to engage in any 
activity or to perform any act that interferes with the rights and freedoms of others 
as provided therein.  
 
The UDHR presumably forms the international benchmark on privacy rights, which 
explicitly provides for the protection of both territorial and communications 
privacy. Several other international covenants and treaties to some of which Saudi 
Arabia has acceded to, have reinforced the UDHR, for example, the UN Convention 
on the Rights of the Child (CRC),317 Convention on the Rights of Persons with 
 
314 AM Alwasil, op cit (note 252) 1079. 
315 Similarly, the Islamic Declaration on Human Rights, as proclaimed in Paris on 19 September 
1981, provides likewise under its Article 22 thus: "Every person is entitled to the protection of his 
privacy.” It seems that there are not many fundamental differences between the two human right 
declarations, thanks to the certain changes later introduced to the UDHR to adapt some of the 
Islamic ethics and doctrine to encourage acceptance by devout Muslims. 
316 Jerome J Shestack, ‘The Philosophic Foundations of Human Rights’ (1998) Human Rights 
Quarterly 228 
317 Acceded to in 2007. 
 68 
Disabilities(CRPD)318  and the UN Convention on Protection of the Child319 as well 
as the International Covenant on Civil and Political Rights (ICCPR),320 Regionally, 
the Arab Charter on Human Rights321 and the European Commission’s Convention 
for the Protection of Human Rights and Fundamental Freedoms made privacy right 
enforceable within their respective jurisdictions.  
 
For instance, Article 17 of the ICCPR prohibits the State parties from interfering 
with the privacy of those within their jurisdiction and requires them to protect those 
persons by law against arbitrary or unlawful interference with their privacy, which 
includes information about an individual’s identity, as well as the private life of the 
person. The ICCPR provides:  
No one shall be subjected to arbitrary or unlawful interference 
with his privacy, family, home or correspondence, nor to 
unlawful attacks on his honour and reputation.  
Everyone has the right to the protection of the law against such 
interference or attacks.322 
 
The ECHR equally provides for the right of privacy and confidentiality as follows: 
‘Everyone has the right to respect for his private and family life, his home and his 
correspondence.’323 In spite of these commonalities, the Muslim world had sought 
for alternative concept of human rights other than those under the UDHR. 
 
3.4 Alternative Islamic Human Rights Declarations 
 
Muslims, generally, believe that, human rights are God-given and not given by any 
king or by a legislative assembly. They maintain that when the Muslims ‘want to 
find out what is right and what is wrong we do not go to the United Nations; we go 
to the Holy Koran.’324 Under the Islamic law, no ruler, government, assembly or 
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authority has the power to curtail or violate in any way, the human rights conferred 
by God nor can they be surrendered.325 Thus, the role of Muslims is strictly confined 
to the application of Shari’ah as an inherent and binding part of the application of 
the law. Muslims are required to capture and discover God’s law.326 However, a 
qualified Muslim jurist (mujtahid; plural mujahideen) only can undertake such an 
important role of endeavouring to formulate a rule of law based on evidence (dalil) 
found in the sources.327 
 
In this section, the thesis discusses the reasons why an alternative to the UDHR was 
sought after by the Muslim community. As pointed out in section 3.3 above, there 
have been some misgivings about the ‘universality’ of the UDHR and its 
‘compatibility’ with the whole world. For the Muslim, one of the most frequently 
asked questions concerning the UDHR is, how universal are they really, are they 
compatible with the whole world or they are simply a manifestation of liberal 
Western Christian ideas?328  
 
The UDHR is considered a universal document on human rights and liberty. 
However, critics have argued that it has failed to achieve this objective due to its 
secular philosophy and because it does not take cognisance of the fundamental 
diversity of the people around the world, particularly that of the Muslims.329 In line 
with the above criticisms, Muslim countries had, before their eventual affirmation 
of the UDHR through the Arab Charter, felt that the UDHR is contrary to Islam and 
therefore, is of no validity in Islamic countries. This might have stemmed from the 
conservative interpretation of the Shari’ah by which Muslims recognise no 
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authority or power but that of Almighty God and that there is no validly recognised 
legal tradition apart from Islamic law.330  
 
It does not require further overemphasis that, Shari’ah is the primary and main 
source of law for Saudi Arabia.331  The main sources of Shari’ah are the Holy 
Qur’an (considered by Muslims as the Constitution), the Sunnah, and other 
secondary sources. Any Saudi law or legislation that conflicts with the principles 
of Shari’ah shall be ineffective’ to the extent of that inconsistency.332 Therefore, to 
understand and appreciate the uniqueness of any protection given to patient 
confidentiality under the Saudi legal system, we must first understand the 
applicable rules of privacy and confidentiality under the Shari’ah and thus, the need 
for the review under this section.  
 
According to the doctrine of Shari’ah, every aspect of life is deemed private unless 
shown otherwise. The public sphere is that in which governmental authority 
operates, making it both transparent and open to scrutiny and observation. A 
striking instance of conflict between individual freedom in Islam and the modern 
concept of freedom is in the Islamic doctrine that ‘all human acts are subject to 
God's will.’ 333 This doctrine does not seem to fit into any of the known schools of 
thought, not the least, the naturalist’s school that holds that human rights are ‘the 
rights possessed by all humans being human beings in the society.’334  
 
Under the Shari’ah, individuals owe stratified obligations toward God, fellow 
humans, and nature. It is only upon discharging the obligations that an individual 
qualifies for, and acquire certain rights as defined by the Shari’ah. Therefore, those 
who do not accept or discharge these duties have no rights, and cannot, justifiably 
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claim freedom or right over society.335 Consequently, in Islam, human rights exist 
only concerning human obligations.336 Unlike the UDHR, which is not legally 
binding and can be withdrawn or modified, the rights ordained by God is not subject 
to withdrawal or amendment, the Muslims asserted.337 
 
The Quran has made relatively more references to duties (farud) than to rights 
(huquq) (or better translated as ‘claims’). The so-called ‘inalienable’ rights as held 
in the Western sense are those belonging only to Allah and to the state. However, 
the individual's lack of rights is not seen by Islam in a negative light 338 because, 
this condition supports communalism rather than individualism, i.e., the 
individual's’ rights are subject to the community’s (public) interest. This is 
predicated on the assumption that, in Islam, ‘humans are not created for solitariness 
and impervious individuality (but) for community, relationship and dialogue.’ 339 
Thus, a Muslim, ‘one who submits’ completely to God, is not the ‘autonomous’ 
individual, as viewed in the Western philosophy.340 Thus, an individual’s right is 
subject to the condition that ‘this right is to be exercised for righteousness of all 
[so] we may call it the common good.’341 
 
As with conventional human rights, the right to confidentiality could conflict with 
other rights, for example, (public interest) to know, or another individual’s right to 
expression. Under the Shari’ah, confidentiality is all about keeping secrets and as 
in all other ethical systems, there could arise a conflict of interest between the 
individual's right to keep their secret and that of the public to know to serve 
‘ma’aslaha amma’ (the public's benefit).342  Islamic ethics is no exception. For 
example, the physician has found that, a female patient sustained a fractured rib 
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because of domestic violence inflicted by her husband's violent behaviour rather 
than because of the reported accidental fall. In a standard Islamic criminal law, any 
harm or injury must be reported to the legal authorities to ensure that the husband, 
as in this hypothetical case, is prosecuted, and if convicted, be punished. 343 
 
It is noteworthy that, during the early period of Islam, the term ‘privacy’ was not 
clearly defined although it could be inferred from the rulings in the cases involving 
theft, trusts, seeking permission, exposing other’s secret and general morals, among 
others. For instance, the Holy Qur’an provides:  
“Oh you who believe! Do not enter houses other than your own 
houses until you have asked permission and saluted their inmates; 
this is better for you, that you may be mindful.344 
 
The modern-day definition of privacy under the Islamic laws emanates from 
scholars’ efforts in gathering texts from the Qur’an and the Sunnah.345 Medical 
confidentiality in Islam is a type of confidentiality that is based on the three Islamic 
ethical principles: 346 The first principle is contained in the Qur’anic prohibition 
against backbiting:  
O you who have believed, avoid much [negative] assumption. 
Indeed, some assumption is sin. And do not spy or backbite each 
other. Would one of you like to eat the flesh of his brother when 
dead? You would detest it. And fear Allah; indeed, Allah is 
accepting of repentance and Merciful.347  
 
Furthermore, some of the Prophet’s statements (Sunnah/Hadith) related to privacy 
that reinforces these provisions from the Qur’an, is: 
 
Do not harm the Muslims, nor revile them, nor spy on them to 
expose their secrets. For indeed whoever tries to expose his 
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Muslims brother’s secrets, Allah exposes his secrets wide open, 
even if he were in the depth of his house.348   
Yet another hadith of the prophet says: 
 
If someone is peeping (looking secretly) into your house without 
your permission, and you throw a stone at him and poke his eyes, 
you will not be blamed. 349 
If a person listens to the talk of those who do not wish to be heard, 
then molten lead will be poured into his ears on the Day of 
Resurrection. 350 
One who looks at his brother’s letter without his permission is 
essentially looking into the fire of Hell.351 
 
The second principle is based on the obligation to protect secrets as ordained by the 
Qur’an: ‘Verily, Allah commands that you should render back the trusts to those, 
to whom they are due.’352 And lastly, the protection of confidentiality is a kind of 
loyalty. This is based on several Qur’anic verses, for instance: ‘Those who are 
faithfully true to their Amanât (all the duties which Allah has ordained, honesty, 
moral responsibility and trusts) and to their covenants'. 353 These quoted verses of 
the Quran and the example of statements (Sunnah) of the prophet have clearly 
shown that, spying is forbidden for all the Muslims, individuals and state actors 
alike.354 
 
This is more relevant as the Saudi Basic Law of Governance has reiterated that its 
constitution shall be the Book of God and the Sunnah (Traditions) of His Messenger 
(Shari’ah).355 That the government derives its legitimacy and authority from the 
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Shari’ah,356 it shall protect the human rights according to the Shari’ah357 and, any 
applicable law shall be consistent with the Shari’ah.358 In view of the above, 
therefore, the question for now is, since Saudi Arabia has affirmed the UDHR 
through the Arab Charter, would the Saudi Arabian human rights law and the 
international human rights laws reconcile?  
 
Consequently, Muslim writers have argued that, when Muslims notice the 
discrepancies between UDHR and Islamic law, the Muslim world clamoured for 
the amendment of the UDHR to accommodate the Islamic legal system. Therefore, 
the unsuccessful struggle has led to the emergence of other alternative international 
instruments that meet their demands, to wit, Universal Islamic Declaration of 
Human Rights (UIDHR), 1981, and Cairo Declaration of Human Rights in Islam 
(CDHRI), 1990.359  
The right to privacy and confidentiality is clearly protected under Article 12 of the 
UDHR (1948) which provides as follows: 
“No one shall be subjected to arbitrary interference with his 
privacy, family, home or correspondence, nor to attacks upon his 
honour and reputation. Everyone has the right to the protection of 
the law against such interference or attacks.” 
It would not be out place to point out at the outset that there is no conflict in 
definition, nature and scope of rights to privacy and confidentiality between the 
Islamic law and the UDHR. However, for the sake of argument, let us review the 
Islamic alternatives to the UDHR and find, where and how they departed from each 
other, if any. 
 
3.4.1. The Universal Islamic Declaration on Human Rights (UIDHR) 
 
A non-governmental organisation, the Islamic Council introduced the UIDHR to 
the UNESCO headquarters in Paris in 1981 as an Islamic concept of Human Rights 
to serve as an alternative to the UDHR. Unlike the UDHR, it was a religious 
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declaration for humanity, guidance and instruction to those, who fear God.360 A 
reference to ‘the Law’ in the Declaration text refers only to the Shari’ah, derived 
from the Qur’an and Sunnah and any other laws as deduced from these two sources 
by valid methods in Islamic jurisprudence.361 All the articles in the declaration have 
an explicit reference to certain verses of the Qur’an or specific parts of the Sunnah. 
The West would view this as limiting the scope of the UDHR in the universal 
application of human rights. 
 
The UIDHR asserts in its foreword as follows: 
All Human Rights are given by God and God only, and due to 
their divine origin, no ruler, government, assembly or authority 
can curtail or violate in any way the human rights conferred by 
God, nor can they be surrendered.362 
 
Notable additions under the UIDHR, relative to the UDHR, includes the duties to 
defend rights of other persons and the community, protest against injustice and 
refuse to obey any command that is contrary to the Law,363 the right to found a 
family, the right of married women, among others.364 It is noteworthy that, overall, 
the declaration remains relatively neutral in ‘sensitive’ questions such as women’s 
rights, and the rights of minorities and freedom of belief,365 as none of these issues 
is openly confronted, even though they are to some extent vague.366 
 
The UIDHR exists in two versions: one in English and another in Arabic. It has 
been argued that, there is a significant difference between the two versions with the 
English version appearing to be more in compliance with the UDHR while the one 
in Arabic relying much more on Shari’ah.367 The UIDHR provides for the right of 
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365 Mayer 1995 p.106-113 
366 Louise Sædén, ‘Alternative Islamic Human Rights’ (2010) Human Rights Studies p 23 
available at < 
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privacy in the following words: ‘Every person is entitled to the protection of his 
privacy.’368  
 
It follows that the UIDHR too has applied some exceptions to the enforcement of 
human rights. It provides that under certain circumstances, state authorities may 
justifiably infringe upon human rights to protect ‘the rights and the freedom of 
others and, of meeting the just requirements of morality, public order and the 
general welfare of the Community (Ummah).’369 Therefore, under the UIDHR, the 
right to privacy (or any other right under this declaration) is subject only to the 
following exceptions or limitations: 
In the exercise and enjoyment of the rights referred to above (,) 
every person shall be subject only to such limitations as are 
enjoined by the Law for the purpose of securing the due 
recognition of, and respect for, the rights and the freedom of 
others and of meeting the just requirements of morality, public 
order and the general welfare of the Community (Ummah). 370 
 
This exception is essentially similar, if not the same, to the UDHR under Article 29 
(2) which provides: 
“In the exercise of his rights and freedoms, everyone shall be 
subject only to such limitations as are determined by law solely 
for the purpose of securing due recognition and respect for the 
rights and freedoms of others and of meeting the just requirements 
of morality, public order and the general welfare in a democratic 
society.” 
The notable distinctions that should be noted here is that, the UIDHR does not offer 
a definition of what constitutes ‘privacy’ and whether it includes confidentiality. 
Note further that the ‘Law’ alluded to in the UIDHR is the neither the UDHR Arab 
Charter nor any other secular law, but the Shari’ah; ‘the totality of ordinances 
 
368 Article XXII, UIDHR, 1981 
369 Explanatory Notes No. 3 Universal Islamic Declaration of Human Rights, 21 Dhul Qaidah 
1401 19 September 1981 available at <http://www.alhewar.com/ISLAMDECL.html> Accessed 
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370 Explanatory Notes No. 3 Universal Islamic Declaration of Human Rights, 21 Dhul Qaidah 
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January 2018 
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derived from the Qur'an and the Sunnah and any other laws that are deduced from 
these two sources by methods considered valid in Islamic jurisprudence.’371 
 
The other instance in which the Islamic standpoint on human right differs from the 
Western viewpoint is that, the individual Muslims are divinely obliged to show 
obedience to constituted authorities. The individual is enjoined to always stand in 
support of, and act as an integral part of the government, and not as an opposition 
party, unlike under the Western governments where individuals and the government 
are separate.  Consequently, there is no obvious need to define individual rights in 
contradistinction to the state.372 This may have been premised on the assumption 
that the ruler is ideally competent and therefore, ‘no adequate machinery is 
provided by the legal theory to protect the individual rights against the state.’373 
Thus, this explains the argument that, Islamic law is ‘fundamentally opposed to the 
notion of an independent judiciary fearlessly defining the limits of the power of the 
State over the individual and powerful enough to give effect to its decisions.’374  
 
In Western legal systems, from which international human rights originated, the 
sovereignty resides with the people. Therefore, the nation is entitled, through its 
representatives, to change an existing law or create a new one, to respond to social 
changes in a given society and in a given time.375 Conversely, under Shari’ah, God 
alone is the sovereign, and therefore, secular institutions are not empowered to 
formulate or amend the law. Consequently, the Muslims must regulate their actions 
to comply with His law (the Shari’ah) at all times.376 Furthermore, entitlement to 
human rights is by grant, not by virtue of being human. The implication of this for 
human rights under the Shari’ah rules is that human beings are only entitled to those 
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rights granted them by the Shari’ah, not by virtue of being human beings or 
individuals, but merely by virtue of the divine will. Thus, unless international 
human rights are recognised by the Shari’ah, the expression of God’s will, they 
cannot enjoy the status of rights in a Muslim state, and therefore they are not worthy 
of the protection of the law.377 
 
3.4.2. The Cairo Declaration on Human Rights in Islam (CDHRI) 1990 
 
The second Islamic Charter reviewed is the Cairo Declaration on Human Rights in 
Islam (CDHRI) 1990. In refusing to acknowledge the universality of these 
documents, Saudi Arabia attempted to develop a different human rights declaration 
and therefore, formed a coalition comprising of several Muslim states in order to 
produce a human rights document compatible with the precepts of the Islamic 
Shari’ah. Over the years, these attempts have resulted in the production of several 
‘Islamic’ human rights documents. The most recent of these was the Cairo 
Declaration on Human Rights in Islam 1990, which was presented by the Saudi 
Foreign Minister to the 1993 World Human Rights Conference, held in Vienna. 378 
The CDHRI 1990, which unlike the UIDHR, was a governmental approach, was 
adopted in Cairo by the 19th Islamic Conference of Foreign Ministers of the 45 
Member States of the Organization of the Islamic Cooperation (OIC).379 The 
CDHRI became the only acceptable and practicable International Islamic 
Instrument on human rights. For instance, a UN sub-committee for resolving 
women rights issues had referred to the CDHRI in the preamble to a resolution 
adopted on 21 August 1998. Also, a UN Commission adopted resolution 1994/79 
 
377 Ibid. 
378 AA Al-hargan, ‘Saudi Arabia and the International Covenant on Civil and Political Rights 
1966: A Stalemate Situation (2005) 9(4) The International Journal of Human Rights 491-505 at 
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promote Islamic solidarity. The organization does maintain permanent observer status with the 
UN. OIC acknowledges the Cairo Declaration of Human Rights in Islam, not the Universal 
Declaration of Human Rights. 
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calling on the government of Sudan ‘to comply with applicable international human 
rights instruments and to bring its national legislation into accordance with the 
instruments to which Sudan was a party,’ that is ‘the CDHRI, 1990.380  
This Cairo Declaration went on to become a reference point for several Muslim 
states because; they considered it as a more feasible Islamic alternative to the 
UDHR during the 1997 Organisation of the Islamic Conference, held in Tehran.381 
However, the Declaration has not managed to achieve the recognition or support of 
the international community, as ascertained by the UN Secretary-General, Kofi 
Annan, who in 1998 rejected it by reasserting that, the rights recognised under the 
UDHR were universally applicable.382 
The CDHRI establishes the Shari’ah law as ‘the only source of reference‘ for the 
protection of human rights in Islamic countries.383 Despite the initial aversion to 
it,384 the CDHRI was presented to the UN in 1992 and it was accepted into the 
Human Rights Commission’s Compilation of International Instruments in 1997.385 
Since then the CDHRI has formed a part of the international instrument on human 
rights. 
The CDHRI affirms that: 
…All men are equal in terms of basic human dignity and basic 
obligations and responsibilities, without any discrimination on 
the basis of race, colour, language, belief, sex, religion, political 
affiliation, social status or other considerations…386 
 
380 Abdul Azeez Maruf Olayemi, Abdul Hamzah Alabi and Ahmad Hidayah Buang, op cit (note 
228) 30.  
381  Resolution on the Follow-up of the Cairo Declaration on Human Rights in Islam. The Islamic 
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Declaration of the Organisation of the Islamic Conference, The Islamic Summit Conference 
(Session of Confidence, Dialogue and Participation) held in Tehran, Islamic Republic of Iran, 11 
December 1997, 8th Sess. 
382 Press Release, SG/SM/6815, HR/4390, New York (1 December 1998). 
383 Abdul Azeez Maruf Olayemi, Abdul Hamzah Alabi and Ahmad Hidayah Buang, op cit (note 
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The CDHRI further affirms the equality of men and women with their respective 
rights and duties,387 and that Islam alone is its base.388 The CDHRI provides for 
privacy as follows:389 
“(b) Everyone shall have the right to privacy in the conduct of his 
private affairs, in his home, among his family, with regard to his 
property and his relationships. It is not permitted to spy on him, 
to place him under surveillance or to besmirch his good name. 
The State shall protect him from arbitrary interference.  
(c) A private residence is inviolable in all cases. It will not be 
entered without permission from its inhabitants or in any 
unlawful manner, nor shall it be demolished or confiscated and 
its dwellers evicted. 
 
However, several additional concerns persist which raise issues of its 
implementation and compliance by member states.390 It has been suggested that 
there has been a significant disparity between theory and practice in the application 
of human rights by the Arab League member states that, raises troubling questions. 
This resultant gap between the law as it is and practical reality prompts doubts as 
to whether the member states that supported the CDHRI ever intended to follow its 
supposedly culturally based principles, especially in cases where those principles 
would redress the status quo in the balance of power.391 For instance, some of the 
member states have shown little inclination either before or after the issuance of the 
Cairo Declaration to honour the principles outlined in articles 18(b) and 18(c) of 
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3.5 The Possibility of Adapting the Shari’ah to the UDHR or Vice 
Versa 
 
Currently, Saudi Arabia is one of the countries acknowledged as holding a non-
compliant and controversial position towards internationally accepted human right 
laws.392 Its position was initially demonstrated when it abstained from voting on 
the Universal Declaration of Human Rights (UDHR) in 1948. It has been argued 
that the question of compatibility between Islam and human rights cannot be 
answered with a simple yes or no but depends on the different interpretations or 
‘kind’ of Islam and its compatibility with what kinds of human rights, when, where 
and with whom.393  
 
Given that Islamic Shari’ah is the supreme law of Saudi Arabia, it becomes 
imperative to seek balance in compliance with international human rights 
instruments by a liberal approach to interpreting Islamic principles while ensuring 
that the tenets of the Shari’ah are not fundamentally breached in the process.  It is 
also submitted that the international community should recognise that human rights 
are guaranteed under the Shari’ah and it will make for greater understanding if this 
perspective is taken into consideration in the drafting of international human rights 
instrument. Therefore, the need to make room for the diverse cultures of the people 
of the world in the interpretation of what human rights are cannot be 
overemphasised. 
 
3.5.1 Saudi Arabia’s Engagement with International Human Rights 
Institutions 
 
Saudi Arabia is increasingly pursuing its objective to become more fully a part of 
the international legal and institutional system, not just limited solely to the area of 
human rights. Despite several criticisms of Saudi Arabia’s resistance to the UDHR 
 
392 AA Al-hargan, ‘Saudi Arabia and the International Covenant on Civil and Political Rights 
1966: A Stalemate Situation’ (2005) 9(4) The International Journal of Human Rights 491-505 at 
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and for not ratifying some major UN human rights covenants, it has stepped up a 
steep defence on its own behalf to show that it has increasingly engaged with the 
UN in many other human rights projects. Also, the requirements for joining the 
World Trade Organisation (WTO) have encouraged Saudi Arabia to fulfil the 
stipulated conditions, within which some aspects of human rights compliance have 
been positively influenced.394  
 
Abdulaziz M. Alwasil395 has attempted to highlight the various levels of growing 
engagements and interactions that Saudi Arabia has been undertaking with the UN 
to show the degree of their cooperation on human rights issues. For instance, he 
submits that Saudi Arabia has participated in the creation of the international human 
rights project and has shown, especially in the previous few years, signs of greater 
adherence to the internationally recognised human rights standards.396 
 
Although Saudi Arabia has made some progress on the subject of human rights, 
further improvements are required to safeguard the human rights.397 Saudi Arabia’s 
human rights record became the subject, for the first time, of scrutiny under the 
1503 procedure.398 Taking into consideration the consequences of the possible 
adoption of a resolution condemning the violations of human rights in Saudi Arabia, 
the Kingdom had to re-examine its strategies in dealing with the UN human rights 
system. Responding to these communications, which related to the lack of legal 
safeguards in the Saudi judicial system, the Kingdom provided the Sub-
Commission with detailed documents on some specific cases of alleged human 
rights violations and Saudi Arabia’s judicial system.399 
 
394 Abdulaziz M Alwasil op cit (note 252) 1081. 
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Saudi Arabia has attempted to change its pattern of engagement in the UN human 
rights system, from limited involvement to becoming part of the international 
human rights arrangements. Initially, the issue of human rights received negligible 
attention among Saudis domestically. Neither the government nor the people 
showed an interest in discussing human rights as such. However, a variety of 
international and national circumstances have changed the approach to some issues 
in Saudi Arabia, including human rights.400 Saudi Arabia has repeatedly declared 
in its statements before the Commission of Human Rights and later at the Human 
Rights Council, that Islamic law comprises of a comprehensive system of human 
rights. Concerning application, it has been argued that, the country has implemented 
the legal and administrative reforms that required to fulfil it as a part of the 
Kingdom’s obligations under relevant international treaties, including CERD. 401  
 
Against this background, Saudi Arabia seems to have retreated from directly 
opposing the main international human rights documents based on cultural 
differences. Instead, in 1998, the Saudi Government established a committee to 
consider the ratification of the ICCPR and International Covenant on Economic, 
Social, and Cultural Rights 1966.402 However, to date and despite repeated promises 
to ratify those Covenants, Saudi Arabia remains a non-member state to both.403 
However, despite its rare abstentions, Saudi Arabia cast its vote in favour of nearly 
all the resolutions that structured the international human rights treaties system. At 
the same time, unfortunately, Saudi Arabia’s abstention during the GA vote 
approving the UDHR has led some critics to generalise about the Saudi position 
concerning the international human rights project. 404 
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GAOR, 21st Sess. Supp. (No. 16) at 52, UN Doc. A/6316 (1966). 
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Despite these laudable attempts, the dilemma of sticking to its own interpretation 
of the Shari’ah and at the same time acceding to the requirements of the IHRLs still 
taunts it. Consequently, Saudi Arabia has acceded, although under certain 
conditions, to some UN human rights covenants. For instance, its accession to the 
Convention on the Rights of the Child (CRC) was conditioned by a generalised 
reservation that Saudi Arabia would not be bound by those articles of the CRC that 
might conflict with provisions of Islamic law.405 It acceded to the Convention 
against Torture (CAT) in September 1997, with two specific reservations, namely 
not recognising the jurisdiction of the Committee as provided in article 20, and not 
to be bound by the provisions of paragraph 1 of article 30.406 Also, in September 
2000, Saudi Arabia acceded to the Convention on the Elimination of all Forms of 
Discrimination against Women (CEDAW), with a general reservation that, it would 
not be obliged to observe its provisions that were contrary to Islam. Also, it would 
not be bound by article 29, paragraph 1, concerning bringing disputes with other 
states to the International Court of Justice. The second specific reservation was that 
Saudi Arabia would not be bound by article 29, paragraph 2, which granted women 
equal rights with men concerning the nationality of their children.407 
 
Therefore, the Saudi Arabian Government in pursuant with its obligations under the 
CAT, in March 2000 established a committee to investigate allegations of torture. 
Also, it asserted that its Code of Criminal Procedure, which came into force in May 
2002, has addressed some of Saudi Arabia’s obligations under CAT by specifying 
the legal procedures and due process rights.408 The Committee welcomed the Saudi 
Arabia’s positive steps, including the competence of the Board of Grievances to 
hear allegations of violations of human rights, but yet expressed concern over some 
matters, including, in particular, flogging and amputation of limbs, that were not 
considered as conforming with the Convention.’409 Furthermore, the Committee 
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expressed, in 19 points, its concerns and recommendations, inter alia that 
‘guarantees of non-discrimination laid down in law, without a mechanism to 
monitor their application, do not ensure the enjoyment of non-discrimination’.410 
 
It was Saudi Arabia’s view that the Committee’s questions reflected its lack of 
understanding of Saudi Arabia and ignorance of the fact that the Holy Qur’an and 
the Sunnah were the Constitution, which could not be amended. For instance, it 
defended the use of corporal punishment crimes as dictates of the Holy Qur’an and 
said that these sanctions could neither be abrogated nor amended since they 
emanated from God and the state was bound to refrain from taking any decision 
that ran contrary to the Shari’ah. 411  
 
The reality is that the Shari’ah remains the constitutional base for Saudi Arabia, 
which is distinct from the universality of human rights. The issue is, because of the 
globalisation of almost everything, some interaction and/or interface between 
Shari’ah-based laws and the IHLRs might not be avoided entirely. Saudi Arabia 
assumes the status of the principal Muslim state that protects Islamic traditional 
norms. 412 The Kingdom has also been described as ‘the most traditionalist Islamic 
legal system in the world today’.413 Since its founding, the Kingdom of Saudi 
Arabia has generally retained its adherence to the traditional juristic treatises of the 
four Sunni schools of Islamic jurisprudence,414 particularly that of the Hanbalî 
School, in almost all aspects of its state law.415  
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The Basic Law of Government, introduced as late as 1992, is the nearest form of 
constitution that Saudi Arabia has ever had.416 Given that it is, in a sense, the 
constitution, one might think that it should override any other legislation. However, 
in scrutinising the Basic Law, different facts may arise. For instance, Article 1 states 
‘The Kingdom of Saudi Arabia is a sovereign Arab Islamic state with Islam as its 
religion; God’s Book and the Sunnah of His Prophet, (God’s prayers and peace be 
upon him), are its constitution’. In the same respect, Article 7 of the Basic Law 
reads ‘The regime derives its power from the Holy Qur’an and the Prophet’s Sunnah 
which rule over this and all other State Laws’. Furthermore, Article 23 states that 
‘The state protects Islam; it implements its Shari’ah’.417 It is instructive to note that 
six articles of the Universal Declaration of Human Rights 1948 (UDHR)418 
‘conform fully to Islamic law, which has long dealt with all the points they raised 
under its perfect social regulations’.419 Those include the Articles dealing with 
privacy and confidentiality and, the right to a fair trial and due process.420 It cannot 
be over stressed that in regard to the right of privacy and confidentiality, the UDHR 
and the Shari’ah are applying in tandem with each other. 
 
It is consoling to note that, at the time of its application to become a member of the 
UN Human Rights Commission,421 Saudi Arabia had pledged its commitment to 
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promote and protect human rights, authorized the drafting of a national human 
rights strategy that is based on the Islamic sharia, its domestic, regional and 
international laws/instruments to which Saudi Arabia is a party, and human rights 
declarations.422  
 
Notwithstanding, Saudi Arabia is not yet, a state party to the ICCPR,423 but it is, to 
date, a state party to at least 17 other international treaties relating to human 
rights,424 many of which contain relevant elements of the right to privacy and 
confidentiality. It is also a state party to the Arab Charter on Human Rights425 and 
a signatory to the OIC’s Cairo Declaration on Human Rights in Islam.426 
 
Meanwhile, international human rights can only be recognised under Saudi Arabian 
law if they are deemed compatible with the Shari’ah rules.427 Since the Shari’ah 
contains rules that are interpreted as being incompatible with the IHRLs, two 
approaches could be considered in order to resolve the conflict between the two. 
This could facilitate the joining of Saudi Arabia to the ICCPR.  
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Firstly, it is necessary to ‘adapt’ the Shari’ah to fit modern requirements but with 
the risk of inconsistency with the conservative Islamic legal theory and with the 
chance of eliminating the conflict between the Shari’ah and the IHLRs. This is a 
necessary move if Saudi Arabia is to be able to comply with the international norms 
set out in the IHRLs. But will this modernists’ approach ever be accepted as 
legitimate, i.e. will they be viewed as conforming to the Shari’ah precepts?428 
 
The second option is to make reservations on particular Articles of the IHRLs in 
order to reconcile it with the Shari’ah.429This would place the Government of Saudi 
Arabia in an impossible dilemma because, it cannot ratify and honour, for instance, 
the IHRLs without violating the Shari’ah, which is still to date central to both the 
Saudi Arabian constitution and the Saudis’ way of life. Conversely, it cannot also 
modify its obligations under the IHRLs without violating the object and the purpose 
of the Covenant, thereby resulting in a stalemate situation. In facing this inescapable 
reality, Saudi Arabia will either have to go back to its original stance based upon 
the argument of the relativity of the values protected by the IHRLs or, liberalise its 
interpretation of the shari’ah and/or a make radical modifications to its 
constitutional and legal systems in order to comply with the spirit and standards of 
the IHRLs.430 Despite the seeming hopelessness of the situation, the UN human 
rights system has significantly provided the necessary environment, for 
empowering and legitimising other forms of influence.  
 
Saudi Arabia may adopt international conventions into their domestic laws if they 
are not inconsistent with the Shari’ah.431 In such discussions on possible 
adoption,432 the question that begs for an answer is, is Saudi secular or theocratic? 
In a recent study,433 the author related a historical anthropologist’s (Madawi al-
 
428 Ibid. 497. 
429The two legal traditions are not entirely irreconcilable. See also, Ayesha Shahid, Islamic Law 
and Human Rights (Oxford University Press 2015).  
430 Ibid 502. 
431 Abdullah M Almutairi, ‘The Domestic Application of International Human Rights Conventions 
in Saudi Arabia and the Need to Ratify Conventions on Migrant Workers’ 
<https://www.tandfonline.com/action/journalInformation?journalCode=fmes20> accessed 24 
September 2020. 
432 AA Al-hargan, op cit (note 372) 482 - 502 
433 Muhammad Al-Atawneh, ‘Is Saudi Arabia a Theocracy? Religion and Governance in 
Contemporary Saudi Arabia’ (2009) 45 Middle Eastern Studies 721. 
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Rasheed’s)434 definition of the current Saudi monarchy as ‘politically secular, and 
socially religious’.435 Secularism is defined here as the separation between religion 
and politics or between governmental practices/institutions and religious beliefs.436 
However, other studies on the Saudi state often emphasise the fusion of religion 
and politics.437 Saudi constitutional law and its judicial system rest on traditional 
Islamic legal principles: the Qur’an and Sunna form its constitution and Islamic 
Fiqh438 supports the laws of the state.439 
 
In such a discourse, one may not overlook the role of the Ulama (Islamic scholars). 
Al-Rasheed had further argued that the de facto separation between religion and 
politics in an otherwise highly Islamised public sphere has arisen as the official 
Wahhabi ‘ulama’ have taken on the role of guardians of the social order, all the 
while relinquishing any political authority to the ruling family and state machinery. 
Hence, the use of the connotation ‘theocratic unitarian state’ regarding Saudi Arabia 
by earlier generations of scholars is misleading, al-Rasheed stresses.440 Her 
observations about (what she calls) the ‘enigmatic duality’ challenges the long-
standing notions about Saudi Arabia as a theocracy. Studies on the Saudi state often 
emphasize the fusion of religion and politics.441 
 
Therefore, whether theocratic or secular, a necessary move is for Saudi Arabia to 
comply with the international norms set out in the international human rights laws,  
 
434 M Al-Rasheed, Contesting the Saudi state: Islamic Voices from a New Generation (Vol. 25). 
(Cambridge University Press 2006) 57 
435 Muhammad Al-Atawneh, op cit (note 385) 721. 
436 M King, Secularism: the Hidden Origins of Disbelief (Casemate Publishers 2007) 721 
437 See, for example, A. Bligh, ‘The Saudi Religious Elite (‘Ulama’) as Participant in the Political 
System of the Kingdom’ (1985) 17 International Journal of Middle East Studies 37–50; A. Al-
Yasini, Religion and State in the Kingdom of Saudi Arabia (Westview Press, 1985); J. Kechichian, 
‘The Role of the ‘Ulama’ in the Politics of an Islamic State: The Case of Saudi Arabia’ (1986) 18 
International Journal of Middle East Studies 53–71; A. Layish, ‘‘Ulama’ and Politics in Saudi 
Arabia’, in M. Heper and R. Israeli (eds.), Islam and Politics in the Modern Middle East 
(Croomhelm Press, 1984),29–63; J. Nevo, ‘Religion and National Identity in Saudi Arabia’(1998) 
34 Middle Eastern Studies 34–53; M.G. Nehme, ‘Saudi Arabia 1950– 1980: Between Nationalism 
and Religion’, Middle Eastern Studies’ (1994) Vol 30, .930–43. 
438 The word fiqh is an Arabic term meaning "deep understanding" or "full comprehension". 
Technically it refers to the body of Islamic law extracted from detailed Islamic sources (which are 
studied in the principles of Islamic jurisprudence) and the process of gaining knowledge 
of Islam through jurisprudence.  
439 Muhammad Al-Atawneh, op cit (note 385) 721. 
440 Al-Atawneh (n 433). 
441 ibid. 
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but would they still conform to the Shari’ah precepts?442 It appears that despite its 
giant strides in attempting to rationalise with the international human rights laws, 
the subservience of the Saudi constitution to the Shari’ah would continue to, in the 
‘Western view’ impede the adaptability and full integration of the Saudi laws into 
the international human rights system unless some liberal approach to canon of 
interpretation is adopted.  
 
Apart from the general application of Islamic law, Royal Decrees enact legislations, 
which are in the form of statutes and regulations that apply as subsidiary sources of 
law. Generally, formal laws in the Western sense are comparatively few in Saudi 
Arabia. While this can, to some extent, make it easy for a flexible interpretation of 
law and tradition, it can conversely make it difficult to determine the actual scope 
and position of the law, especially in a system not strictly based on judicial 
precedents.443  
 
Conversely, it may also help, as Mashood Baderin rightly observed, if only some 
of the international human rights interpretations ‘not take Islamic values into 
consideration’.444 This arrangement may facilitate a seamless application of 
international law according to Saudi Arabian domestic law, without the usual 
conflicts with the Shari’ah, to which Saudi Arabia is obliged to adhere445 
 
3.5.2. Impediments to Possible Adoption of IHRL into Saudi Domestic Laws: 
The Supremacy of the Shari’ah 
 
 
Despite its recent moves and engagements towards possible adoption of the IHRL, some 
factors may still impede the speed such process. One of such factors include its relationship 
with the Shariah. 
As stated earlier, the Shari’ah is the expression of God’s will. Therefore, Muslims 
believe that, in order to please God in this life and to win His mercy and His 
 
442 AA Al-hargan, op cit (note 372) 497 
443 Mashood A Baderin, op cit (note 367) 246 
444 M. Baderin, ‘A Macroscopic Analysis of the Practice of Muslim States Parties to International 




promised heaven in the hereafter, it is essential to adhere to His law.446  In Islam, 
man does not possess the authority to create the law as this privilege belongs 
exclusively to God Almighty.447  His law, furthermore, is, according to Islamic legal 
theory, immutable and valid for all time and all human beings.  It is stated in the 
Qur’an:  
Then We put thee on the [right] way of religion:  so, follow thou 
that [way], and follow not the desires of those who have no 
knowledge.448  
For the sake of emphasis, despite the introduction of the Basic Law in Saudi Arabia, 
it is the Islamic Shari’ah that remains the supreme law of Saudi Arabia. It follows, 
therefore, that if Saudi Arabia is to ratify any international treaty or introduce any 
law for that matter, it can only do so if it is interpreted as being consistent with the 
Shari’ah.449 If this is not the case then that law will have no force or effect, and 
consequently will not be applied by the judiciary in cases brought before them. This 
fact is made explicit by the Basic Law, as Article 48 states that: 
The courts will apply the rules of the Islamic Shari’ah in the cases 
that are brought before them, in accordance with what is indicated 
in the Book and the Sunnah, and statutes decreed by the Ruler 
which do not contradict the Book or the Sunnah.  
 
The Basic Law is not new legislation but the codification of existing laws. The 
Saudi Basic Law of Government, which contains a chapter on rights and duties was 
not considered by the ruling authority as new legislation (tashri‘) per se, but rather 
as a codification (taqnıˆn) of what already existed within the Islamic Shari’ah 
applied in the Kingdom.450It is clear therefore that, the Saudi Arabian law, as long 
as it proclaims the Islamic Shari’ah to be the supreme law of the land, and it is 
considered superior to man-made laws including international human rights laws. 
Following from this, in order for international human rights laws to be applied 
domestically in an Islamic state, the law must not be at variance with the Shari’ah. 
 
446 Al Harga p.496 
447 M.  Khadduri, ‘Nature and Sources of Islamic Law’, Geo.  Wash.  L.  Rev, Vol.22 (1953) 3, 
pp.6–10. 
448 The Holy Qur’an, verse 45:18. 
449 AA Al-hargan, ‘Saudi Arabia and the International Covenant on Civil and Political Rights 
1966: A Stalemate Situation’ (2005) 9(4) The International Journal of Human Right 491-505, 492. 
450 Mashood A. Baderin, ‘A Comparative Analysis of the Right to a Fair Trial and Due Process 
under International Human Right Law and Saudi Arabian Domestic Law’ (2007) 10 The 
International Journal of Human Right 246. 
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Considering that the Shari’ah is not explicit for all the cases, and it is important that 
where new cases requiring an interpretation of the Shari’ah arises, an interpretation 
compatible with the tenets of Shari’ah is applied. As such, when codifying the 
Shari’ah and adopting the doctrine of talfiq451 in the exercise of ‘ijtihad,’ the form 
suggested by the modernist movement is not followed as doing so would amount 
to distortion and secularisation of the Shari’ah.452  
 
3.6 Conclusion 
This thesis reckons that patient confidentiality forms part of the universally 
acclaimed human right to privacy and confidentiality. This is as declared in the 
UDHR instrument, upheld under the various UN conventions and affirmed by 
several regional charters, including, for example, the ECHR and the ACHR. These 
instruments purport to guarantee the right to privacy and confidentiality and have 
made provisions to prevent state organs and individuals from abusing these rights. 
The shari’ah has been misinterpreted or misunderstood to be against human rights. 
Consequently, the Shari’ah concept of human rights is being interpreted in some 
quarters as running in parallel to those obtainable under the international human 
rights laws in some cases. This has triggered the formation of alternative Islamic 
declarations on human rights like the UIDHR, the CDHRI and the ACHR in which 
the recognised source of law is Shari’ah and not secular laws. Given their 
peculiarity and the lack of structures for enforcement similar to those obtainable in 
secular jurisdictions, e.g., Europe, where the ECtHR enforces the ECHR and 
observes strict compliance to the triple tests introduced in section 2.4. of this thesis, 
the Shari’ah-based regional instruments fall short of the so-called acclaimed 
international best standards. The view of this author is, however, that compatibility 
 
451 Piecing together. Legal term describing the derivation of rules from material of various schools 
of Islamic law available < http://www.oxfordislamicstudies.com/article/opr/t125/e2323> accessed 
20 October 2018 None of the primary sources of Shari’ah  ‘forecloses the continued evolution of 
appropriate legitimate mechanisms or institutions for effectively achieving justice and for 
protecting the human rights of the populace within contemporary Muslim States.’ See Baderin op. 
cit (note 98) 
452 Abdulhamid A Al-hargan, ‘Saudi Arabia and the International Covenant on Civil and Political 
Rights 1966: A Stalemate Situation’ (2005) 9 The International Journal of Human Rights 500  
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with the tenets of Islamic law should be considered as the best standards as far as 
Islamic states are concerned. 
It has been argued in this chapter that despite Saudi Arabia’s affirmation of the UDH 
through the Arab Charter, the Saudi Arabian legal system is still founded on, and is heavily 
influenced by Shari’ah law such that Shari’ah law defines the human rights under Saudi 
laws. It is worthy to note that protecting patient’s confidentiality is vital under both the 
Islamic and Saudi laws. The culmination of these factors makes the Saudi Arabian society 
a culturally sensitive one wherein privacy and confidentiality are paramount. It is not a 
surprise that a breach of patient confidentiality is considered a crime under the Saudi 
Arabian laws. The next chapter of the thesis explores and examines the core Saudi Arabian 
































The Saudi legal system provides for constitutional and other statutory protections 
for privacy and confidentiality. However, the vexed question arises: is the 
protection for confidentiality in Saudi Arabia dynamic? Law is ‘a lasting social 
institution, but it must also be able to change’453 to keep pace with the dynamics of 
society. This is because each time that a law is produced to match the world, a world 
is produced to match the law and vice versa.454 These dynamics may include 
challenges of governance from terrorism, crime and epidemics. Others in the 
context of this research include the challenges posed by the technological 
advancements in patient information management systems and the evolution of 
diverse social media networks. These challenges, among others, have resulted in 
creating difficulties in maintaining the duty of confidentiality as the information 
gathered tends to become more prone to unlawful disclosures to third parties in such 
insecure settings.455  
 
Therefore, to answer the research question on the adequacy of the legal protection 
to patient confidentiality, it is imperative to review the existing laws and see if they 
provide adequate safeguards against arbitrary abuse of the right to patient 
confidentiality as enshrined in international human rights laws. For this purpose, 
the study categorises the laws on the protection of patient confidentiality into three: 
comprehensive laws (for example, human rights to confidentiality), sectoral laws 
(for example, specific laws on data protection), and informal rules or soft norms 
(for example, professional codes, regulatory guides among others.). The aim here 
 
453 M Arden, Common Law and Modern Society: Keeping Pace with Change (Oxford University 
Press 2015) 
454 Johns, Fleur, ‘On Writing Dangerously’ (2004) 26(4) Sydney Law Review 473 
455 PNJ Kassim and N Ramli, ‘The Inviolability of Medical Confidentiality in Malaysia: An 
Analysis of the Rules and Exceptions’ (2016) 24(2) IIUM Law Journal 335. 
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is to assess whether the law protects the patient’s right to confidentiality in the light 
of evolving technologies and information management systems.  
 
Under the comprehensive laws’ category, this author reviews the available laws that 
deal with the general concept of privacy/confidentiality and the professional 
relationships which give rise to a legal expectation of privacy or confidentiality. 
These laws ensure the availability and application of the right to patient 
confidentiality as a fundamental human right. Some of the laws under this category 
include constitutional provisions and other statutes that made provisions for privacy 
and confidentiality. Those in this category include the Basic Law of Governance, 
the Anti-Cybercrime Law, and Telecommunications Law etc. 
 
In the healthcare services, the patient is required to share confidential information 
with co-HCPs so that the latter can process and utilise that information in order to 
diagnose and treat the patient’s illness in a more efficient manner. Here, the thesis 
reviews some scattered provisions of the sectorial laws, from different statutes and 
legislation related to healthcare delivery and health-related research. The legislation 
includes the Law of Practising Healthcare Professions, the Law of Private 
Laboratories, Health Law, and the Law of Private Health Institutions. Others 
include the Law of Trading in Breastfeeding Substitutes, and the Law of 
Fertilization, Utero-Foetal and Infertility Treatment Units. 
 
The last category of the relevant laws considered is the so-called ‘soft norms’ such 
as practice guidelines as well as social customs and norms of professions. It is very 
interesting to note that under the Saudi Arabian jurisdiction, there exists a unified 
professional governing body for all healthcare professions with centralised 
administration. Therefore, there is only one principal law that governs the practice 
of all healthcare professions456 and one ethical code of practice for all healthcare 
professions.457 This is quite unlike most of the other jurisdictions that usually have 
separate professional bodies with separate laws establishing them, and each body 
 
456 Law of Practising Healthcare Professions 2005. 
457 Code of Ethics for Healthcare Professions 
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licensing their respective professionals and providing for their practices. For 
example, under the UK jurisdiction, the Nursing and Midwifery Council, the 
Pharmacy Council, and Medical and Dental Council, among others, respectively 
regulate the nursing, pharmacy and medical professional practice in the UK. 
 
However, this chapter reviews only the comprehensive laws on privacy and 
confidentiality and tests them based on the triple test of legality, legitimate aims 
and proportionality. The laws reviewed are the Basic Law of Governance 
(constitution) and some selected statutes that have an impact on privacy and 
confidentiality rights. 
 




It is important to reiterate that there is no established comprehensive data breach 
notification or data protection law in effect in the Kingdom of Saudi Arabia that is 
in pari passu with what is obtainable under the Western jurisdictions, for example, 
the UK. This reinforces the argument that the spectrum of current Saudi law, which 
relates to the confidentiality of personal information, is limited.458  The available 
legislation that protects confidentiality does not place privacy or confidentiality as 
their primary objectives.459 
 
Section 4.2 of this thesis attempts to review the available and applicable laws as 






458IM Alharbi and  S Zyngie   ‘A Holistic View on The Opportunities and Risks Faced by Saudi 
Arabia Government in Their Adoption of The New Law Regulating Electronic Privacy and on 
WIAR' (2012) National Workshop on Information Assurance Research; Proceedings of (pp. 1-7). 
VDE. 
459 A Almebrad, ‘The Sufficiency of Information Privacy Protection in Saudi Arabia’(2018) 
Unpublished doctoral dissertation Indiana University 50. 
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4.2.1 The Basic Law of Governance 
 
No matter how effective international human rights laws may be, the national 
governments are ultimately responsible for enforcing and guaranteeing the 
protection of human rights domestically. The relevance of the international 
instruments to national law and practice must be the starting point for any analysis 
of their impact on the national laws.460 Although Saudi Arabia endorsed the UDHR 
through the Arab Charter, and the substance of its domestic law does not accurately 
reflect the spirit of the Declaration.461   
 
The research question is, how adequate is the legal protection of patient 
confidentiality under the Saudi Arabian laws? To answer this question in the 
subsequent sections of this thesis, the author examines the Saudi domestic laws in 
the light of the triple tests of legality, legitimate aim and necessity/proportionality 
introduced in section 2.3 of this thesis. The results of the triple test would show if 
any justification to the breach of the right to privacy or confidentiality is not only 
legal or according to a validly enacted law, but also that it is proportionally 
necessary for the pursuance of a legitimate aim, and provides for adequate 
safeguards against arbitrary abuse. 
 
The question begging for an answer here is this: is the protection of the right of 
confidentiality that is accorded under the Saudi legal system comparable to those 
under the international human rights laws? While this author attempts to answer 
this question in the subsequent sections, it should suffice to state here that the level 
of conformity (if any) by Saudi Arabian legal system is heavily influenced by the 




460 H Hannum, ‘The Status of the Universal Declaration of Human Rights in National and 
international Law’ (1995) 25 Ga. J. Int'l & Comp. L 287. 
461 Ann Elizabeth Mayer, ‘Universal versus Islamic Human Rights: A Clash of Cultures or Clash 
with a Construct’ (1994) 15 Mich. J. Int'l L. 350   
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As discussed earlier on in Chapter 3, the Saudi Arabian (Constitution) Basic Law 
provides that, the State shall protect human rights ‘in accordance with the Islamic 
Shari’ah.’ 462 Note that neither the UN Declaration the Arab Charter nor any other 
covenant or convention explicitly provides that the application of the human right 
is subject to any sectional, religious or regional law. That seems to be the main 
exception to the application of the principle of universality of human rights. The 
Shari’ah precondition arises from the fact that the Basic Law itself declared that 
the Shari’ah is the very foundation and mainstay of the Saudi Arabian law,463 and 
any inconsistency with the Shari’ah would vitiate that other law to the extent of 
that inconsistency. The Basic Law provides that, ‘the powers to rule the Kingdom 
of Saudi Arabia emanate from the Book of God and the Sunnah of His Messenger, 
both of which prevail over this and all other laws of the state’464 Saudi legal system 
has also relied on Shari’ah principles when interpreting and implementing of 
secular international human rights laws.465 
 
The Basic Law, however, contains a list of only a few clear rights and not all 
possible rights are available under the Sharı’ah or the general principles of Islamic 
law. Nevertheless, a major feature of the Basic Law in modern constitutional terms 
is that it makes a definite statement on the obligations of the state to protect certain 
rights of individuals.466 Furthermore, the Basic Law (constitutional) provision 
appears to reiterate and reinforce ‘the notion that there is no place for human 
legislation in an Islamic system.’467 However, it is noteworthy that since there is no 
specific definition of what are the scope/limits of the ‘Shari’ah’, the uncodified 
Saudi law and the legal sources could be open to a variety of interpretations and 
 
462 Article 26, Basic Law. 
463 Article 1, the Basic Law of Governance. 
464 Article 7 of the Basic Law of Governance. 
465 Faleh Salem Alkahtan ‘The Protection of Human Rights in Saudi Counter-terrorism Laws’ 
(2016) 1(1)Arab Journal of Forensic Sciences & Forensic Medicine 443-445. 
466 Moshood Baderin (note 86) 247. See also, KSA Ministry of Foreign Affairs, Protection of 
Human Rights in Criminal Procedure and in the Organization of the Judicial System (2000). For 
an Official English translation from the Arabic original of this document see the Saudi website 
available at <http://www.saudiembassy.net/Issues/HRights/hr-judicial-1- menu.html> accessed 2 
February 2006) (hereinafter Saudi PHR Doc. 2000). 
467 Ann Elizabeth Mayer, ‘Universal versus Islamic Human Rights: A Clash of Cultures or Clash 
with a Construct’ (1994) 15 Michigan Journal International Law 351. 
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ambiguity.468 King Fahad explained the distinctive nature of the Shari’ah-based 
Saudi Basic Law in its contradistinction to a democratic system, thus:  
The democratic system that is predominant in the world is not a 
suitable system for the peoples of our region. Our people's makeup 
and unique qualities are different from those of the rest of the 
world. We cannot import the methods used by people in other 
countries and apply them to our people. We have our Islamic 
beliefs that constitute a complete and fully integrated system... In 
my view, Western democracies may be suitable in their own 
countries but they do not suit other countries.469 
 
 
Because of the dynamism portrayed by the current Crown Prince, it is still left to 
be seen if this assertion fully reflects the current stand of the Saudi stand on human 
rights. However, critics have argued that schemes like the Arab Charter and the 
Saudi Basic Law are designed to shore up the political interests of those promoting 
them and have only a tenuous connection to Islamic culture.470 Also, others have 
pointed out that the Basic Law itself falls below the already inadequate standards 
of the Cairo Declaration. Although completely unconnected, the remarks made by 
the Dalai Lama after his meeting with the Non-Governmental Organisations at the 
Vienna Human Rights Conference took a different perspective from the one made 
by King Fahad regarding the universal application of the concept of human rights. 
In his speech, this quintessentially Asian religious figure focused on individual 
human beings who are the intended beneficiaries of international human rights, and 
offered this assessment:  
 
As far as human rights are concerned, whether Easterner, or 
Westerner, Southerner, or Northerner, white or black or yellow - 
no matter - all individual human beings have the same rights from 
birth to death. We are all the same.471 
 
The Basic Law provided support for the right of privacy, obviously, over that of 
freedom of expression; Article 39 of the Basic Law of Governance provides that:  
 
468 Ibid. 
469 Interview with King Fahd, King of Saudi Arabia, in Kuwait (Mar. 28, 1992), quoted in Empty 
Reforms, Saudi Arabia's New Basic Laws, MIDDLE E. WATCH, May 1992, at 2 as quoted by 
Ann Elizabeth Mayer, op cit. 
470 Ann Elizabeth Mayer, op cit (note 437) 403. 
471 Ann Elizabeth Mayer, op cit (note 437) 404. 
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Mass and publishing media and all means of expression shall use 
decent language and adhere to State laws and that whatever is 
injurious to the honour and rights of man, shall be prohibited.472 
 
It also broadly provides for privacy and confidentiality, because of the highly 
conservative nature of the Saudi society where privacy is extremely important due 
to cultural beliefs:473  
Correspondence by telegraph and mail, telephone conversations, 
and other means of communication shall be protected. They may 
not be seized, delayed, viewed, or listened to except in cases 
outlined in the Law.474 
 
This provision has encompassed both the positive and negative duty of protecting 
privacy and confidentiality. It undertakes to ensure the protection of confidential 
information, and will not (or allow others to) breach this right except under certain 
circumstances as provided by laws. The Basic Law itself does not state what these 
exceptions are, but different other laws have stated certain exceptions under which 
infringements of human rights may be justified. As discussed infra, as part of the 
triple test, the study compares such exceptions under the Saudi laws to those 
available under the international human rights laws, e.g., Article 29(2) of the 
UDHR, 8(2) of the ECHR, and Article 24(7) of the Arab Charter, 2004.  
 
Applying the triple elements of legality, legitimate aim and proportionality tests, 
the author submits that the Saudi Basic Law could partly pass the legality test on 
the basis that the exceptions are duly provided by or according to a domestic law 
validly established under Article 40 of the Basic Law. It is noteworthy that the law 
envisaged is a Shari’ah law and not the international human rights law. However, 
since the exceptions are not explicitly laid down in the Basic Law itself, a review 
of those exceptions under some of the laws reviewed in the next sections could 
reveal if they satisfy the requirements of providing legal sanctions, precision and 
foreseeability. Conversely, the Basic Law would also pass the legitimate aim since 
 
472 Article 39, Basic Law 
473 Ahmad Al-Daraiseh, 'Social Networks’ Benefits, Privacy, and Identity Theft: KSA Case Study' 
(2014) 5(12) International Journal of Advanced Computer Science and Applications 129 
474 Article 40, Basic law of Governance 
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the grounds for the exceptions are consistent with the legitimate aims listed under 
articles 29(2) of UDHR, 8(2) the ECHR, and 4(a) of the Arab Charter. The test for 
proportionality of the exceptions is considered under the specific laws allowing for 
justification for the infringement of the right to privacy and confidentiality in the 
following sections. 
 
4.2.2 The Anti-Cybercrime Law 
 
The Anti-Cybercrime Law475 is one of such laws that deal with the increasing use 
of personal information in Internet-based applications, which has created privacy 
concerns worldwide, especially in the Kingdom of Saudi Arabia where there is no 
uniform e-Privacy Act.476 The Anti-Cybercrime Law 2007 is mainly concerned 
with computer-related frauds, spying, defamation using camera operated devices 
and other related crimes like hacking. It is relevant to the thesis because, several 
provisions have bearing on the protection of the privacy of individuals, and the 
Saudi courts have often invoked these provisions when dealing with cases of 
defamation and breach of privacy using social media.477  
 
The Law makes it an offence to spy on, to threaten or blackmail any person, to have 
unlawful access to, or hacking a web site, to invade the privacy through the misuse 
of camera-equipped mobile phones and to defame and inflict damage upon others 
using various information technology devices. The following acts are considered a 
cyber-crime under the Act: 
Producing and distributing content that ridicules, mocks, 
provokes and disturbs public order, religious values and public 
morals through social media will be considered a cybercrime.478 
 
475 Royal Decree No. M/17 8 Rabi 1 1428 / 26 March 2007 
476 I M Alharbi and S Zyngier, ‘A Holistic View on The Opportunities and Risks Faced by Saudi 
Arabia Government in Their Adoption of The New Law Regulating Electronic Privacy and in 
War’ (2012) National Workshop on Information Assurance Research; Proceedings of VDE (pp. 1-
7). 
477 Akhbaar24.Com, ‘Imprisonment, Lashing, and Fine for a Woman in Her Thirties for Defaming 
a Citizen on the “Whatsapp,” ‘(Mar. 16, 2015) (in Arabic) available at 
<http://akhbaar24.argaam.com/article/detail/207989/ > accessed 1 July 2019. 
478 Tom Barnes, ‘Saudi Arabia Prosecutor Says People Who Post Satire on Social Media Can Be 
Jailed’ The Independent (5 September 2018) <https://www.independent.co.uk/news/world/middle-
east/saudia-arabia-social-media-satire-jail-sentences-twitter-facebook-censorship-a8523781.html>. 
 102 
The law referred to the term privacy but did not define it, or what information is to 
be considered private. The Anti-Cyber Crime Law of 2007 lists ‘defamation’ as one 
of the cyber-crimes subject to imprisonment, but fails to define this offence.479 An 
offence is punishable with imprisonment for a period not exceeding one year and/or 
a fine not exceeding five hundred thousand riyals.480 It is also an offence under the 
Law for any person to produce, prepare, transmit, or store any material that 
impinges on public order, religious values, public morals, and privacy, either 
through the internet or through computers.481  
 
Without a clear definition of these terms, it could potentially give the judge wide 
discretion to define them and apply the law as he deems fit. The Saudi Court of 
Appeal has upheld the lower court’s decision, without any plausible ratio 
decidendi, that taking a picture of a child and sending it to a third-party constitutes 
an invasion of her privacy under this law,482  capable of defaming her or causing 
other damage to her.483 Such offences under this law shall be punishable with 
imprisonment for a period, not more than five years and/or a fine of not more than 
three million riyals.484  
 
These provisions appear to be very efficient in deterring individuals from invading 
the privacy of others, or in protecting their confidential information. However, in 
all cases, the courts are empowered to enter a plea bargain with the accused person 
and exempt him from punishment if he reported the crime, suo moto, before being 
discovered by the law enforcement agencies, and before any harm is occasioned 
 
479 Anti-Cyber Crime Law, M/17, 2007. Article 3, Section 5 of the Anti-Cyber Crime Law states, 
“Any person who commits one of the following cybercrimes shall be subject to imprisonment for a 
period not exceeding one year and a fine not exceeding hundred thousand riyals or to either 
punishment: Defamation and infliction of damages upon others through the use of various 
information technology devices. 
480 Article 3, Anti-Cybercrime Law, 2007 
481 Article 6, Anti-Cybercrime Law, 2007 
482 Case number: 35165932. Date: 1435 H. Page: 295 
483 Case number: 34206789 Date: 6/5/1434  
484 Article 6, Anti-Cybercrime Law, 2007; Under this section, the Govt has cracked down on 
several citizens who misuse social media accounts, “on charges of acting in a manner that harms 
and deviates from the ways of the Saudi community and Islam”. See: Mohammed Al-SulamiI, 
‘Govt Cracks down on Those Who Misuse Social Media Accounts’ Arab News (Jeddah, 21 
October 2016). 
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therefrom. The accused person may still be granted an exemption even where he 
reports after the fact if his report helped in arresting his accomplices.485  
 
 
It is glaring that the law has made the breach of privacy and confidentiality through 
electronic media an offence punishable with imprisonment and/or fine, which 
serves deterrence to potential offenders. Conversely, it is possible to hold the view 
that the law may also encourage impunity as it allows offenders to escape 
punishment by merely informing the authority even after the commission of the 
offence if it helps to apprehend other possible accomplices. Interestingly, the law 
does not provide for specific safeguards to prevent the abuse of these exceptions. 
For instance, apart from just informing the relevant security authorities, what other 
preconditions are there to satisfy in order to qualify for a plea bargain under Article 
11 of the Law? The conditions one may infer from the current position of the law 
are: that the offender ‘informs’ the authorities before or after the commission of the 
offence, and secondly if the information helps to apprehend the other accomplices. 
The law does not take cognisance of the nature of harm or damage suffered by the 
aggrieved person, the mens rea of the offender and any other relevant issues. 
Therefore, it is the view of this author that the law does not provide an adequate 
safeguard against arbitrary interference.  
 
Furthermore, the complication arising in the Saudi jurisdiction concerning the 
application of human rights laws is the ambiguity and uncertainty in the 
interpretation of the law by the courts, which could portent the risk of injustice. The 
lack of a system of stare decisis under the Saudi Arabian legal system could 
potentially give unduly wider latitude of discretion to the Saudi Arabian courts 
while interpreting data privacy violations.486 For instance, under the Anti-
cybercrime law, a criminal court reportedly convicted and sentenced a woman on 
charges of defaming another person on social media and punished the offender with 
 
485 Article 11, Anti-Cybercrime Law, 2007 
486 EDR M net, 'Saudi Arabia « EDRM' (2013) available at < http://www.edrm.net/resources/data-
privacy-protection/bakerhostetler-data-privacy-laws/saudi-arabia#3_Protected_Personal_Data > 
accessed 12 September 2016. 
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a term of imprisonment for two months, the payment of a fine of 20,000 riyals and 
70 lashes.487 This judgement was passed even though the Anti-Cybercrime Law488 
does not provide for lashing as a punishment under that statute.489 Also, recently a 
man who had threatened to post ‘intimidating’ pictures of a woman on social media 
was arrested under the Saudi Anti-Cyber Crime Law.490 These incidents further 
emphasise the concern about the lack of precision and clarity of the laws. 
 
4.2.3 Other Related Statutes on Privacy and Confidentiality 
 
Another similar law is the Telecommunications Act of 2001,491 which is intended 
to regulate the telecommunication industry with the goal, among others, of 
‘safeguard(ing) the public interest and the user interest as well as maintain the 
confidentiality and security of telecommunications information.’492 It also 
prescribes sanctions for the breaches of privacy in the telecommunication sector. 
Consequently, it is a violation of the Act to engage in an interception or intentional 
disclosure (other than during duty) of any telephone call or data carried on the 
public telecommunications networks in violation of the provisions of the 
Telecommunications Act.493 A violation of its provisions may attract a fine of up to 
five million Saudi Riyals and any party who is unsatisfied with the decision of the 
Commission may appeal to the Minister. An opportunity for a further appeal lies to 
the Board of Grievance.494  
 
 
487 Akhbaar24.com, ‘Imprisonment, Lashing, and Fine for a Woman in Her Thirties for Defaming 
a Citizen on the “WhatsApp”’ (16 March  2015) (in Arabic) available at 
<http://akhbaar24.argaam.com/article/detail/207989/> accessed 20 March 2020. 
488 Anti-Cyber Crime Law Royal Decree No. M/17 of March 26, 2007.  
489 Anti-Cyber Crime Law Royal Decree No. M/17 section 3(5). 
490 Arab News, Saudi Arabia: Man who blackmailed woman with posting pictures online arrested. 
Published Saturday 5 August 2017 Available at <http://www.arabnews.com/node/1139726/saudi-
arabia> accessed February 20th, 2018 
491 Issued under the Council of Ministers Resolution No. (74) Dated 05/03/1422H (corresponding 
to 27/05/2001) pursuant to the Royal Decree No. (M/12) dated 12/03/1422H (corresponding to 
03/06/2001) 
492 Article 3, Telecoms Act, 2001 available at 
<http://www.mcit.gov.sa/Ar/MediaCenter/Download/Telecoms_Act_En.pdf> accessed 13 
September 2016. 
493 Article 37, Telecoms Act, 2001. 
494 Article 39, Telecoms Act, 2001. 
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The Regulation in Article 56(1) states that a service provider shall not disclose 
information other than users’ name, address and telephone number without prior 
consent from the users or otherwise required by law. It also requires taking all 
reasonable steps to ensure the confidentiality of users’ communication (article 57 
(1)). Article 58 (2) and (3) of the Regulation mandates the operators of 
telecommunication facilities and networks to respect the privacy of users. It 
provides: 
 
A service provider shall operate its telecommunications 
facilities and telecommunications network with due 
regard for the privacy of its users. Except as permitted or 
required by law, or with the consent of the person to 
whom the personal information relates, a service provider 
shall not collect, use, maintain or disclose user 
information or user communications for any purpose.495 
 
 
The Regulation also states that a user’s information shall not be collected without 
informing the user about the purpose for which the information is collected. 
Furthermore, it also prohibits the collection, usage, maintenance and disclosure of 
personal information for undisclosed purposes without the consent of the data 
subject.496 However, the provisions of the law and its executive regulation are still 
vague. This is because both the law itself and the regulation do not expressly state 
whether the service providers must have valid and reasonable purposes for 
collecting, processing or storing such personal data. It is not surprising, therefore, 
that the privacy policies of the major telecommunication companies indicate that 
they arrogate themselves to the right change their respective policies anytime, and 
without any indication that they would notify the user, if they do change their 
privacy policies. 
 
However, the Regulation allows concern on government agencies to exercise their 
rights to access otherwise confidential information relating to a user, provided that 
 
495 Article 58 (2) Regulations for the Telecoms Act, 2001. 
496 Emna Chikhaoui, Jawahitha Sarabdeen and Rehana Parveen, ‘Privacy and Security Issues in 
the Use of Clouds in E-Health in the Kingdom Of Saudi Arabia’, Communications of the IBIMA 
(2016) <http://ibimapublishing.com/articles/CIBIMA/2017/369309/>.p9 
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such access is made in accordance with the laws of the Kingdom.497 This is re-
echoing the provisions of the principal law to the effect that under the Act, it is not 
permitted to disclose, listen to or record telephone calls and information transmitted 
or received through public telecommunications networks, except for the cases 
stipulated by law.498 It is imperative to note that the position of the Act is in tandem 
with the Basic Law of the Kingdom of Saudi Arabia (Constitution) which provides 
as follows: 
Correspondence by telegraph and mail, telephone conversations, 
and other means of communication shall be protected. They may 
not be seized, delayed, viewed, or listened to except in cases set 
forth in the Law.499(Emphasis supplied) 
 
Similarly, the Electronic Transactions Law500 aims to facilitate the procedures for 
the use of electronic means in transactions, without prejudice to the provisions of 
any other existing laws. Electronic transactions, just like the conventional 
transactions, have some bearing on privacy and confidentiality. The law in article 
1(11) defines ‘electronic data’ as data with electronic features in the form of texts, 
codes, images, graphics, sounds or any other electronic form, either collective or 
separate. Article 18(5) requires the certification authority to maintain and ensure 
that their staff maintains the confidentiality of information obtained in the course 
of a business unless authorized by the certificate holders. This authorisation must 
be either in writing or electronic form. An oral authorisation is not considered as 
authorised under this law.501  
 
Additionally, Article 4 of the law states ‘Nothing in this Law shall compel any 
person to use electronic transactions without his implicit or explicit consent.’ 
Generally, there is no statutory requirement for organisations to maintain adequate 
security for the confidentiality of personal information that is acquired or stored 
according to this law or regulation. Many people willingly disclose their names to 
 
497 Telecommunications Bylaw Article 56.5 
498 Telecoms Act 2001, Article 9. 
499 The Basic Law of Governance Article 4. 
500 Issued under the Council of Ministers Decision No. 80 dated 7/3/1428 H, and it was approved 
by Royal Decree No. M/18 dated of 8/3/1428H. The Law was published in the Issue No. (4144) of 
the Official Gazette (Um Al Qura) on 13/04/1428H. 
501 Emna Chikhaoui, Jawahitha Sarabdeen and Rehana Parveen, op cit (note 459) 10. 
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people they do not know, but only a few are willing to disclose health information 
to strangers unless there are strong guarantees that such information will be kept 
confidential and used only for the purpose agreed to by the data subject.  
 
In principle, there should be very stringent rules in the Saudi Electronic 
Transactions Law to apply to process sensitive data, for example, relating to the 
racial or ethnic origin, political opinions, religious or philosophical beliefs, data 
concerning health or, sexual preference. Supposedly, such data should not be 
processed.502 Under this law, retailers are not at liberty to keep consumers’ data for 
‘longer than necessary.’503  
 
Also, vendors shall not use or share with third parties, consumers’ private data 
without their consent.  What is still unclear is whether data should be deleted 
immediately after the transaction had been completed and delivered or kept in 
databases and, for how long the data should be kept.  However, the executive 
regulation stipulates that if any laws or regulations specify time or duration of data 
retention, data have to be kept safe for that duration.504  
 
In the case of violation of this law, the aggrieved person who can show that he/she 
has sustained damage has the right to claim damages before a competent court.505 
Given the lack of unanimity among the scholars and the lack of judicial precedence 
on the eligibility of an aggrieved person to obtain compensation for moral damages, 
the aggrieved person has to consider this reality before deciding on venturing into 
a legal suit that they might almost certainly end up losing. Furthermore, because 
information privacy violations often lead to moral damage rather than material 
damage, it might be difficult for the harmed party in Saudi Arabia to seek and obtain 
 
502 Ibraheem M. Alharbi and Suzanne Zyngier, 'A Holistic View on The Opportunities and Risks 
Faced by Saudi Arabia Government in Their Adoption of The New Law Regulating Electronic 
Privacy and Data Protection', WIAR 2012; National Workshop on Information Assurance Research 
(IEEE EXPLORE 2012) <http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6210571> 
accessed 1 April 2017. 
503 David Fuller, 'New Saudi Ecommerce law - impact for retailers' (Insights, 9 February 2015) 
<http://www.redboxdigital.com/2015/02/new-saudi-ecommerce-law-impact-retailers/> accessed 
12 September 2016. 
504 The Executive Regulation of the E-Transactions Law, Article 4(1) & 5(4) (2008). 
505 Article 27, E-Transactions Law, 2007 
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compensation for information privacy violations. If a person’s personal information 
has been compromised and he/she can prove that the harm occurred after a violation 
of one of the Saudi regulations or Sharia law, the person who suffered the harm 
may not receive any compensation. Similarly, the Civil Service regulation in Article 
12 prohibits civil servants from disclosing secrets or confidential information they 
acquired while at work. 
 
Under the Saudi Law of Terrorism Crimes and Financing, the Minister of Interior 
or his designee, if deemed useful, has the power to issue a warrant, in relation to a 
crime under the Law, to enter into, and search homes at any time within the validity 
of the warrant. In certain exigencies, a search warrant may be dispensed with, if 
grounds have been established for such exigency.506 There are other similar 
provisions related to access to banking data507 and requiring the banks to provide 
such access to investigators of the crime of financing terrorism.508 Where an 
accused person cooperates with the investigator and helps in apprehending the 
accomplices of said crime similar crime, the Minister of Interior may stay his 
prosecution509 or order his release if the Minister has reasonable ground to do so.510  
 
It is precisely in situations of crisis, such as those brought about by terrorism, that 
respect for human rights is even more important, and that even greater vigilance is 
called for.511 Considering that terrorism seriously jeopardises human rights, 
threatens democracy, and aims notably to destabilise legitimately constituted 
governments and to undermine pluralistic civil society,512 it reaffirms the 
 
506 Article 16 
507 Article 13 Law of Terrorism Crimes and Financing Royal Decree No. M / 16 Dated 24 / 02 / 
1435 H 
508 Article 14 
509 Article 23 
510 Article 24 
511 Council of Europe's (Secretary) General Walter Schwimmer from September 2002 
512 Preamble (a), Guidelines of the Committee of Ministers of the Council of Europe on human 
rights and the fight against terrorism. Adopted on 15 July 2002 by the Deputies' Ministers for 
Foreign Affairs available at <http://www.legislationline.org/documents/action/popup/id/8086> 
accessed 25 May 2018. 
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imperative duty of States to protect their populations against possible terrorist 
acts.513 
 
When the fight against terrorism takes place in a war or public emergencies that 
threaten the life of the nation, a State may adopt measures temporarily derogating 
from certain obligations ensuing from the international instruments of protection of 
human rights. This derogation shall be to the extent strictly required by the 
exigencies of the situation, as well as within the limits and under the conditions 
fixed by international law. The State must notify the competent authorities of the 
adoption of such measures in accordance with the relevant international 
instruments. 514 
 
Within the context of the fight against terrorism, the collection and processing of 
personal data by any state authority may be justified only if such is governed by 
appropriate provisions of domestic law; proportionate to the aim for which the 
collection and the processing were foreseen, and is subject to supervision by an 
external independent authority.515 In the fight against terrorism, any measure that 
interferes with privacy must be provided for by law, and it is subjected to challenge 





513 Preamble (f), Guidelines of the Committee of Ministers of the Council of Europe on human 
rights and the fight against terrorism. Adopted on 15 July 2002 by the Deputies' Ministers for 
Foreign Affairs available at <http://www.legislationline.org/documents/action/popup/id/8086> 
accessed May 25th, 2018. 
514 Paragraph XV (1), Guidelines of the Committee of Ministers of the Council of Europe on 
human rights and the fight against terrorism. Adopted on 15 July 2002 by the Deputies' Ministers 
for Foreign Affairs available at < http://www.legislationline.org/documents/action/popup/id/8086> 
accessed 25 May 2018. 
515 Paragraph V, Guidelines of the Committee of Ministers of the Council of Europe on human 
rights and the fight against terrorism. Adopted on 15 July 2002 by the Deputies' Ministers for 
Foreign Affairs available at <http://www.legislationline.org/documents/action/popup/id/8086> 
accessed 25 May 2018. 
516 Paragraph VI, Guidelines of the Committee of Ministers of the Council of Europe on human 
rights and the fight against terrorism. Adopted on 15 July 2002 by the Deputies' Ministers for 
Foreign Affairs available at <http://www.legislationline.org/documents/action/popup/id/8086> 




The fourth chapter features a review and analysis of different pieces of legislation 
that offer protection to the human right to privacy and confidentiality. This 
reiterates the initial submission in chapter one of this thesis that a single and 
comprehensive data protection law is lacking in the Saudi jurisdiction.  The 
emphasis here is that these laws/regulations derive their source from the Shari’ah. 
These laws form the bedrock for safeguards to the generic right of privacy and 
confidentiality but are not specifically providing for confidentiality of sensitive 
health information that is collected, processed and possibly shared by team 
members within the healthcare systems for patient care. Other laws provide for 
health-related issues, which also involves the collection, processing and sharing of 
patient’s confidential information. The highlight of the chapter is the need for 
holistic protection of confidentiality rights as well as ensuring that where the right 
to confidentiality is limited, it should at least meet with accepted international 
standards. It is hereby effective to discuss confidentiality rights in general in this 
chapter and the next chapter deals with the specific right of the patient to 






























5. 1 Introduction 
 
Even though Saudi Arabia has several pieces of legislation purporting to offer 
protection for patients’ confidentiality, there is yet no comprehensive data 
protection law for the country that regulates the HCP-patient relationship and 
disclosure of private health information. The identified laws are discussed in this 
chapter.  They include the Law of Practising Healthcare Profession, the Mental 
Health Act, Private Laboratories Law, the Law of Units of Fertilization, Utero-
Foetal and Infertility Treatment and the Saudi Law of Ethics of Research on Living 
Creatures.  These laws will be discussed in sections 5.2 to 5.7 below: 
 
5.2 Law of Practicing Healthcare Professions 
 
The Law of Healthcare Professions517 provides for a broad spectrum of rules on the 
duty of HCPs. HCPs among many other duties are obligated to maintain their 
patients’ confidentiality in the following words: 
A healthcare professional shall maintain the confidentiality of 
information obtained in the course of his practice and may not 
disclose it except (as provided by the law) … 518 
 
The Royal Decree No. M/59 of 1426H identifies HCPs to include: 
Any person licensed to practice a healthcare profession, 
including the following categories: physicians, dentists, 
pharmacists, health care technicians (in radiology, nursing, 
anaesthesia, laboratories, pharmacy, optics, epidemiology, 
artificial limbs, physiotherapy, dental care and prosthodontics, 
tomography, nuclear medicine, laser equipment and surgery), 
psychologists and social workers, dieticians and public health 
specialists, midwifery, paramedics, speech therapists and 
audiologists, occupational rehabilitation and therapy, mediocre 
physics and other health professions to be agreed upon by the 
 
517 Royal Decree No. M/59 dated 4 / 11 / 1426 H and Council of Ministers Resolution No. 276 
dated 3 / 11 / 1426 H (6 December 2005). 
518 Article 21. 
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Minister of Health and the Minister of Civil Service and the Saudi 
Commission for Health Specialties.519 
 
The Royal Decree requires HCPs to serve the interest of the patient and the society 
while at the same time respecting the patient’s dignity and customs.520 The minister 
of health is empowered by this law to issue an Implementing Regulations521 for the 
Royal Decree and to issue decisions and directives necessary for the 
implementation of the Decree.522 One very important omission from this law is the 
lack of a definition of what is meant by the duty of confidentiality or confidential 
information. It is imperative to state that the lack of a clear definition of 
confidentiality or confidential information in the principal law could potentially 
lead to an ambiguity in the interpretation of the law and may give a wide room of 
discretion to the court when faced with an interpretation of the term.523 Hence the 
fact of the existence of a duty of confidentiality on the part of the HCP is sometimes 
left to the judge’s discretion. For example, a judge presiding over a tort case may 
exercise discretion to establish a legal duty. The breach of the duty under the 
Shari’ah occurs when anyone with a duty fails to act or even intends to default.524 
 
A violation of the Law of Healthcare Professions constitutes a crime which attracts 
a fine of 20,000 Riyals or less.525 In addition, Article 31 of the Law provides for a 
disciplinary liability for defaulting in any professional duty created under the law 
or for violating the relevant code of professional conduct or ethics. The disciplinary 
penalties may include a warning, a fine not exceeding 10,000 Riyals or revocation 
of the license for practice and a further ban from re-registration for two years from 
the date of revocation.  
 
 
519 Article 1, Law of Healthcare Professions.  
520 Article 5, Law of Healthcare Professions. 
521 The Health Professions Regulations (AH 1426/11/4) issued by the Royal Decree No. M/59 
(Executive Regulations issued by the Ministerial Resolution No. 4080489 of 2/1/1439H) 
522 Article 43, Law of Healthcare Professions. 
523 L Solan, The Language of Statutes: Laws and their Interpretation (University of Chicago Press 
2010) 56. 
524 M Alshaibani, ‘Compensatory Damages Granted in Personal Injuries: Supplementing Islamic 
Jurisprudence with Elements of Common Law’ (2017) 39. 
525 Art 30, Law of Healthcare Professions. 
 113 
However, the patient whose right was proved to have been breached may not have 
a civil right of action. The Shari’ah-based Article 27 of the Law, which provides 
for the civil liabilities of the HCPs does not include the breach of confidentiality as 
a civil wrong as known under the common law for instance. It is also noted that, 
under the Shari’ah, monetary compensation is not the only available remedy to 
recompense harm sustained. Other alternatives such as punishment or apology are 
also available.526  One of the guiding principles in Shari’ah in this regard is that, 
there should be neither harming nor reciprocating harm. However, physical harm 
attracts liability for compensation, whereas emotional distress without physical 
harm attracts punishment.527  
 
Therefore, the Saudi courts have determined that the remedy for tortious conduct is 
monetary compensation for material harm while the penalty for moral harm is 
punishment.528A good example is the cases of harm resulting from emotional 
distress without physical injury where the tortfeasor has hurt someone’s feelings; 
he or she will be punished by lashes at the discretion of a judge. Alternatively, the 
tortfeasor may have to apologise or withdraw what he said by telling the truth if he 
had told a lie about the victim. 529  
 
This would seem to be a clear departure from the conventional laws of tort where 
apology or withdrawal of statement do not constitute remedies for emotional 
distress resulting from the tortfeasor act unless the aggrieved person expressly 
waives such right or by accepting to withdraw the complaint. Nevertheless, under 
the Code of Criminal Procedure, although the public prosecutor has the 
responsibility to prosecute criminal cases before the courts,530 a victim who has 
suffered from crime has the right to initiate a criminal proceeding before the court 
in cases where the law grants special rights.531 He could, under this law, initiate 
 
526 Majed Alshaibani, ‘Compensatory Damages Granted in Personal Injuries: Supplementing 
Islamic Jurisprudence with Elements of Common Law’ (2017) Unpublished SJD Dissertation 
Indiana University 59. 
527 Ibid 47. 
528 Ibid 81. 
529 Ibid 47. 
530 Article 15, Code of Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435. 
531 Article 16, Code of Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435. 
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such proceeding on his right and independently of the public prosecutor's decision 
to prosecute and even if his application was not accepted during the investigation.532  
 
Where an aggrieved patient has submitted a claim for compensation to the 
competent court and the public prosecutor subsequently files a general criminal 
case against the same accused person, the patient may refer the court to the issue, 
unless the prosecution is closed.533 The public prosecutor cannot withdraw any 
claims brought by a victim unless the victim himself waives his right to continue 
with the proceedings.534 Moreover, where the public investigator is convinced that 
there is no reason to proceed with the investigation, the officer may recommend 
stopping the investigation,535 if he notifies the private right claimant of his 
decision.536  
 
Despite the perceived deficiency for the lack of civil right of action in breach of 
patient confidentiality under the Law of Practising Healthcare professions, the 
provision under the Code of Criminal Procedure may be regarded as a 
compensation for that deficiency. As it is, although a breach of patient 
confidentiality is a crime under the Saudi Arabia jurisdiction, some form of redress 
is provided for the aggrieved patient. This is not provided by recourse to a civil suit 
but as a part of the criminal proceedings. Notwithstanding, a patient who has 
suffered physical harm can initiate a criminal proceeding.   
 
It is important to note that the protection for patient confidentiality under the Royal 
Decree is not absolute.  The provisions are subject to limitations provided for under 
Article 21.537 As such, certain disclosures may be allowed under the law. For 
example, where a statute provides for a legal duty to disclose a piece of otherwise 
confidential information under some defined circumstances, it would not constitute 
 
532 Article 147, Code of Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435. 
533 Article 153, Code of Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435. 
534 Article 29, Code of Criminal Procedure, Royal Decree No. (M/@) of 3/2/1435. 
535 Article 57, Code of Criminal Procedure, Royal Decree No. (M/2) of 3/2/1435. 
536 Article 64, Code of Criminal Procedure, Royal Decree No. (M/2) of 3/2/1435. 
537 See under the triple test for more discussion on whether the exceptions are justified and 
whether there is adequate protection of confidentiality against arbitrariness. 
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a breach of confidentiality if the HCP discloses confidentiality information under 
such situations.538  
 
In the same vein, the private health institutions in Saudi Arabia are required by law 
to report to the relevant authorities all crime related incidents or deaths539 and 
infectious diseases540  presented at their institutions. Health institutions are required 
to keep a full record of all traffic accidents and injuries. A violation of these 
requirements could result in penalties that could include a fine of between 10,000 
and 100,000 Saudi riyals, closure of the private health institution for a period up to 
sixty days, or the withdrawal of license and a ban from the new licence for a period 
of at least two years from the date of withdrawal.541 
 
These provisions are similar to the statutory authorisations under other 
jurisdictions. For instance, the English laws that allow for the reporting of infectious 
diseases,542 or statement of the underlying cause of death in a death certificate543 or 
notification of birth and deaths544 and reporting of suspected child abuse.545 There 
are also circumstances where disclosure is permitted in the patient’s interest. For 
example, section 60 of the Health and Social Care Act 2001 empowers the Secretary 
of State to authorise the processing of patient data in the interests of patient care 
and public health. Again, an HCP may be compelled to divulge confidential 
information in court during proceedings where they are summoned to give 
evidence. The HCP cannot claim privilege to keep professional confidence 
otherwise they may be found guilty of contempt of court.546 
 
 
538 See further discussion on this under the legitimate aim test infra. 
539 Article 30, Law of Private Health Institutions, Royal Decree No. M/40 dated 3 / 11 / 1423 
Council of Ministers Resolution No. 240 dated 26 / 10 / 1423. 
540 Article 12, Law of Private Health Institutions, Royal Decree No. M/40 dated 3 / 11 / 1423 
Council of Ministers Resolution No. 240 dated 26 / 10 / 1423. 
541 Art 21 Law of Private Health Institutions, Royal Decree No. M/40 dated 3 / 11 / 1423 
Council of Ministers Resolution No. 240 dated 26 / 10 / 1423 
542 Infectious Diseases (Notification) Act, 1889, 52 & 53 Vic., c. 72 
543 For instance, see S. 1 of Coroners and Justice Act, 2009 
544 For example, under the Births and Deaths Registration Act, 1926. [16 & 17 GEO. 5. On. 48.] 
545 For example, under section 130 of the Social Services and Well-being (Wales) Act 2014. 
546 Good Medical Practice 76. 
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5.3 The Mental Health Law547 
 
The Saudi Arabian Mental Health Law is intended to among others, regulate and 
promote mental health care services required for psychiatric patients as well as to 
protect the rights and dignity of psychiatric patients, their families and the 
community. This law requires HCPs involved in the care of such patients to protect 
the confidentiality of their personal information except as provided thereunder. The 
exceptions to the duty of confidentiality under the law include the request of a 
supervisory board for mental health care; the request of judicial or investigation 
authorities (stating the purpose for the request); for treatment purposes to maintain 
a continuum of care; or due to imminent threat to them or others.548 A breach of this 
duty could attract a penalty of imprisonment for a period not exceeding three 
months or a fine not exceeding fifty thousand riyals, or both.549 
 
One particular point must be made regarding disclosure to guardians or relatives of 
psychiatric patients without the requisite mental capacity. In such cases, the Law 
authorises the healthcare providers to notify the patient’s relative about the progress 
of the patient’s conditions550 and to involve them in the decisions on the course of 
treatment. The relatives are mandated to give consent551 or file complaints or 
grievances552 on behalf of the mentally incapable patient, as needed. 
 
5.4 The Private Laboratories Law 
 
Maintaining the confidentiality of laboratory data is a critical component of routine 
pathology practise because it involves the collection, analysis, storage and 
nowadays the electronic transmission of patient’s data across different electronic 
platforms. Therefore, laboratories should take legal responsibility for securing the 
 
547 Royal Decree No. M / 56 dated 20/09/1435 available at 
<http://www.moh.gov.sa/en/Ministry/Rules/Documents/Menatl-Health-Care-Law.pdf> accessed 
on  
548 Article 9 (13) Mental Health Law 
549 Article 25 (4) Mental Health Law 
550 Article 9 (3), Mental Health Law (Saudi). 
551 Article 9 (4), Mental Health Law (Saudi). 
552 Article 5 (2), Mental Health Law (Saudi). 
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confidentiality of the patient’s private data both electronic and otherwise.553 The 
most problematic types of laboratory examination and reporting is the genetic 
examinations and autopsies especially those involving stigmatising condition 
where the most common problem is maintaining confidentiality among others.554 
The confidentiality issues are especially problematic when it involves the disclosure 
of the true cause of death or when giving expert testimony. In such situations, 
considerations include the obligation to maintain confidentiality even after the 
death of the patient. At the same time, there may be public health concerns that 
justify limited disclosure of a deceased person's human immunodeficiency virus 
status.555 
 
The Private Laboratories Law regulates the licensing and practises of private 
medical laboratory services outside of the hospital setting. The law itself does not 
expressly provide for the duty of confidentiality or the grounds under which 
disclosure could constitute a breach and the exceptions that could justify an 
otherwise unlawful disclosure. The law only requires private laboratories to keep 
records of test results for a period not less than five years for reference, when 
needed.556 Although this may seem to be a major omission, it could also be assumed 
that, the provisions of the principal law i.e. the Law of Practicing Healthcare 
Professions557 (including laboratory practitioners), will, by extension and 
implication, apply to the practice of medical laboratories, whether it is a private or 
governmental setting.558  
 
With the increasing connectivity of laboratory systems and devices to the Internet 
and wireless networks through computers and mobile devices, the demand to 
continuously protect data in all of its forms, locations and transmissions becomes 
 
553 IC Cucoranu, AV Parwani, AJ West, G Romero-Lauro, K Nauman, ‘Privacy and security of 
patient data in the pathology laboratory’ (2013) Journal of Pathology informatics 4. 
554 T Nyrhinen and H Leino-Kilpi ‘Ethics in the Laboratory Examination of Patients’ (2000) 26(1) 
Journal of Medical Ethics 54-60. 
555 American Medical Association, ‘Council on Ethical and Judicial Affairs Confidentiality of 
Human Immunodeficiency Virus Status on Autopsy Reports’ (1992) Archives of Pathology and 
Laboratory Medicine 116:1120–3 
556 Art 9 Law of Private Laboratories. 
557 As discussed in section 5.2 of this thesis. 
558 Article 1, the Law of Practicing Healthcare Professions. 
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more imperative. The responsibility of assuring the confidentiality and security of 
these data rests with the pathology department in collaboration with the information 
technology department.559 Unfortunately, the law does not specifically provide for 
the duty of ensuring the confidentiality and security of the laboratory data. 
Furthermore, there are no specific provisions for regulating access to or disclosure 
of data and the lack of sufficient safeguards relating to the data retained.560 It is also 
worrisome that, there is no comprehensive data protection law in place to regulate 
laboratory practice in the Saudi Arabian jurisdiction.  
 
Given that pathology laboratories are heavily involved in dealing with patient 
information for clinical and possibly research purposes, laws, policies and 
procedures that deal with data protection and security are critical.561 Although the 
law is arguably deficient in this respect, the study explores the emerging soft norms 
in chapter six of this thesis.  It is also worthy of note that, the Laboratories Law 
regulates only private laboratories. It is, therefore, unclear as to how governmental 
hospital laboratories are to be guided. 
 
5.5 The Law of Units of Fertilization, Utero-Foetal and Infertility 
Treatment 
 
Infertility is a global phenomenon that places a huge psychological burden on the 
infertile couple, especially on the woman and it is associated with other 
psychosocial conditions such as depression, suicidal tendencies as well as other 
pathologic psychological conditions because of the attendant risk of marriage and 
family breakdown.562 Assisted reproductive technology services are growing in 
demand because they offer additional choices to individuals seeking to achieve 
parenthood to help achieve that dream. 
 
 
559 IC Cucoranu, ‘Privacy and security of patient data in the pathology Laboratory’(2013)  Journal 
of Pathology Informatics 4. 
560 J Kühling, and S Heitzer, ‘Returning through the National Back Door? The Future of Data 
Retention after the ECJ judgment on directive 2006/24 in the UK and elsewhere’ (2015) 2 
European Law review 263-278. 
561 IC Cucoranu, op cit (note 522). 
562 MA Abolfotouh, ‘Knowledge, Attitude, and Practices of Infertility among Saudi Couples’ 
(2013) 6 International Journal of General Medicine 563. 
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Until the eighties, the adoption of assisted reproduction technology had been 
resisted in the Middle East mainly for religious reasons until the two major fatwas 
that allowed its use.563  Assisted reproduction technology in Saudi Arabia started in 
1986 and presently, there are 23 centres across the Kingdom. This technological 
concept is practised in Saudi Arabia in a strictly religious manner and certain 
aspects of the technology are completely forbidden. 564 It may be different from the 
perspective held in the Western jurisdictions with regard to human rights. For 
example, a US court had held that: 
 
If the right of privacy means anything, it is the right of the 
individual, married or single, to be free from unwarranted 
governmental intrusion into matters so fundamentally affecting a 
person as the decision whether to bear or beget a child.565 
 
Often, conflicting ethical dilemma arises between the respect for privacy and 
confidentiality of the foetus and the parental rights to information about the 
foetus.566  
 
Nevertheless, Saudi law requires that a valid marriage exists between the man and 
the woman involved before the facility may undertake the procedure.567 
Furthermore, an egg from a woman may not be implanted in the ovum of another 
woman even if she is married to the same man. Likewise, sperm from a man can 
only be used to fertilize the egg of his lawful wife only.568 This differs from what 
is obtainable under, for instance, the UK Human Fertilization and Embryology 
(HFE) Act569, which allows donation of gametes and surrogacy between parents 
who may not have been married.570 
 
Under the Saudi Arabian law, Article 12 of the Law provides: 
 
563 Gad El-Hak, In Vitro Fertilization and Test Tube Baby (Dar El Iftaa, Cairo, Egypt. 1980) 
1225:3213-3228. 
564 HS Abduljabbar, and R Amin, ‘Assisted Reproductive Technology in Saudi Arabia’ (2009) 
30(4) Saudi Medical Journal 461-4. 
565 Eisenstadt v. Baird 405 U.S. 438 (1972) at 453. 
566 JR Botkin, ‘Foetal Privacy and Confidentiality’ (1995) 25 (5) Hastings Centre Report 32-39. 
567 Article 4, The Law of Units of Fertilization, Utero-Foetal and Infertility Treatment 
568 Article 5, The Law of Units of Fertilization, Utero-Foetal and Infertility Treatment 
569 Human Fertilisation and Embryology Act 1990 
570 Article 33  ̧Human Fertilisation and Embryology Act 1990 
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Fertilization, utero-foetal and infertility treatment units shall 
maintain absolute confidentiality with regard to patients' personal 
information. No person shall have access to said information 
except in cases where it is deemed necessary and based on 
approval of the Supervisory Committee or judicial authorities.571  
 
This provision is quite similar to Section 33 of the UK’s HFE Act 1990 that prohibit 
employees, staff, contractors, licensees or others involved in the procedures from 
divulging any pertinent information to any other third party except as provided 
under the law. However, by the use of the word ‘absolute’ confidentiality in the 
Saudi Law, one would not have expected an exception, but the law still provides 
that disclosure may be made under circumstances that are deemed necessary and 
approved by the supervisory committee so appointed under the law or the judicial 
authorities.  However, it is unclear the circumstances under which a breach of the 
confidentiality could be deemed necessary or, upon which the Supervisory 
Committee may approve such access or disclosure.  
 
Although not explicitly referred to as an exception, the Law requires the facility to 
submit annual reports to the Supervisory Committee consisting of the full statistical 
report and list of all cases examined and treated.572 The Supervisory Committee has 
the responsibility to review such reports and monitor the facility for compliance.573  
 
The Law does not make any other exceptions for disclosure of any information 
related to the fertilization under the Law. It may as well be assumed that deemed 
necessary could denote disclosure to treating team members without whom the 
treatment would not have been possibly undertaken. In addition, the Law did not 
specify under what conditions the ‘judicial authorities’ may approve of the 
disclosure. Furthermore, the term ‘competent authority‘ was not defined anywhere 
in the Law.  
 
 
571 Article 12, Law of Units of Fertilization, Utero-Foetal and Infertility Treatment, Royal Decree 
No. M/76 dated 21 / 11 / 1424; Council of Ministers Resolution No. 260 dated 23 / 9 / 1424. 
572 Article 14. 
573 Article 18 (4). 
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A breach of this duty under the Saudi law shall be subject to penalties ranging from 
a warning, a fine of between 20,000 riyals and 200,000 riyals, or imprisonment for 
not more than two years and/or revocation of license.574 The penalty decision is 
subject to appeal to the Board of Grievances within 60 days from the date of 
notification.575 On the other hand, under the UK’s HFE Act, for instance, a person 
who discloses any information in contravention of section 33A of this Act is: 
guilty of an offence and liable (a)on conviction upon indictment, 
to imprisonment for a term not exceeding two years or a fine or 
both, and (b)on summary conviction, to imprisonment for a term 
not exceeding six months or a fine not exceeding the statutory 
maximum or both.576 
 
Accordingly, the Saudi Law requires the facilities conducting fertilization to 
document, keep and maintain records of treatment for up to 10 years and be made 
available to the competent authorities upon request.  
 
 
 5.6 The Saudi Law of Ethics of Research on Living Creatures577 
 
The Law regulates the conduct of research on living creatures by any establishment 
or body within the Kingdom.578 Furthermore, the Saudi Law of Ethics of Research 
on Living Creatures aims to protect the rights of the human subject or part thereto, 
guarantee his safety and dignity and not to harm animals or plants when conducting 
research.579 The principles of the Shari’ah, professional ethics, as well as rules and 
procedures set by the National Committee, are enforced in implementing the 
provisions of the Law and its Regulations. 580The National Committee sets 
 
574 Article 33, Fertilization etc. Law 
575 Article 35, Fertilization etc. Law 
576 Section 41 (5), HFE Act 1990. 
577 Law of Ethics of Research on Living Things; Royal Decree No. M / 59 dated 14 / 9 / 1431, 
Council of Ministers Resolution No. 321 dated 13 / 9 / 1431 
578 Article 1.2, Implementing Regulations of the Law of Ethics of Research on Living Creatures. 
Second Revised version (1437 - 2017) 
579 Article 2.1, Implementing Regulations of the Law of Ethics of Research on Living Creatures. 
Second Revised version (1437 - 2017) 
580 Article 2.2, Implementing Regulations of the Law of Ethics of Research on Living Creatures. 
Second Revised version (1437 - 2017) 
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standards for biological research ethics and oversees enforcement of research ethics 
and monitoring implementation thereof.581 It has exclusive authority: 
 
 To set ethical controls and monitor implementation thereof to, 
among others, ensure confidentiality and security of research 
information.582  
 
The law defines confidentiality as ‘non-disclosure or passing of any data, 
information or 
results related to the research or the human subject, to any third party not connected 
with the research.’ It also defines privacy as ‘Observing common values, including 
traditions, thoughts and norms.’ These definitions are by no means consistent with 
the standard definition of the terms. 
 
Under the Law, research on a human being may not be undertaken without an 
informed consent validly and voluntarily given by the research subject.583 The 
‘Informed Consent’ form should include a statement of the level of respect accorded 
to the confidentiality of information that may reveal the identity of the subject, 
along with a commitment by the investigator to secure such confidentiality.584The 
investigator shall maintain the confidentiality of research conclusions, and not 
identify their source.585 However, ‘if it is not possible to link information obtained 
by the researcher from the records or bio-pathological samples with the source 
person or if the outcomes related to individuals are available to the public,’ 586  or 
if the samples are anonymised and the local ethics committee gives it approval587  
the consent may be waived. The researcher is required by the law to maintain a 
patient’s privacy and confidentiality of information of samples taken or results 
 
581 Article 6 Law 
582 Article 6 (6), Law 
583 Article 11, Law; Article (30.2), Implementing Regulations of ethics of research on the living 
Creatures 2015, Riyadh, Saudi: King Abdulaziz City of Science and Technology 59 
584 Article (11.2) (8) Implementing Regulation 
585 Article (31.2), Implementing Regulation 
586 per Article 14; National Committee of Bioethics (NCBE), ‘Implementing Regulations of ethics 
of research on the living Creatures’ (2015) Riyadh, Saudi: King Abdulaziz City of Science and 
Technology 64. 
587 National Committee of Bioethics (NCBE), Implementing Regulations of ethics of research on 
the living Creatures 2015, Riyadh, Saudi: King Abdulaziz City of Science and Technology 90 
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thereof.588 In addition, article 36 prohibits research that could negatively affect 
society or that might lead to any kind of discrimination.589 
  
Accordingly, the Principal investigator is responsible for maintaining the privacy 
and confidentiality of information of data subjects and shall be liable for any 
damage sustained by the donors.590 If local or international researchers are invited 
to conduct joint research on genetic material, the Principal Investigator shall 
emphasise the necessity of observing the privacy and confidentiality of information 
related to donors in accordance with the provisions of the Law and Regulations.591 
The principal investigator may be estopped from the use of research results on 
genetic material if publishing said results would harm the public interest, subject to 
the approval of the National Committee.592 
 
A central data bank shall be established within KACST to maintain information 
related to genetic material and regulate the use thereof in accordance with 
procedures specified by the Regulations. Said bank shall provide information for 
research using genetic material in the Kingdom.593 The Central Data Bank and the 
local gene banks shall provide parties concerned with information available on 
different diseases affecting individuals, families or the community, subject to 
maintaining the privacy of the genetic material source and barring the possibility to 
identify the source of the sample. The investigator shall maintain the confidentiality 
of research conclusions, and not identify their source.594 
 
Research with negative impacts on society may not be conducted, especially 
research reinforcing racial discrimination.595 Conducting research on diseases that 
 
588 Article 34. 
589 Ghiath Alahmad, 'The Saudi Law of Ethics of Research on Living Creatures and Its 
Implementing Regulations' [2016] Developing World Bioethics. 
590 Article 33, Law of Article, Law of Ethics of Research on Living Creatures; also, Article 29, 
Implementing Regulations for the Law of Ethics of Research on Living Creatures 
591 Article (34.2), Implementing Regulations for the Law of Ethics of Research on Living 
Creatures 
592 Article 35, of the Law; Article (35.1) Implementing Regulation. 
593 Article 31 of the Law, and Article (31.1) of the Implementing Regulation. 
594 Article (31.2) of the Implementing Regulation. 
595 Article (36.1) of the Implementing Regulation. 
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are particular among a certain group for treatment and understanding of 
mechanisms of transmission of said diseases may not be construed as promoting 
racial discrimination.596 Scientific results shall not be leaked to the media if this 
could lead to promoting discrimination based on race or family or tribal affiliation. 
 
Results of the research on genetic material shall be the property of the State. Neither 
the researcher nor the institution may provide said results to any internal or foreign 
body without permission from the National Committee provided the material and 
scientific rights of the researcher or research team and the research subject are 
preserved.597 
 
Violations of the law attract punishments that may include either or a combination 
of a warning, suspension or barring of research, a fine not exceeding 200,000 riyals 
or imprisonment for a period not exceeding six months.598Again, an aggrieved 
research subject has only to rely on the provisions of the law of criminal procedure 
to institute a criminal proceeding against the healthcare professional that breaches 
that confidentiality duty. 
 
5.7 The Cooperative Health Insurance Law 
 
 
In its attempt to meet the growing health needs of its teeming population, the 
Kingdom of Saudi Arabia has made significant progress in healthcare insurance. A 
comprehensive health insurance program that is based on the Shari’ah concept was 
established and implemented through a newly established Council for Cooperative 
Insurance.599 The statute that governs the establishment and operation of the 
insurance scheme is the Cooperative Health Insurance Law along with its 
Implementing Regulations.600 
 
596 Article (36.2) of the Implementing Regulation. 
597 Article (31.4) of the Implementing Regulation. 
598 Article 44 of the Law. 
599 DM Barakah and SA Alsaleh, ‘The Cooperative Insurance in Saudi Arabia: A Nucleus to 
Health Reform Policy’ (2011) In Proceedings of the International Conference on Information and 
Finance, Singapore. 
600 As Approved in Session No. (73) dated 08/05/1430H and adopted pursuant to Ministerial 
Decision No. DH/1/30/6131 dated 08/06/1430H. 
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Protecting confidentiality is both complex and challenging in the health insurance 
arena that would require a robust law to accomplish. This is because health 
insurance arena is full of opportunities for sharing of private information, some of 
which are according to explicit legal requirements or insurance carriers’ policies 
and practices, such as the sending of explanations of benefits when insurance claims 
are filed and acted upon. These disclosures may result in patients’ information 
reaching third unintended parties, including family members, even when the patient 
wants the information to remain private.601 
 
Any law envisaged should be able to protect confidentiality without forfeiting the 
opportunity to secure health insurance payments for insured patients. In other 
words, the law should be able to strike a balance that permits important uses of 
information, while protecting the privacy of people in need of health care. Because 
of the diversity of the healthcare industry, therefore, the law should be designed to 
be flexible and comprehensive to cover the variety of uses and disclosures of the 
patient’s sensitive information that may need to be addressed. However, neither the 
principal law on health insurance nor its implementing regulation has made an 
explicit provision on how to protect patient sensitive information across the border 
between the insurance companies, the covered healthcare providers, public 
institutions and other third parties who may be involved in the interconnected web 
insurance business.  
 
The only provision bordering on confidentiality appear to be where the Regulation 
requires Council members or employees of the General Secretariat to desist from 
disclosing confidential information obtained in the course of their employment 
during or after membership or employment. This provision shall apply to any other 
person obtaining such information from official reports.602 In the absence of any 
judicial interpretation, it is unclear if ‘any other person’ in this section includes a 
 
601 Abigail English, Robin Summers, Julie Lewis, and Clare Coleman, Protecting Patients’ 
Privacy inHealth Insurance Billing & Claims: A Colorado Profile Confidential Covered (National 
Family Planning & Reproductive Health Association, 2016). 
602 Article (108), Implementing Regulations of the Cooperative Health Insurance Law in the 
Kingdom of Saudi Arabia (Amended)  
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staff of the insurance companies and healthcare professionals hired by the 
healthcare provider.  
 
Under the law, the insurance companies are required to employ physicians to 
monitor the services rendered, and the healthcare providers are required to provide 
physicians working for insurance companies with all required information and 
make available all documents necessary for monitoring in accordance with Article 
(87) of these Regulations. The physicians are allowed to access the hospital wards, 
offices of medical supervision and medical records of any licensed hospital where 
a beneficiary was or is being treated when necessary for monitoring, in coordination 
with the parties concerned.603  The Law stipulates that all physicians working for 
insurance companies shall be subject to the Law of the Saudi Commission for 
Health Specialties, which is essentially concerned with the classification and 
registration/licensing of professionals rather than their practice.604 It is argued here 
that, although it is proper to subject these physicians to the licensing law to enable 
them to practice, they should also be explicitly subjected to the law of practising 
health professions. Nevertheless, the professional ‘physician‘ is included in the list 
of professionals to which the law of practising health profession applies.605 
 
5. 8 Non-Disclosure Agreement under Saudi Contracts of Employment 
 
HCPs practising in Saudi Arabia, like other workers, undertake to keep work-
related secrets confidential under either a non-disclosure or confidentiality 
agreement or a clause under the contract of employment according to the Saudi 
labour law. The Contracts of employment specify that HCPs are bound by certain 
conditions and terms of their employment. Although the Saudi Arabian Labour 
Law606 does not specifically refer to patient’s data, it provides that, without 
prejudice to the provisions of other relevant laws and regulations, the (healthcare) 
 
603 Article (89), Implementing Regulations of the Cooperative Health Insurance Law in the 
Kingdom of Saudi Arabia (Amended)  
604 Article (90), Implementing Regulations of the Cooperative Health Insurance Law in the 
Kingdom of Saudi Arabia (Amended) 
605 Article 1, Law of Practicing Healthcare Professions. 
606 Royal Decree No. M/51, 23 Sha'ban 1426 (27 September 2005) 
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worker shall be required to keep confidential work-related secrets, the disclosure of 
which is likely to cause damage to the employer’s interests.607 In such situations, 
the employer is empowered to terminate the contract without an award, advance 
notice or indemnity if the worker discloses work-related secrets.608 The law requires 
that valid confidentiality clauses must be in writing and specific in terms of time, 
place, and type of work.609 Accordingly, an employer may sue an existing or former 
employee for breach of non-competition or confidentiality undertakings within one 
year of discovering the violation.610 
 
The Labour law does not define what constitutes a piece of confidential information 
that must not be disclosed to third parties.611 However, many employers of labour 
have devised and incorporated sector-specific non-disclosure or confidentiality 
clauses into their standard contracts of employment.612 For instance, some of the 
Ministry of Health (MOH) medical cities have developed a confidentiality 
statement to which staff must pledge to, with the potential consequence of penalties 
for non-compliance. In line with the Labour Law provisions, the penalty for 
unlawful disclosure of patients’ confidential data may result in the termination of a 
contract of employment.613 
 
5.9 Saudi Professional Code Ethics on Patient’s Confidentiality Rights 
 
Ordinarily, ethical codes are considered as a form of a soft norm in other 
jurisdictions. However, under the Saudi jurisdiction, the Ethical Code for Practicing 
Healthcare Profession has been incorporated into the Law of Practicing Healthcare 
 
607 Article 65 (6), Saudi labour Law, 2005 
608 Article 80 (9), Saudi labour Law, 2005 
609 Article 83 (2), Saudi labour Law, 2005 
610 Article 83 (3), Saudi labour Law, 2005 
611 See Article 2, Saudi labour Law, 2005 as amended, where the law defines some operative 
terms. 
612 For instance, the Saudi Investment Bank created an “Employee Code of Conduct” requiring 
them to its employees to maintain confidentiality of work-related information about its customers. 
See: https://www.saib.com.sa/sites/default/files/Employee_Code_of_Conduct_EN.pdf> accessed 
15 February 2019 
613 King Saud Medical City Confidentiality Statement: available at 
<https://www.ksmc.med.sa/en/training/Documents/Confidentiality%20Statement.tiff> accessed 11 
January 2019 
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Profession. Under the Law, a non-compliance with the Code is an offence that may 
attract a disciplinary punishment.  
 
The Saudi Commission for Health Specialties makes the Professional Code of 
Ethics in its capacity as the regulatory body for all HCPs licensed to practice in 
Saudi Arabia. This is unlike the practice in other jurisdictions where each health 
professional is governed by a separate regulatory body, for instance, the General 
Medical Council, and the Nursing and Midwifery Council respectively regulating 
medical and nursing practice in the UK.  
 
The Islamic law principles of patient confidentiality derive its root from the general 
principles of privacy and confidentiality. This because Islamic law is considered as 
a comprehensive combination of moral and positive laws that can easily resolve 
ethical problems that man-made law cannot solve. Many contemporary ethical 
issues in medicine are moral and require ethical and religious guidance. Ethics are 
universal values and there is convergence among many religions and belief systems 
about these values. Islam differs from others in that ethics is part of its law. This 
makes the enforcement of medical ethics a religious duty that many Muslim HCPs 
will respect because it is based on belief and not just coercion.614 Under the Saudi 
Arabian system, there is a unified law, regulatory body and professional ethics for 
the practice of the HCPs. The Saudi Commission for Health Specialties (hereinafter 
referred to as the Commission) is the statutory body that is responsible for 
supervising and evaluating training programs, as well as setting controls and 
standards for the practice of health professions.  
 
Therefore, according to the provisions of the Law,615 the Commission issued the 
first edition of the handbook on ‘Code of Ethics for Healthcare Practitioners’ in 
2003.616 This is a departure from what is obtainable in many of the other 
 
614 Omar Hasan Kasule, '0810-Medical Ethico-Legal-Fiqhi Issues: An Islamic Perspective' 
(Omarkasule-05.tripod.com, 2017) <http://omarkasule-05.tripod.com/id274.html> accessed 11 
March 2017. 
615 The Law of Practising Healthcare Professions. 
616 Saudi Council for Health Specialties. Ethics of the medical profession. Second ed. Riyadh, 
Saudi Arabia: Saudi Council for Health Specialties; 2003. Revised pursuant to resolution number 
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jurisdictions.  For instance, as earlier on alluded to, in the UK, the General Medical 
Council (GMC) regulates the Medical practice, and the ‘Good Medical Practice’ is 
the professional code that applies. On the other hand, the Nursing and Midwifery 
Council (NMC) deals with the nursing and midwifery professions, The Code for 
nurses and midwives are the applicable code of ethics. 
 
The Saudi Arabian law of practising healthcare professions requires the practising 
HCPs to exert due care in line with commonly established professional standards.617 
Privacy issues dominate the discourse of the ethical issues raised in the Handbook 
of Code of Ethics. It clearly outlines the relationship between the patient and HCPs 
and discusses the significance of informed consents in that relationship. The 
Handbook of Ethical Codes clearly describes the duties, rights, obligations and 
constraints associated with privacy rules, as well as define the conditions precedent 
that must be satisfied to justify an otherwise unlawful disclosure of personally 
identifiable information.618 
 
Ethics deal with well-based standards of how people ought to act. As such, ethical 
decision-making entails following certain well-established and accepted 
norms/standards of behaviour. The Saudi Commission claims that the ethical 
principles laid down in the Code are informed by the concept of justice, mercy and 
people’s interests, which are among the basic principles of Shari’ah.619 The Muslim 
society is usually governed by the principles of Shari’ah which sieve offensive acts 
from good ones, good from bad, right from wrong and permissible from prohibited. 
620 This could be likened to the core ethical principles of beneficence (do good), 
 
84669 from the Secretary General of the Saudi Commission for Health Specialties in 17/3/1432 H 
(20 February, 2011). 
617 Article 26 Law of Healthcare Professions. 
618  
Shouki A. Ebad, Emad S. Jaha, and Mohammed A. Al-Qadhi, 'Analyzing privacy requirements: A 
case study of healthcare in Saudi Arabia' (2014) 41(1) Informatics for Health and Social Care 47–
63, 50 
619 Saudi Code of Ethics for Healthcare Practitioners, 3. 
620 Saudi Code 3. 
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non-maleficence (not harm), autonomy (control by the individual), and justice 
(fairness) stated by Beauchamp and Childress.621 
 
Generally, Islamic ethics requires all Muslims to imbibe the best of manners and 
reminds them that the omnipresent Allah (God) observes all their deeds.622 Its 
framers concede that the primary sources of Shari’ah (Qur’an and Sunnah) do not 
specifically refer to many of the modern healthcare-related ethical dilemmas and 
therefore, the resort had to be made to the Ijtihad (methodological reasoning) of 
authenticated religious scholars (Ulama) to find recommendations and religious 
rulings for such issues.623 The reasoning is based on evidence which is ranked per 
its proximity with a clear statement about the issue in the Quran,624or derived from 
the authenticated Sunnah.625 To reach a reasoned decision, the scholars either make 
a unanimous agreement (Ijmaa), or majority agreement (Rayoul-Jomhour) or by 
comparing the issue at stake and similar issue already decided on previously 
(Qiyas), arguably, a similitude of judicial precedents.626 
 
Ordinarily, the Shari’ah-based professional ethics are also derived from what is 
‘agreed on as good manners’ which may differ in different places if they do not 
contradict with the Shari’ah. Ethics may also be founded on the results of scientific 
research, or professional rules.627 Generally, the professional ethics encourage 
demonstration of best manners, devotion and worship of Allah (God). Others 
include truthfulness, honesty, integrity, respect for others and self-accountability, 
among many others. Additionally, under the Islamic law, the physician-patient 
relationship is based on the principles of brotherhood that is predicated on respect 
for life, maintaining the highest standards of justice, exhibiting good intentions, 
avoiding the prohibited and doubtful things, avoiding matters that are none of his 
business, unnecessary arguments/frivolities, and greed. Others include loving 
 
621 T Beauchamp and J Childress, Principles of Biomedical Ethics (Oxford University Press 2001) 
21. 
622 Saudi Code 11; Reported by Bukhari in the book of “Al-Adab Al-Moufrad”, and Imam Ahmed; 
it is a good hadith. See the Series of Authentic Hadith (No. 145). 
623 Saudi Code 5. 
624 Saudi Code 5. 
625 Saudi Code 6. 
626 Saudi Code 5. 
627 Saudi Code 11. 
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others and causing no harm, giving sincere advice, doing the enjoined acts and 
basing decisions and actions on evidence, maintaining restraint, modesty and 
objectivity, as well as avoiding oppression or transgression against others. 628  
 
To appreciate the law of Saudi Arabia on patient confidentiality, there is a need to 
resort to the opinions of jurists. For example, the ijtihad of religious-legal scholars 
or 'ulama, are literally the possessors of knowledge.629 Patient confidentiality, under 
the Sharia, is generally based on a couple of Islamic law principles such as avoiding 
assumptions, spying and backbiting,630 justifying trusts reposed on us, 631 and 
respecting the privacy on others.632  Furthermore, Islam encourages Muslims to 
protect secrets and accords high value to the protection of confidentiality in the 
public interest. 633 People with such characteristics have been highly appreciated in 
the Qur’an: 
“O ye that believe! Betray not the trust of Allah and the 
Messenger, nor misappropriate knowingly things entrusted to 
you’’.634 “Those who are faithfully true to their Amanât (all the 
duties which Allah has ordained, honesty, moral responsibility 
and trusts) and to their covenants.” 635 
 
Apart from the generic confidentiality principles, Islamic institutions have 
promulgated a few specific fatwas about medical/research confidentiality and 
 
628 A. Al-Rumayyan, M.N. Van Mook and M.E. Magzoub, '0703-The Legal and Ethical Basis of 
Medical Practice' (Omarkasule-04.tripod.com, 2017) <http://omarkasule-
04.tripod.com/id1318.html> accessed 11 March 2017. 
629 Vogel, Frank E..; Islamic Law and Legal System: Studies of Saudi Arabia. 
630 Surat al Hujrat (Dwellings) Chapter 49: verse 12 That says: “O you who have believed, avoid 
much [negative] assumption. Indeed, some assumption is a sin. And do not spy or backbite each 
other. Would one of you like to eat the flesh of his brother when dead? You would detest it. And 
fear Allah; indeed, Allah is accepting of repentance and Merciful 
631 Al-Nesa 58: ‘‘Allah dothed command you to render back your Trusts to those to whom they are 
due; And when ye judge between man and man, that ye judge with justice: Verily, how excellent is 
the teaching which he gives you! For Allah is He Who heareth and seeth all things’’ 
632 Al-Noor 24/27, 28: ‘‘O ye who believe! Enter not houses other than your own, until ye have 
asked permission and saluted those in them: that is best for you, in order that ye may heed (what is 
seemly). If ye find no one in the house, enter not until permission is given to you: if ye are asked to 
go back, go back: that makes for greater purity for yourselves: and Allah knows well all that ye 
do’’ 
633 Fatwas p105. 
634 Al-Anfal 8/27. 
635 Qur’an: Chapter 23 (The believers): verse 8 
 132 
breach of confidentiality.636 For instance, one of the fatwas637 addresses the 
obligation of maintaining medical confidentiality and its exception (where 
disclosure may be allowed or, indeed, mandatory).638 According to this fatwa, the 
disclosure of confidential information is required/ obligatory to prevent harm either 
to the society or to individuals, and it is allowed (but not required) if such a breach 
would be beneficial to the individual or the society, or be a means to prevent general 
harm.  Examples of such exceptions include, as a proof in defence of criminal 
proceedings,639 or to notify public authorities about a driver’s poor vision or 
drug/alcohol use at the time an accident occurs, or disclosure to family members if 
a patient suffers from an infectious disease (e.g., AIDS) if it may cause harm to 
their family or community.640  
 
5.10 Conclusion  
 
The fifth chapter of this study features a review of Saudi laws that protect the right 
to patient confidentiality. These laws which regulate the HCP-patient relationship 
from the Shari’ah perspective provide for circumstances under which the right to 
patient confidentiality may be curtailed. It is clear from the analysis in sections 5.2 
to 5.10 above that there are situations where the HCP is required to disclose a 
patient’s private information. 
 
The Law of Healthcare Professions provides the basis for the relationship between 
the HCP and the patient as far as confidentiality is concerned. The other laws such 
as the Mental Health Law, the Law of Fertilisation, the Healthcare Insurance Law, 
the Law regulating employment contracts among others deal with certain aspects 
of the relationship between the HCP and the patient. It is worthy of note that these 
laws comply strictly with the provisions of the Shari’ah. The concern, however, is 
 
636 Ghiath Alahmad And Kris Dierickx, 'What Do Islamic Institutional Fatwas Say About Medical 
and Research Confidentiality and Breach of Confidentiality?' (2012) 12 Developing World 
Bioethics 67. 
637 No. 79 (10 / 8) 1993. 
638 Alahmad Fatwas p107; International Islamic Fiqh Academy. 1993. Decision No. 79 (10/8). 
Available at <http://www.fiqhacademy.org.sa/> accessed 31 Mar 2016. 
639 Islamic Fiqh Academy (India ) 1995. Decision (8/1) 33 regarding  the ethics and duties of a 
doctor. Available at <http://ifa-india.org/arabic/ qararat.html> accessed 19 August 2016. 
640 Ibid 107. 
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with the fast pace of evolving technology and the need for the law to play catch-up. 
Considering that law in Saudi Arabia is not determined by a system which involves 
the exercise of a legislative function by a legislative assembly, there is a need, 
therefore, to evolve a system for the interpretation of the Shari’ah to cater to modern 
needs. A good example in the analysis above is the fatwa that allows for IVF 
treatment among Muslims but restricted to married couples alone. In the next 








































In the previous chapter, the laws dealing with patient confidentiality was the focus. 
It is worthy of note that in the Saudi Arabian jurisdiction, some soft norms could 
potentially supplement what appears to be the deficiencies in the existing Saudi 
Arabian hard laws on patient confidentiality. Such soft norms are designed to 
augment as well as optimise the safeguards for patient confidentiality in the context 
of the law and practice of patient confidentiality in the country. However, the 
question begging for answer is this: are the soft norms sufficient enough to cure the 
gaps left by laws?  
 
Several issues regarding the adequacy of the legal safeguards to confidentiality 
under the existing hard laws have been identified especially in chapter five of this 
thesis. It has been noted that there is no comprehensive data protection legislation 
under the Saudi Arabian legal system and that there is a need for the law to evolve 
to cater to the fast pace of progress made in the use of information technology 
systems and electronic management systems. For example, the potential risk of 
disclosure of a patient’s confidential information through the use of social media or 
electronic management technology. Others include the lack of standard definition 
of what constitutes a confidential data and the role of data controllers, processors 
and the patient in making decisions regarding the use, management and control of 
confidential personal data of the patient. Worthy of note is that none of the laws 
expressly and specifically provide for a civil right of action for an aggrieved patient 
in the event of breach their confidentiality. 
This chapter examines the soft norms available in Saudi Arabia. The aim is to access 
how they close the gaps identified in chapter five of this study. Just like elsewhere, 
the Saudi Arabian legal protection for patient confidentiality is also made up of 
voluntary soft regulations which include policies, accreditation standards, and 
 135 
practice guidance issued by regulatory bodies, for example, the Saudi Commission 
for Health Specialities, the Ministry of Health (MOH), other accreditation or 
professional bodies and health institutions. These instruments vary in their degree 
of formality and binding force and represent an important part of the overall 
regulation and protection of patient confidentiality in Saudi Arabia. Given the close 
relationship between the operation of ‘soft norm’ and the role of regulators, these 
alternative approaches to the protection and promotion of patient confidentiality 
could potentially supplement the deficiencies discovered so far from the laws.641 
6.2 Hard Law, Soft Norm or a Hybrid? 
 
Soft norm or non-legislative approaches to policymaking is becoming increasingly 
common today.  Nevertheless, since parties are not formally obliged to do so, the 
tendency of non-compliance by citizens to the norms is high as they do not bear the 
force of law.642 Soft norm refers to some quasi-legal instruments, rules or guidelines 
of behaviour that are neither strictly binding nor completely lacking legal 
significance such as non-binding resolutions, declarations and guidelines created 
by governments and private organisations.643  
Within the context of the healthcare sector, soft norms may include guidelines, 
policy declarations, or codes of conduct that set standards of conduct couched in 
the normative moods.644 Soft norms are usually not directly binding or enforceable 
in accordance with formal techniques of international law but are capable of 
exerting a powerful influence over the behaviour of countries, public entities, and 
 
641 Charles Raab and Benjamin Goold, ‘Protecting Information Privacy’ (2011) 
<www.equalityhumanrights.com> accessed 15 December 2018. 
642 Mio Fredriksson, Paula Blomqvist and Ulrika Winblad, ‘Conflict and Compliance in Swedish 
Health Care Governance: Soft Law in the “Shadow of Hierarchy”’ [2011] Scandinavian Political 
Studies  <https://onlinelibrary.wiley.com/doi/pdf/10.1111/j.1467-9477.2011.00279.x> accessed 10 
March 2019. 
643 Bryan H Druzin, ‘Why Does Soft Law Have Any Power Anyway?’ (2017) 7 Asian Journal of 
International Law 371 <https://works.bepress.com/bryan_druzin/22/download/>. 
644Yasser Sami  Abdell Dayem Amer, ‘Which of These Tools Have Medicolegal Significance at 
Healthcare Facilities: Clinical Practice Guidelines, Protocols or Policies and Procedures? (2019) 
available at < 
https://www.researchgate.net/post/Which_of_these_tools_have_medicolegal_significance_at_heal
thcare_facilities_Clinical_Practice_Guidelines_Protocols_or_Policies_and_Procedures> accessed 
26 July 2020. 
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private parties to which it applies. Soft norm is not an alternative to the ‘traditional’ 
law-making, but rather, a complement to it. It is fast becoming a major ‘legalisation 
form’ of the norm-like activities of private and public-private crossbreed authorities 
where the new type of informal soft norm has come to be primarily relied on by 
such authorities owing to its flexible and context-dependent nature.645  
Soft norms are preferred for a variety of reasons. For instance, they are favoured to 
solve straightforward situations in which the existence of a focal point is enough to 
generate compliance, or loss avoidance theory, where a non-compliance with a hard 
law could attract higher sanctions to deter more violations. Furthermore, where the 
parties are uncertain of which approach is more desirable if it would not be in the 
state's interest to enter into a legally binding agreement or where the state is 
anticipating a better deal or advantage in the future and where participation may 
require too many concessions or technicalities. 646   
Soft-law instruments cope better with diversity and provide greater flexibility to 
cope with uncertainty and allow for adjustments over time.647 Therefore, soft-norm 
instruments are easier to negotiate, less costly, and allow parties to be more 
ambitious and engage in ‘deeper’ cooperation than they would if they had to worry 
about enforcement.648  Additionally, within the context of international common 
laws, soft norms serve as a non-binding gloss put on binding legal rules. For 
instance, ‘decisions of international tribunals are nonbinding interpretations of 
binding legal rules.’ Simply, states ‘opt for something more than a complete 
absence of commitment, but something less than full-blown international law.’649 
Arguably, parties could easily calibrate many areas of a soft norm to, uniquely, 
induce voluntary adoption and possibly, compliance.650 
 
645 Ilhami Alkan Olsson, ‘Four Competing Approaches to International Soft Law’ (1999) 
Scandinavian Studies In Law 178, 196. 
646 Andrew T Guzman and Timothy L Meyer, ‘International Soft Law’ (2010) 171 Journal of  
Legal Analysis . 176. 
647 Gregory C Shaffer and Mark A Pollack, ‘Hard vs. Soft Law: Alternatives, Complements, and 
Antagonists in International Governance’ (2010) 94 Minnesota Law Review 706. 
648 ibid. 
649 Andrew T Guzman and Timothy L Meyer, op cit (note 609) 171 
650 Bryan H Druzin, op cit (note 606). 
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Conversely, hard law refers generally to legal obligations that are legally binding 
on and enforceable by the parties involved before a court.651 Generally, hard-law 
instruments allow parties to commit themselves more credibly to agreements, to 
avoid the increased cost of reneging due to sanctions. Hard-law instruments have 
direct legal effects and create mechanisms for the interpretation of the legal 
commitments and enforcement of commitments through either courts or alternative 
dispute-settlement bodies.652 
Following from the above, why should soft norms is adopted while there is already 
a hard law in place? Critics of hard laws have raised several significant issues. For 
instance, hard law tends to be set of fixed rules, for universal application, 
presupposes a prior knowledge and is difficult to change. While on the other hand, 
soft norms allow for flexibility, diversity, experimentation and adjustments and 
internalization of the hard laws themselves in order to ease in enforcement and to 
achieve an optimal outcome.653 Furthermore, Judith Lichtenberg’s statement 
captures the important role soft norms play in influencing compliance with legal 
and ethical behaviour: 654 
“When temptations are significant, when the price of adherence 
(in terms, for example, of the sacrifice to our interests) is high, 
when the social consequences of violation (harm to others) are 
relatively slight, when the costs of violation are low – under such 
circumstances it is easy to be led from doing what you ought to 
do . ..‘ In contrast, hard law, i.e. those legal obligations, found in 
either laws, treaties or customary international law are binding in 
and of themselves.” 
 
In the contemporary situation that needs flexible compliance with and enforcement 
of the laws to achieve maximum results, the application of a hybrid of soft and hard 
laws is in order.  
 
651 Andrew T Guzman and Timothy L Meyer, op cit (note 606). 
652 Gregory C Shaffer and Mark A Pollack, op cit (note 610). 
653 David M Trubek, Patrick Cottrell and Mark Nance, ‘Soft Law, Hard Law, and European 
Integration: Toward a Theory of Hybridity’ (2005) 1002 Univ. of Wisconsin Legal Studies 
Research Paper p.2 
654 Judith Lichtenberg, ‘What Codes of Ethics Are For?’ in Margaret Coady and Sidney Block 
(eds), Codes of Ethics and the Professions (Melbourne University Press 1996) 




6.3 The Influence of Soft Norms on Compliance with Respect for 
Confidentiality 
 
Under the Saudi Arabian setting, various healthcare institutions, for example, the 
Ministry of Health, university hospitals, medical cities and private hospitals, have 
created and applied various data protection policies, protocols and guidelines to 
enhance and supplement the laws and professional code. Those policies apply to 
healthcare facilities under such umbrella institutions. An additional tool examined 
is the internal policies and procedures, and hospital accreditation standards related 
to disclosure or confidentiality of a patient’s confidential health information. Below 
are some of the soft norms that deal with patient confidentiality in Saudi Arabia 
 
6.4 Saudi Ministry of Health (MOH) Electronic Health Information 
System and Data Protection Policy  
 
Policy, a form of the soft norm, is a guiding principle used to set direction in an 
organisation. Ordinarily, organisations make policies as an add-on to the existing 
laws to enable them to smoothly run their health institutions. Several governmental 
and private proprietors of healthcare delivery systems (hospitals and clinics) in 
Saudi Arabia have since created internal policies and procedures for the protection 
of patient’s confidential data in their custody. The Ministry of Health (MOH) 
provides for nearly 60 per cent of the 470 hospitals operating within the Kingdom 
while the remaining fraction is shared between other governmental (9.36 per cent) 
and private (32.30 per cent) health care institutions.655 Given that the MOH 
regulates the operation of all healthcare institutions and has the largest bulk of 
hospitals in the Kingdom, the study used the data protection policy of the MOH 
intending to attempt to generalise its applicability across the board. Furthermore, 
these policies apply only to MOH hospitals and not on other quasi-governmental 
 
655 Saudi Ministry of Health Statistical Yearbook (1437) available at 
<https://www.moh.gov.sa/en/Ministry/Statistics/book/Pages/default.aspx> accessed 17 December 
2018. 
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hospitals and private health institutions. The evolution of this policy might have 
been informed by the challenges brought about by advances in information 
technology, adoption of electronic health information management systems, social 
media communications, use of cloud computing, among others.  
 
The Saudi Arabian Ministry of Health (MOH) has created a new portal for health 
information exchange for MOH hospitals, which serves as an integrated interface 
and an electronic gateway for disseminating health information to all services 
offered by the Ministry. The MOH is the largest proprietor of health institutions in 
Saudi Arabia and in addition to the responsibility of protecting confidentiality 
placed on HCPs practising in various healthcare settings in Saudi Arabia under the 
several substantive laws, the MOH’s data protection policy aims to tackle the 
challenges posed by the advances in technologies. The question that arises is how 
much of compliance do the soft norm enforces? 
 
6.4.1 Data Protection under the Saudi Health Information Exchange 
 
Definitions: Private/Personal Data 
 
Saudi Health Information Exchange Policy defines private (personal) health 
information (PHI) as any identifying information related to a person about his/her 
physical or mental health or the health services provided. It includes data related to 
registration, payments or eligibility for health care, testing/examination done, 
care/services rendered or, an identifiable assigned number, symbol or other 
particular related to the individual for health purposes. Any information or data 
identifying an individual as a provider falls into this category. 656 This definition is 
quite similar to that of ‘Protected‘ Health Information (PHI) under the U.S.’ and 
Health Insurance Portability and Accountability Act (HIPAA). The HIPAA defines 
a piece of health information as: 
 
 
656 Policy No.1 Saudi Health Information Exchange Definitions, Saudi Health Information 
Exchange Policies available at 
<https://www.moh.gov.sa/en/Ministry/eParticipation/Policies/Pages/Policy.aspx?PID=1> accessed 
on 22 February 2018. 
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“any information, whether oral or recorded in any form or 
medium, that is created or received by a healthcare provider or 
institution relating to any health or condition of an individual, the 
provision of healthcare to an individual, or payment for the 
provision of healthcare to an individual.”657  
 
On the other hand, when compared to the definition of personal information under 
the GDPR 2016, it relates to a natural person recognisable by any identifier that 
may include name, identification number, location data, and an online identifier or 
to one or more factors specific to the physical, physiological, genetic, mental, 
economic, cultural, or social identity of that natural person.658 
 
Whereas ‘data concerning health’ means: ‘personal data relating to the past, current 
or future659 physical or mental health of a natural person, including the provision of 
health care services, which reveal information about his or her health status.’ 660 
The Data Protection Act (UK) also made a definition similar to that of the European 
GDPR.661 While the definition under the MOH policy looks very extensive, 
however, it does not indicate if it relates to information in both paper and electronic 
form. 662  Furthermore, the GDPR is more explicit about the kind of identifiers that 
are classified as private information that further include location data, an online 
identifier or the physical, physiological, genetic, mental, economic, cultural or 
social identity of that natural person. 663  What is required of the Saudi laws, for 
now, is to update the relevant confidentiality laws to include these missing factors, 
and/or to integrate these policies to the law so that they may carry some legal 
weight. 
Right of Control by Subject of Data664 
 
The protection of the rights and freedoms of natural persons with regard to the 
processing of personal data requires that appropriate technical and organisational 
 
657 ‘Sec. 1171(4) HIPAA, 1996. 
658 Article 4 (1) of the GDPR, 2016. 
659 Recital (35) GDPR 2016. 
660 Article 4 (15) of the GDPR, 2016. 
661 Section 2, Data Protection Act 1998. 
662 Section 1171(4) Health Insurance Portability and Accountability Act (HIPAA), 1996. 
663 Article 4 (1) of the GDPR, 2016. 
664Policy No.4(4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies   
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measures be taken to ensure that the requirements of regulations are met.665The 
Saudi MOH data protection policy provides for several patients’ rights related to 
the collection, processing, storing and management of their data. The rights include 
accessing their relevant personal health information contained within the Saudi 
Health Information Exchange through approved services.666 This is similar to what 
is obtainable under the GDPR which provides that the data subject should have the 
right of access to personal data which have been collected concerning him or her, 
and to exercise that right easily and at reasonable intervals, in order to be aware of, 
and verify, the lawfulness of the processing.667 
 
Under the MOH policy, patients have the right of information regarding how their 
personal health information could be used; who could have access to it, and under 
what circumstances it could be disclosed. Patients also have the right to understand 
how the network will operate, what information will or will not be available on the 
network, the value of the network, its privacy and security protections, how to 
participate in the exchange and the rights, benefits and remedies afforded to them. 
668 The GDPR made a similar provision to the effect that when personal data are 
obtained, provide the patient with details of the controller, data processor, the 
purpose for the use, the legitimate interests pursued, the recipients or categories of 
recipients669 and the period for which the personal data will be stored.670,  
 
Furthermore, patients have the right to receive the information generated by the 
PHCS from their provider explaining the services and the patient’s rights regarding 
the use and disclosure of PHI from the systems at the patient’s first visit following 
the provider’s participation as a Saudi Health Information Exchange PHCS. The 
patient has the right to opt-out of the Saudi Health Information Exchange671  just as 
GDPR gives the data subject the right to withdraw consent at any time.672 Where 
 
665 Recital (78) GDPR 2016. 
666Policy No.4(4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies   
667 Recital (63) GDPR 2016. 
668Policy No.4 (4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies. 
669 Article 13 (1), GDPR 2016. 
670 Article 13 (2), GDPR 2016. 
671Policy No.4 (4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies.  
672 Article 16, GDPR 2016. 
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personal data are processed for direct marketing, the data subject, under the GDPR, 
has the right to object to such processing, to the extent that it is related to such direct 
marketing, whether with regard to initial or further processing, at any time and free 
of charge.673 
 
Where the patient decides to remain, the provider shall take steps to protect the 
integrity, security, privacy, and confidentiality of a patient’s information 
transparently. Upon suspicion of a breach, the patient may file a complaint or 
request an investigation by him/herself or through an authorised agent, directed to 
the Health Information Management Personnel or HIE designated resources 674  
similar to the right to complain about a supervisory authority under the GDPR.675 
The patient may also request for a report of third party disclosures for information 
accessed through the Saudi Health Information Exchange where the patient is the 
data subject.676 The GDPR, in such cases, requires the controller to provide 
appropriate information to the patient in a concise, transparent, intelligible and 
easily accessible form, using clear and plain language.677 
 
However, unlike under the GDPR, a patient under the Saudi MOH data protection 
policy has no right to request for deletion or erasure of any data from the Saudi 
Health Information Exchange, but the data may only be amended or replaced to 
accommodate corrections.678 Conversely, under the GDPR’s ‘right to be forgotten’, 
the patient has the right to request for, and the controller has the obligation to, erase 
personal data without undue delay under certain circumstances.679 Such 
circumstances include where the data are no longer necessary for the purpose, or 
the patient withdraws consent, or there are no longer the prevailing legitimate 
grounds for the processing it. The obligation to erase may also arise under the 
 
673 Recital (70) GDPR 2016. 
674Policy No.4 (4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies. 
675 Article 16, GDPR 2016. 
676Policy No.4(4.3) Subject of Care Rights Policy, Saudi Health Information Exchange Policies.  
677 Article 12, GDPR 2016. 
678 Policy No. 3 (3.3.3) Information Security, Saudi Health Information Exchange Policies. 
679 Article 13 (2), GDPR 2016 
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GDPR where the data was unlawfully processed, where it has to be erased for 
compliance with a legal obligation.680  
 
Furthermore under the GDPR, where accuracy is contested, or the processing is 
unlawful (and refused to erasure), or the controller no longer needs but subject 
needs for legal claims, or the patient has objected to processing pending the 
verification, he/she has the right to restrict processing of such data.681 The controller 
may override the patient’s right to object to the processing of personal data 
concerning him or her, where the controller can demonstrate compelling legitimate 
grounds for the processing it. For instance., if doing so, it could affect some 
legitimate interests, rights or the freedoms of the patient or that of the hospital, or 
if it is required for exercising of, or for defending some legal claims.682 Unless this 
proves impossible or involves disproportionate effort, the controller shall 
communicate any rectification or erasure of personal data or restriction of the 
processing.683 
 
A significant departure of the policy is that the retention time for the Saudi Health 
Information Exchange managed PHI is indefinite.684 Under the GDPR, further 
retention of the data should be lawful where it is necessary, for exercising the right 
of freedom of expression and information, for compliance with a legal obligation, 
for the performance of a task carried out in the public interest or the exercise of 
official authority vested in the controller. Such retention may be necessitated on the 
grounds of public interest in the area of public health, for archiving purposes in the 
public interest, scientific or historical research purposes, statistical purposes, or for 
the establishment, exercise or defence of legal claims.685 
 
Other areas where the Saudi MOH policy is not as elaborate as the GDPR is on the 
right to data portability: i.e., for the data subject to receive the personal data 
 
680 Article 17, GDPR 2016 
681 Article 18, GDPR 2016. 
682 Article 21, GDPR 2016. 
683 Article 19, GDPR 2016. 
684 Policy No. 3 (3.3.6) Information Security, Saudi Health Information Exchange Policies. 
685 Recital No (65), GDPR 2016. 
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concerning him or her in a structured, commonly used and machine-readable format 
and have the right to transmit those data to another controller without hindrance.686 
Similarly, the Saudi policy is silent on automated individual decision-making, 
including profiling. The GDPR provides that personal data shall not be subject to a 
decision based solely on automated processing, including profiling, which produces 
legal effects concerning him or her or similarly significantly affects him or her.687 
 
Disclosure 
The Saudi MOH policy prohibits the disclosure of Personal Health Information 
(PHI) to third parties except under some exceptional circumstances where an 
infringement of the right to confidentiality may be justified. The essence of placing 
PHI available on the Saudi Health Information Exchange is primarily for purposes 
of treatment, healthcare operations, research/education, and public health.688 The 
policy states as follows: 
Personal health information SHALL NOT be disclosed EXCEPT 
for: Treatment (including)… clinical care… emergency care …or 
support of the patient’s care activities within the provider 
organization. Others include patient’s uses, for the hospital’s 
operational, health service management and quality assurance 
purposes. So also, Public Health, Public Health Surveillance, 
Disease Control, Public safety emergency or Population health 
management.689 
 
Compare this to the GDPR under which processing of personal data shall be lawful 
only if consented to by the patient, pursuant to a contract, for compliance with a 
legal obligation, or patient’s or others’ vital interests. Other purposes include where 
it is in the public interest to do so or in the exercise of official authority vested in 
the controller, or for the legitimate interests pursued (except carried out by public 
authorities in the performance of their tasks).690 Although expressed in different 
nomenclatures, the import of the two provisions is substantially similar. 
 
686 Article 20, GDPR 2016. 
687 Article 22, GDPR 2016. 
688 Policy 2 (2.3) Purpose of Use, Saudi Health Information Exchange Policies. 
689 Policy No.4 (4.3.14), Subject of Care Rights, Saudi Health Information Exchange Policies. 
690 Article 6 (1) GDPR 2016. 
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Furthermore, it is noteworthy that under the Saudi Arabian MOH policy, two other 
categories of PHI disclosures may be justified after fulfilling some conditions 
precedent. Such processing should be subject to suitable and specific measures to 
protect the rights and freedoms of natural persons.691 There, the following purposes 
of the disclosure are not justifiable without a valid court order: disclosures of PHI 
for legal investigation, or an enquiry to inform persons or processes responsible for 
enforcing jurisdictional legislation, or undertaking legal or forensic investigation 
unless there is a valid court order to do so. Conversely, certain disclosures are not 
permissible e.g., disclosure based on authorizations not requiring a purpose to be 
declared, or where the purpose is not known, or purposes for which the other 
categories in this clause do not apply (unless a purpose as described above is 
declared). 692 
Apart from the foregoing grounds, e.g., treatment, operations and public health, for 
which disclosure of personal data may be justified, secondary disclosure may be 
made for other purposes, e.g., for research, upon approval of the appropriate ethics 
committee of the hospital. The Committee shall determine each situation on a case-
by-case basis, based on published approval criteria. In order to ensure transparency 
and objectivity, the Saudi Health Information Exchange or an approved 
subcontractor should manage any research data extracts or viewpoints.693 
Notification of Privacy Breach 
 
The MOH policy also lays down protocols for data breach notification to data 
subjects, and in some cases, to the public. In the event of any reportable breach of 
patient’s confidential data, the Exchange is under an obligation to notify the 
hospital of the breach, for example, unauthorised acquisition, access, use, or 
disclosure, within 10 business days following the discovery of the breach. Then, 
the hospital is responsible for notifying any patient whose personal health 
information (PHI) has been breached within 30 days following the discovery of the 
 
691 Recital (54) GDPR 2016. 
692 Policy No. 2 (2.3), Purpose of Use, and No. 4 (4.3.14), Subject of Care Rights, Saudi Health 
Information Exchange Policies. 
693 Policy No. 10 (10.3) Secondary Use, Saudi Health Information Exchange Policy. 
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breach. Depending on where or at what level the breach occurred, any required 
public notification is the responsibility of the entity (the hospital or the Saudi Health 
Information Exchange) under whose custody the breach occurred. 694  Individual 
and limited breach requires notification to the involved patient(s), however, where 
the breach affects large numbers of individuals, typically more than five hundred 
that could involve continuous risk, should be reported publicly as collectively 
determined by the privacy and security officer, the Saudi Health Information 
Exchange governing body and law enforcement authorities. 695 Under the Policy, 
inappropriate use, transmission, copy or disclosure of patient’s data could attract 
sanction under the appropriate Personnel Sanction Policy.696 
 
6.5. Hospitals’ Internal Policies on Privacy and Confidentiality 
 
Various governmental, quasi-governmental and private health institutions have 
developed what is commonly referred to as Patients’ Bills of Rights that includes 
the right to confidentiality and made internal policies to ensure compliance with 
these rights.697  These rights and the numbers of which vary from hospital to 
hospital, including the right to keeping the patient’s secrets confidential to the 
extent protected by the law. Patient’s right to confidentiality includes an entitlement 
to the discussion of the treatment with the patient or his/her legal guardian 
confidentially. It also includes physical privacy to the patient’s private parts unless 
a medically urgent situation arose. The patient also has the right to refuse to see 
anyone not concerned with providing the health service, including visitors. It also 
imposes a duty on the healthcare professional to maintain the confidentiality of the 
patient's information, diagnosis, tests, treatment and medical records except in 
situations where the patient consent to, or allowed by law.698  
 
694 Policy No.9 (9.3.4) Breach Notification, Saudi Health Information Exchange Policies.   
695 Policy No.9 (9.3.4) Breach Notification, Saudi Health Information Exchange Policies.   
696 Policy No. 3 (3.3.11) Information Security, Saudi Health Information Exchange Policies. 
697 International Medical Centre available at <http://www.imc.med.sa/en/patients-rights-and-
responsibilities> accessed 6 April 2020. 
698 However, some hospitals’ published rights of the patients do not explicitly include the right to 
confidentiality. An instance of this is, a private Clinic Hospital in Jeddah only stated on its website 
that the patient has the right to choose his/her companion or visitors, and the right to obtain 
medical report upon discharge. No reference to the rights of the data subjects as clearly enunciated 




For instance, the King Saud University Medical City, Riyadh has developed the 
patients’ rights and has demanded its staff to comply with it. Therein, the policy 
requires the healthcare professionals to restrict the interview of patients to only 
those involved with the direct care of the patient, and that the patient is empowered 
to refuse discussion with anyone who is not officially and directly involved in his 
healthcare procedures including visitors. Furthermore, only healthcare 
professionals directly involved in the patient’s care shall have access to patients’ 
files and details of their health condition. Additionally, medical assessment and 
examination are to be conducted confidentially in designated areas for these 
purposes.699  
 
More so, King Faisal Specialist Hospital and Research Center (KFSH&RC), too, 
has extensively elaborated purposes for which patients’ data may be lawfully 
used.700 Those purposes are similar to those stipulated under the Saudi Information 
Exchange Policies, and include, for treatment purpose, for payments (to the 
insurance company), for health care operations to maintain and improve patient 
care, and for organized health care arrangements (to share with other health 
facilities). Others include, for sending to the patients, mailings about available 
health-related products and services, medical research and for legal matters.  
 
On the other hand, KFSH&RC published the rights of data subjects to include the 
right to demand an accounting of data processors, to amend incorrect or incomplete 
data, and to inspect and obtain a copy of completed health records. Other patients’ 
rights are the right to request restrictions of the uses or disclosures of health 
information for treatment, payment, or health care operations. The patients, also, 
have the right to request confidential communications (e.g., contact the patient 
 
mid=145> accessed 11 January 2019. Conversely, others have made it very clearly. An example of 
this category of hospitals in the KFSHRC where its website stated the patient’s rights to 
include:  ‘privacy and confidentiality pertaining to their medical and social information.’ Available 
at <https://www.kfsh.med.sa/KFSH_Website/KFSHDefault.aspx?V=28&DT=T&T=0> 
accessed 9 January 2019. 
699 King Saud University medical City’s Rights of the Patients available at 
<http://medicalcity.ksu.edu.sa/en/page/patient-rights > accessed 11 January 2019 
700 King Faisal Specialists Hospital and Research Centre, Notice of Privacy Practices available at 
<https://www.kfshrc.edu.sa/en/home/terms/noticeofprivacypractices> accessed 11 January 2019. 
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through secure email).  KFSH&RC has gone a step further to draft a non-disclosure 
agreement that third parties have to commit to when the Research Centre lawfully 
discloses any personal information in the course or furtherance of any collaborative 
research activities.701 
 
From the private sector health institutions, several hospitals have followed suit in 
developing and ensuring compliance with privacy policies. Johns Hopkins Aramco 
Healthcare (JHAH) developed a Patient Privacy Policy to provide for the protection 
of patients’ personal health information, which is defined as ‘personal information 
identifiable to the patient that relates to his or her medical condition or history‘.702 
JHAH routinely collects such information in the course of a patient’s enrolment, 
examination, care or treatment in its facilities and network. It may use and/or 
disclose PHI in accordance with applicable standards of patient care and privacy 
(then it went further to lists the purposes for which patients’ data may be collected 
and processed). However, what is conspicuously missing in the privacy policy is, 
apart from ‘JHAH respects the privacy of its patients and their ‘Patient Health 
Information‘; it does not state specific positive responsibilities it has to keep the 
patients’ information safe and secure. 
The patient’s rights form part of the hospitals’ internal policies and procedures that 
workers must comply with, to preserve and protect the confidentiality of their 
patients’ personal information. A non-compliance with the internal confidentiality 
policies could attract administrative sanctions, in addition to those applicable under 
the Saudi Labour Laws. It is apparent from the submissions above that the soft 
norms also play a significant role in supplementing the laws in protecting the right 
of patient confidentiality.  
6.6 Saudi Hospital Accreditation Standards for Patient Confidentiality 
 
 
701 KFSH&RC Research Advisory Council Confidentiality / Non-Disclosure Agreement available 
<https://www.kfshrc.edu.sa/store/media/8bi.pdf> accessed 16 February 2019 
702 JHAH Patient Privacy Policy available < https://www.jhah.com/privacy-policy.aspx> accessed 
16 February 2019. 
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Most of the Saudi hospitals and other healthcare institutions have undergone or are 
preparing for various mandatory703 and voluntary704 accreditations in order to 
ascribe to the quality standards set up by those accreditation bodies. The scope of 
these accreditations ranges from a whole institution-wide or of specific service705 
for example, for laboratory, food services etc. Each of these accreditations has 
developed some certain standards, which the healthcare institutions must comply 
with, as a pre-requisite for the accreditation. Invariably, these standards dedicate so 
much on preserving, promoting, and protecting the patient’s privacy and the 
confidentiality of their personal information in the custody of the healthcare 
institutions. 
There are no significant variation in the standards related to privacy and 
confidentiality in the various accreditation standards, viz, CBAHI, Canadian or JCI 
accreditation standards. For instance, the Accreditation Canada’s Qmentum 
standards include the maintenance of the patient’s privacy and confidentiality in 
medical records (paper-based or electronic),706 and to conduct a regular audit to 
ensure protection against potential breaches.707 The Canadian standards also require 
hospitals to establish corporate policies, which should be consistent with the local 
laws and regulations, to support lawful access to information, and handle issues 
related to privacy and confidentiality.708 Equally, the standards mandate securing 
and maintaining the privacy and confidentiality of donors, and to ensure that 
disclosure is only made to those essential for those involved inappropriate 
services.709  
Similarly, the JCI standards have made similar mandates for the hospitals to ensure 
that the patient’s rights to privacy and confidentiality of care and information are 
 
703 For example, Saudi CBAHI. 
704 For example, JCI, Accreditation Canada. 
705 For example, laboratory or food services. 
706 Qmentum, ‘Accreditation Report Toronto East Health Network’ (2016) 
<https://www.tehn.ca/sites/default/files/file-browser/accreditation_report_-
_toronto_east_health_network_-_2016.pdf> accessed 13 April 2019. p. 41 
707 Ibid 61. 
708 Ibid 69. 
709 Ibid 72. 
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respected.710In the same vein, as a standard on the management of information, JCI 
requires that the hospital determine the retention time of records, data, and 
information,711  have a system in place to secure and maintain information privacy, 
confidentiality, and security (including data integrity).712It is, however, instructive 
to note that the Canadian and JCI accreditation is a voluntary venture that MOH, 
Quasi-governmental, and private hospitals undertake to raise their standards 
relative to their contemporaries. All hospitals operating in the Kingdom must 
submit themselves for the mandatory accreditation by the Saudi Arabian Central 
Board for Accreditation of Healthcare Institutions (CBAHI) whether or not they 
have already been accredited by these international accreditation bodies. 
Central Board for Accreditation of Healthcare Institutions (CBAHI), which, in 
October 2015, transformed from the Makkah Region Quality Program (MRQP),713 
is the agency authorised to grant accreditation certificates to all governmental and 
primary healthcare facilities operating today in Saudi Arabia.714 It sets out the 
healthcare quality and patient safety standards against and evaluates all the 
healthcare facilities for evidence of their compliance with the set standards. The 
healthcare facilities include including hospitals, laboratories, blood banks, clinics 
and other ambulatory healthcare centres.715 It is mandatory for all the public and 
private healthcare delivery facilities (hospitals, polyclinics, blood banks and 
medical laboratories) in Saudi Arabia to comply with the national standards set by 
CBAHI and obtains its accreditation through a survey process set forth by the 
Centre.716 The CBAHI accreditation has now become a pre-requisite for renewal of 
the operating license for all healthcare institutions in Saudi Arabia.717 
 
710 JCI, ‘Joint Commission International Accreditation Standards for Hospitals’ (2013) 
<https://www.jointcommissioninternational.org/assets/3/7/Hospital-5E-Standards-Only-
Mar2014.pdf> accessed 13 April 2019. Standard PFR.1.3 
711 ibid. Standard MOI.3 
712 ibid. Standard MOI.2 
713 CBAHI, ‘Saudi National Hospital  Standards’ (CBAHI Website, 2019) available at 
<https://portal.cbahi.gov.sa/english/about-us/cbahi-at-a-glance> accessed 11 March 2019. 
714 It was established vide the ministerial Order No. 144187 of 2005, and was named as Saudi 
CBAHI by a ministerial Order 371 of 30-9-2013. 
715 CBAHI (n 713). 
716 ibid. 
717 Saudi Central Board for Accreditation of Healthcare Institutions, National Hospital Standards 
(3rd edn, CBAHI publications 2015) <visit: http://www.cbahi.gov.sa>. 
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6.6.1. CBHAI’s Definition of Confidentiality 
 
In order to appreciate the confidentiality standards, set forth by the CBAHI, it is 
crucial to review the definition of the term confidentiality thereunder. The CBAHI 
Standards defined the term confidentiality as: 
The restricted access to data and information to individuals who 
have a need, a reason, and permission for such access. An 
individual’s right to personal and informational privacy, 
including his or her healthcare records.718 
It is instructive to note at this point, that this definition of confidentiality is not 
consistent with the standard definition of confidentiality as provided for under most 
of the data protection laws. For instance, it does not identify what specific nature 
of information makes it ‘restricted‘. Furthermore, it does not define the phrase: 
‘right to personal and informational privacy‘, or ‘estricted access‘ or, whether it 
refers to electronic or paper-based information. Although standards referred to 
privacy and confidentiality severally and separately under different contexts, there 
is no distinctive definition of the two terms. However, it may be discerned from 
their usage in the standards that the term privacy is used in reference to access to 
physical space or physical being of the patient, while confidentiality is used in 
relation to processing and sharing of personal information or data related to the data 
subject. Accordingly, CBAHI has made several standards related to the protection 
of the patients’ privacy and confidentiality rights.  
6.6.2 Saudi CBAHI Standards on Patient and Family Rights 
 
 
It is a standard that hospital leaders support, protect and ensure that patients are 
aware of their rights and responsibilities.719 Under the same standards, the hospitals 
should ensure that the staff respect and maintain the patients’ privacy and 
confidentiality throughout the continuum of care, including during all interviews, 
examinations, and treatments. That includes not to, unnecessarily, expose the 
 
718 ibid. Effective 1 January 2016 
719 CBAHI Standard PFR. 1.6. – 1.9. 
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patients’ private parts during the care process, and mandating a written consent to 
photograph patients.720 To ensure compliance with these standards, therefore, the 
hospital is required to develop and implement a policy that ensures the 
confidentiality of information related to the patient’s health and how to protect it 
from loss or misuse.721 The policy should identify the conditions for the release of 
confidential data, and on how to obtain patient’s permission if required.722 Just as 
noted under the definition of confidentiality, the standards did not clearly state what 
elements of patient’s information are confidential that a policy shall govern and 
ensure compliance with. The Standard also requires a policy in place to prevent 
misuse or loss of confidential information but does not state what standards are 
required to be established to achieve that. 
6.6.3 Saudi CBAHI Standards on Management of Information  
Hospital leaders, as well as users and other staff, receive education and training on 
data management relevant to their roles and responsibilities, including training on, 
data/information confidentiality and security, among others.723 Furthermore, the 
hospital has a policy and procedures that prescribe how to maintain the 
confidentiality, security, and integrity of data and information including the medical 
records. Such policy that defines, and provides appropriate levels of protection to 
data and information confidentiality, security, and integrity shall comply with laws 
and regulations.  
The standard further requires a mechanism for ensuring that staff access to different 
categories of information is restricted on a need-to-know basis and that there is an 
adequate safeguard in place against the loss, destruction, tampering, damage, and 
unauthorized access or use of confidential data. There should also be some 
mechanisms defines staff responsibilities to maintain the confidentiality of data and 
information e.g., signing a confidentiality agreement, or under a policy. The 
 
720 CBAHI (n 713). Standard PFR. 3 
721 ibid. Standard PFR.7.1. 
722 ibid. Standard PFR.7.2. 
723 ibid. Standard MOI.5 
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standard entails reporting of and promptly acting on all incidents of data 
breaches.724 
 
6.6.4 Saudi CBAHI Standards on Medical Records  
 
The hospital maintains a master medical record (either manual or computerized) of 
all patients that the hospital has treated and/or admitted. The medical record should 
include the patients’ basic demographic information (identification information) as 
well as other records of the patient’s activity (visit). The patient demographic 
information (identification information) includes medical record number, patient’s 
full name, date of birth, sex, marital status, address, national identification number, 
next of kin (and his contacts). The patient activity (visit) information includes 
admission and discharge/transfer dates for inpatient hospitalizations, date of death 
when a death occurs, encounter date or date of service for outpatient visits, most 
responsible physician, and mother’s name for new-borns.725 
The Standard requires the hospitals to retain the master patient index permanently 
to provide historical access to basic patient information and dates of stay in the 
hospital. A policy should outline how the medical records are stored, protected from 
loss, theft and deliberate alterations or destruction, and on how to maintain the 
confidentiality, integrity, and security of the records during storage. In addition, the 
hospital shall develop and implement a policy that describes the process for the 
release of medical records for patient care encounters and determines when to (and 
the mechanism for approval of) release medical records for reasons not related to 
direct patient care (e.g., research, utilization management, quality improvement, 
morbidity and mortality, and governmental requests).726 The hospital has a system 
for tracking of medical records to identify the location of any record not in the 
medical records department and its date and time of movement as well as 
subsequent movements, when applicable.727 
 
724 ibid. Standard MOI 6 
725 ibid. See Standard MR.3 
726 ibid. See Standard MR.14 
727 ibid. See Standard MR.15 
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6.6.5 Saudi CBAHI’s Other Standards on Patient Confidentiality 
 
The CBAHI standards also provided for confidentiality under different areas of the 
healthcare continuum. For instance, it requires that, prior to donating blood at the 
blood bank, the donor is fully informed of his/her confidentiality right, and the 
requirement to report test results to health authorities.728 In addition, the 
pharmaceutical care department must have a system for maintaining privacy during 
the provision of outpatient education and counselling.729Lastly but not 
exhaustively, the operating room should have an ethical code of conduct to protect 
patient privacy and dignity.730 
It is not within the scope of this study to comment on the quality of these standards, 
but it would not be out of place to point it out here that, these standards have gone 
the extra mile in attempts to keep the confidentiality principles consistent with the 
contemporary demands. While the elaborate standards for data privacy and 
confidentiality would appear to outdo those available under the laws reviewed, 
however, all that the standards require are evidence of the existence of compliance 
in form of policy, guideline, or forms that indicates the fulfilment of elements of 
the standard stated therein. The standards only require that privacy and 
confidentiality policy should comply with the existing laws and regulations.731 In 
other words, the policies could operate only within the existing, arguably, deficient 
laws. Moreover, in most cases, the standards mostly focus on the processes rather 
than the substance of the protection of privacy and confidentiality. For instance, it 
does not state the quality of the contents of those documents in terms of its 
consistency with the established principles of legal protection to confidentiality, 
except for the data retention aspect. In addition, the standards do not specifically 
require the fulfilment of the patients right to the control of his/her information, or 
the basic principles of data protection. Furthermore, it does not specifically require 
 
728 ibid. See Standard MR.36 
729 ibid.See Standard MM.35 
730 ibid. See Standard MS.17.3 
731 ibid. Standard No.  MOI.6.2 
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for a specific standard of legal protections, exceptions thereto and the safeguards 
available thereunder.  
Despite the identified deficiencies, these standards could encourage compliance 
with the (hard and other soft) laws. As stated earlier on, the CBAHI accreditation 
audits, corrective action plans and follow-ups, which involve monitoring, peer 
review, benchmarking, evaluation, and rankings, could play an important role in 
influencing compliance with those confidentiality standards.732 Consequently, the 
hospitals would try to ensure compliance with those standard requirements in order 
to enhance their chances of obtaining accreditation to maintain their practice 
licenses as a healthcare institution. The hospitals would enforce compliance, 
through the creation and enforcement of internal policies and procedures, which the 




This chapter identifies that Saudi Arabian law is not sufficient and comprehensive 
enough to deal with the issue of protection for patient confidentiality. It is noted, 
however, that there are soft norms that may be referred to fill gaps in the law. To 
what extent do these soft norms adequately fill those gaps? It is acknowledged that 
because these soft norms are not laws. They do not attract the kind of sanctions that 
may be imposed by law to deter HCPs from illegally divulging patient’s personal 
information; there is any need to review the laws to catch up the pace of 
development. 
The Saudi Arabian data protection policies, as exemplified by the Saudi MOH 
Saudi Health Information Exchange Policies merely attempt to fill the gaps in the 
laws for the legal protection to patient confidentiality. Examples of the attempts are 
in the areas of the definition of private (personal) health information and data 
controllers, the rights of data subjects and breach notifications, among others. The 
 
732 Fredriksson, Blomqvist and Winblad (note 983) 60.  
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next chapter reviews the challenges posed by technological advancements which 












































The revolution in information technology has created challenges for patient 
confidentiality. It is unclear if these challenges are resultant from the nature and 
scope of the existing privacy and confidentiality laws or in their applications to the 
novel technologies. In many cases, the laws in Saudi Arabia lag behind modern 
developments, including technological advancement,733 which often gives rise to 
grey areas when applying the law to novel cases.734  The law must catch up with 
technological advancements. The case of Saudi Arabia is unique as the law is divine 
law. It is a divine law which has been revealed and is not subject to review. 
Nevertheless, since it is divine it already envisages all advancements that society 
can achieve. As such, the interpretation of jurists and the application of provisions 
of the law to meet with extant situations can help to cater to new challenges. These 
challenges are examined in detail in sections 7.2 to 7.7 of this chapter. 
  
7.2 The Impact of Information Technologies on Patient Confidentiality 
Rights 
 
The rapid growth of internet technology has made it possible to utilise remote 
communication in every aspect of life, which strengthen the need for privacy and 
security in electronic communications... Their use heralds numerous far-reaching 
benefits for health communication between and among the public, patients, and 
health professionals. Also, the impact of technology on non-financial outcomes 
such as patient satisfaction and quality is attracting interest.735 Information is the 
 
733 Yehezkel Dror, ‘Law and Social Change’ (1958) 33 Tulane Law Review 
<https://heinonline.org/HOL/Page?handle=hein.journals/tulr33&id=801&div=60&collection=jour
nals> accessed 13 May 2019. 
734 Michael Herz, ‘Law Lags Behind: FOIA and Affirmative Disclosure of Information’ (2009) 7 
Cardozo Public Law, Policy and Ethics Journal 577-598. 
735 Markus Wallwiener and others, ‘Impact of Electronic Messaging on the Patient-Physician 
Interaction’ (2009) 15 Journal of Telemedicine and Telecare 243 
<http://journals.sagepub.com/doi/10.1258/jtt.2009.090111> accessed 14 May 2019. 
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lifeblood of modern medicine, while the health information technology (HIT) 
infrastructure could serve as its circulatory system. Without that system, neither 
individual physicians nor health care institutions can perform at their best or deliver 
the highest-quality care.736 HIT has the potential to improve the health of 
individuals and the performance of providers, yielding improved quality, cost 
savings, and greater engagement by patients in their health care.737  However, they 
have also changed the way HCPs deal with the patients’ confidential information. 
As the transition of patient care documentation from paper to an increasingly 
electronic health information system ensues, a new debate over the privacy of 
individually identifiable health information has emerged. Ordinarily, the concept of 
privacy and confidentiality ensures a win-win situation for both the patient and the 
healthcare professional. HCPs need the patient to divulge all pertinent information 
necessary for diagnosing and treating the patient, while the patients need to feel 
confident that they can receive the needed health care without the risk of improper 
disclosure of their private information. It has been claimed that all categories of 
healthcare personnel are involved in confidentiality breaches, albeit, committed 
unintentionally, but significantly, severe and repeated.738 Therefore, such concerns 
might potentially result in patients withholding their information and this could lead 
to negative clinical consequences.739 
 
Electronic privacy (also known as e-privacy) remains a challenge as highly 
advanced privacy-invasive technologies continue to emerge and evolve, exposing 
more private data of the patient than previously envisaged.740  Increasingly, 
personal information ends up in a ‘bucket’ of the database that can be used and 
potentially re-used for all kinds of known and unknown purposes. This poses 
 
736 ibid. 
737 Melinda Beeuwkes Buntin and others, ‘The Benefits Of Health Information Technology: A 
Review Of The Recent Literature Shows Predominantly Positive Results’ (2011) 30 Health Affairs 
464 <http://www.ncbi.nlm.nih.gov/pubmed/21383365> accessed 22 May 2019. 
738 Cristina M Beltran-Aroca and others, ‘Confidentiality Breaches in Clinical Practice: What 
Happens in Hospitals?’ (2016) 17 BMC Medical Ethics 52 
<http://www.ncbi.nlm.nih.gov/pubmed/27590300> accessed 19 July 2019. 
739 Thomson Kuhn, ‘Health Information Technology and Privacy- American College of Physicians 
A Position Paper July 2011’ (2011) 
<http://www.acponline.org/advocacy/where_we_stand/policy/hit_privacy.pdf.> accessed 14 May 
2019. 
740 Ibraheem M. Alharbi and Suzanne Zyngier, op cit (note 446). 
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critical questions on the requirements for gathering, storing, analysing, and 
ultimately erasing such data.  
 
In addition to the electronic health information systems, other information 
technologies have an impact on healthcare and the patient. These include the advent 
of Internet communication and the use of social media platforms such as WhatsApp 
in communication among healthcare team members. These technologies have the 
potential of inadvertently blurring the interface between work and personal time 741 
as well as the professional boundary between the patient and the healthcare 
professionals.742   Patients, too, mostly unknowingly, do leave behind a trail of 
personal information during their online explorations for answers to their health 
issues.743 
Just like in many other developing countries, Saudi laws are arguably lagging 
behind the advances in technology, with the potential for giving rise to significant 
gaps in the adequacy of data protection in Saudi Arabia has witnessed spectacular 
progress in health care, arguably one of the best among its peers, and is investing 
heavily in electronic health information system and aiming to build a single 
electronic health system by 2020.744  Consequently, the use of electronic medical 
information system is on the rise in Saudi Arabia. In the same vein, internet activity 
is becoming so prevalent among the Saudi public and HCPs. For instance, recent 
statistics have shown that, nearly one-half (47 per cent) of the Saudi population are 
internet active out of which 82 per cent of these are Facebook users, while the 
 
741 Lindsay A Thompson and others, ‘The Intersection of Online Social Networking with Medical 
Professionalism’ (2008) 23 J Gen Intern Med 954 <http://www.acgme.org/Outcome/.> accessed 
12 May 2019. 
742 Ramona Nelson and Nancy Staggers, Health Informatics : An Interprofessional Approach. 




accessed 12 May 2019. 
743 K Denecke and others, ‘Ethical Issues of Social Media Usage in Healthcare’ (2015) 10 Yearb 
Med Inform 137  
744 Saudi MOH, ‘National E- Health Strategy - MOH Initiatives 2030’ (Ministry of Health 
Website, 2017) <https://www.moh.gov.sa/en/Ministry/nehs/Pages/vision2030.aspx> accessed 12 
March 2019. 
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number of Twitter users has risen exponentially.  The trend could steadily rise even 
higher.745 
Consequently, these advances in information technologies and social media 
networking seem to be a new challenge to managing patients’ confidential 
information. Furthermore, recent concerns related to patient confidentiality breach 
have been increasing as healthcare information management is increasingly 
becoming more digitized, disseminated and portable without a commensurate 
knowledge of the root cause of breaches in confidentiality.746 Although there are no 
reported cases of data breaches related to healthcare in Saudi Arabia, there were 
several reports of data breach related to other industries in the Kingdom of Saudi 
Arabia. These reported data breaches include the hacking of the database of King 
Saud University, Aramco Company, a Saudi Alyaum Newspaper, Saudi's General 
Authority of Civil Aviation, and STC Telecommunication Company.747  This 
creates a new and complex challenge to even the healthcare organizations and 
professionals in their bid to establish proper controls and security.748 Note that a 
recent study have shown how the introduction of Europe’s General Data Protection 
Regulation (GDPR) had exposed even the European hospitals’ insufficient 
protection of patient confidentiality such that, despite the two-year transition period 
for its application, they found difficulties in adjusting to the GDPR on 26 May 
2018.749 
 
7.3 Big Data Companies and the Confidentiality of Personal Data 
 
 
745 Communications And Information Technology Commission, ‘Internet Usage In Saudi Arabia’ 
(2016). 
746 F Kamoun and M Nicho, ‘Human and Organizational Factors of Healthcare Data Breaches: 
The Swiss Cheese Model of Data Breach Causation And Prevention’ [2014] International Journal 
of Healthcare Information Systems and Informatics (IJHISI). 
747 See generally A Almebrad, op cit (note 429) 126 
748 F Kamoun and M Nicho, ‘Human and Organizational Factors of Healthcare Data Breaches: 
The Swiss Cheese Model of Data Breach Causation and Prevention’ (2014) 9(1) International 
Journal of Healthcare Information Systems and Informatics (IJHISI) 42-60. 
749 Bocong Yuan and others, ‘The Policy Effect of the General Data Protection Regulation 
(GDPR) on the Digital Public Health Sector in the European Union: An Empirical Investigation’ 
(2019) 16 International Journal of Environmental Research and Public Health 1070 
<https://www.mdpi.com/1660-4601/16/6/1070> accessed 30 March 2019. 
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The big data companies like Google, Facebook, and Uber among others use the 
personal data of users for different public and social purposes including public 
health surveillance750 with attendant varying degrees of security risks. The risk to a 
data breach is probable. For instance, Uber’s CEO Dara Khosrowshahi reported an 
incident of inappropriate access to user data stored on a third-party cloud-based 
service in 2017, about a year after the event itself. It involved inappropriate access 
to the names and driver’s license numbers of about 600,000 drivers in the United 
States. 751 Similarly, Facebook experienced one of its largest breaches when a 
British company, Cambridge Analytica allegedly exploited the data of millions of 
Facebook users to help a candidate during the 2018 US presidential election.752 
Despite their several struggles to convince legislators,753 the media and users that 
their privacy matters, some commentators lamented that these giant big data 
companies only use the phrase ‘privacy’ for their selfish purposes. To them, 
Facebook uses privacy as a ‘talking point meant to boost confidence in sharing, 
deter regulators and repair its battered image’ while Google uses it as a functional 
tool on its ‘on-device data processing to make features faster and more widely 
accessible’.754  
To illustrate such potential risk in Saudi Arabia, the story surrounding the UK’s 
experience with mass surveillance through the bulk acquisition of patients’ data is 
not only relevant but also disturbing. In mid-2015, a public hospital in the UK755 
contracted with an information technology company to develop software using 
 
750 For instance, Google used Google Flu Trends (GFT) for predicting the proportion of doctor 
visits for influenza-like illness (ILI) as compared to the Centres for Disease Control and 
Prevention (CDC). See:  David Lazer and others, ‘The Parable of Google Flu: Traps in Big Data 
Analysis’ (2014) 343 Science 203 <https://science.sciencemag.org/content/343/6176/1203>. 
751 Dara Khosrowshahi, ‘Uber 2016 Data Security Incident’ (Uber Newsroom, 2017) 
<https://www.uber.com/newsroom/2016-data-incident/?source=post_page> accessed 28 July 
2019. 
752 Matthew Rosenberg, Nicholas Confessore and Carole Cadwalladr, ‘How Trump Consultants 
Exploited the Facebook Data of Millions’ New York Times (17 March 2018) 
<https://www.nytimes.com/2018/03/17/us/politics/cambridge-analytica-trump-campaign.html>. 
753 Jillian D’Onfro, ‘Google CEO Sundar Pichai Testifies before Congress on Bias, Privacy’ 
CNBC (11 December 2018) <https://www.cnbc.com/2018/12/11/google-ceo-sundar-pichai-
testifies-before-congress-on-bias-privacy.html>. 
754 Josh Constine, ‘Facebook Talked Privacy, Google Actually Built It’ (Techcrunch.com, 2019) 
<https://techcrunch.com/2019/05/07/show-dont-tell/> accessed 27 July 2019. 
755 Within the Royal Free London NHS Foundation Trust. 
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patients’ health information from the hospital’s database.756 The data package 
involved patient identifiable information including demographic details, the results 
of every blood tests recorded at the hospital in the previous five years before the 
transfer, and the electronic records of patients’ diagnoses, procedures, and 
treatment courses while at the hospital.757 Their dilemma was in the choice of the 
right approach to deploy data-driven innovations to improve patient care and at the 
same time maintaining public trust in the use and security of their sensitive health 
information. 758The Special Rapporteur on Privacy portrayed the risks involved: 
There is also growing evidence that the information held by 
states, including that collected through bulk acquisition or ‘mass 
surveillance’ is increasingly vulnerable to being hacked by 
hostile governments or organised crime. The risk created by the 
collection of such data has nowhere been demonstrated to be 
proportional to the reduction of risk achieved by bulk 
acquisition.759 
During my visit, I have discussed the data-sharing agreement 
between Google’s DeepMind artificial intelligence project and the 
Royal Free London NHS Foundation Trust. The agreement 
entered into force on 30 September 2015 and allowed DeepMind 
to obtain and process partial patient records of approximately 1.6 
million patients with the purpose of developing new methods of 
detection, diagnosis, and prevention of acute kidney injury. The 
sharing of the data started in November 2015.760 
 
7.4 Electronic Medical Records/Electronic Health Information Systems 
and their Impact on Patient Confidentiality 
 
The increasing demand for advanced information technology in the health sector 
appears to be outpacing the law and regulations governing confidentiality right 
across all jurisdictions, and Saudi Arabia does not appear to be an exception as of 
 
756 They approached Google DeepMind Technologies Limited that had no prior experience in 
healthcare services See: Julia Powles and Hal Hodson, ‘Google DeepMind and Healthcare in an 
Age of Algorithms’ (2017) Health and Technology. 
757 ibid. 
758 Dominic King and others, ‘Letter in Response to Google DeepMind and Healthcare in an Age 
of Algorithms’ (2018) 8 Health and Technology 11 <http://link.springer.com/10.1007/s12553-018-
0228-4> accessed 11 January 2019. 
759 JA Cannataci, ‘Report of the Special Rapporteur on the Right to Privacy A/HRC/34/60’ 
(2017) 
760 Joseph A Cannataci, ‘Report of the Special Rapporteur on the Right to Privacy A/HRC/34/60’ 
(2017). 
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now. The health care settings are embracing the fluidity of the changes happening 
in the society where they strive to meet the challenges of increased demand for 
higher quality medical services for less money in an increasingly competitive 
business environment. Therefore, healthcare providers and research institutions are 
endlessly searching for solutions that would maximise efficiency at a reduced 
cost.761   
 
Most developing countries, like Saudi Arabia, face several challenges associated 
with maintaining the confidentiality of health-related information, which include 
the data subjects’ ‘diminished autonomy, language barriers, limited health literacy, 
and cultural barriers that are resulting from paternalism and social diversity.’762 For 
instance, the Arabic culture gives priority to family values over individual 
autonomy and encourages conformity to family norms. Although this may have 
helped in protecting physical and proprietary privacy, data privacy of the data 
subjects could face significant challenges in such an environment.763  Trust is 
difficult to gain and easy to lose.764 
The modern health institutions of developed and developing countries have 
continued to embrace and adopt the electronic health information systems in an 
unprecedentedly massive rate. This adoption could pose a similar threat to the 
patient’s right to confidentiality.765 In Saudi Arabia, many hospitals have 
introduced electronic health information systems (also called, e-health) to replace 
the traditional paper-based medical records and implement electronic systems.766 
Since the use of an electronic health record system is a new experience for many of 
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the health care institutions and professionals that could create a new ethical-legal 
dilemma about their duty of confidentiality. 
There has been a noticeable shift in the understanding of health information systems 
and technologies, which raises concerns about their safe use by health 
professionals.767 Understandably, the proliferative use of electronic health 
information systems for health care delivery presents significant benefits for the 
patients and the health care providers in terms of enhancing patient autonomy, 
improved patient treatment outcomes, advances in health research and public health 
surveillance, etc. However, it also presents new legal challenges including that of 
privacy and confidentiality of identifiable health information.768 For instance, 
Alhammad’s assessment of ‘outpatients’ attitudes and expectations towards 
electronic personal health records (ePHR) systems in secondary and tertiary 
hospitals in Riyadh, Saudi Arabia’ buttresses just that. The study noted that three-
quarters of the respondents believed that the security and confidentiality of their 
private health information are important. The author, however, lamented that more 
research is required to, further explore the ePHR privacy concerns of patients and 
the key factors in improving the use of ePHRs among specific populations. 769   In 
part, this raises questions of possible lacunae in the laws, in their implementation 
and/or enforcement. Because, to develop a law to handle the new challenge, we 
have to, first, understand how the technology impact on the usual professional 
relationship with the patient. 
Despite the varying degree of awareness to their right to privacy, most patients in 
Saudi Arabia appear to understand that the issue of confidentiality is important but 
are, nevertheless, in favour of permitting their healthcare providers and some family 
members to have access to healthcare or research-related data. For instance, 
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Alahmad and others (2016) studied a cross-section of patients for ‘their attitude 
towards medical and genetic confidentiality in the Saudi research biobank.’ Most 
respondents agreed to some specifically justifiable disclosures, however, they 
emphasised the importance of maintaining patient/donor confidentiality.770 
Similarly, other Saudi Arabian studies have shown patients’ qualified acceptance 
of medical students in their care for confidentiality breach concerns 771 or display 
preference to a physical examination by a lone physician.772 Some patients, studied 
on their attitude towards shared medical appointments, have shown preference to 
individual appointment approach because of concerns about possible unwarranted 
disclosure of their confidential information to strangers.773 The author, therefore, 
argues that patient confidentiality could be a decisive factor among Saudi Arabian 
patients in their willingness to, freely disclose pertinent information to their 
healthcare professionals.774 
 
7.5 Social Media Use by Healthcare Providers and its Impact on 
Patient Confidentiality 
 
Apart from the increasing use of electronic health information systems, the social 
media that is now becoming part of daily life experience for a majority of people 
with access to the internet, too pose similar risks of breach of confidentiality.775  
Social media use has become ubiquitous in all facets of the society, including and 
especially, among HCPs. This might be due to the availability of and easy 
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accessibility to the internet and other information technologies across the globe. 
Unlike before the proliferation of the internet and social media when people 
interacted on a face-to-face basis, by mail or telephones, individuals have suddenly 
found themselves interacting with strangers who might be far across the borders. 
This development has raised the temptation for internet users to unknowingly or 
negligently share even their sensitive data with completely unknown, or partially 
known third parties on the Internet. This sudden emergence of blurred boundaries 
of relationships has the potential to affect the confidential professional relationship 
between the HCPs and the patients. 
Social media are a user-created content and communications tool hosted on a web-
based application which may be in a form of networking sites e.g. Facebook or 
Twitter; media sharing sites e.g., Instagram; or blogs. Their popularity is rapidly 
rising from 'obscurity to ubiquity' 776 over the recent years. Social media use is 
prevalent in almost all sectors of human endeavours, be it social, professional, 
academic, business, or even in the healthcare sector. In the year 2018, 90.98 per 
cent of the 33.25 million Saudi populations use the Internet, and 75.19 per cent of 
those use social media.777  Just like in the other sectors, its use is even accelerating 
more quickly than envisaged.778 There increase in the use of social media for, 
among others, disseminating information among patients and professional 
colleagues,779  and recently, a source of data for surveillance and research.780 In the 
same vein, the use of social media among healthcare professionals is on the rise 
reaching about 90% among doctors and much higher among medical students as of 
2011.781 The professional relationship between the patient and HCPs may be under 
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a threat with the advent of the internet, and more specifically, the large-scale use of 
the social media platforms by individuals in the society, HCPs inclusive. 
Social media platforms generally enable users to form an online profile, to share 
personal information, to learn and keep up to date with knowledge, to facilitate 
virtual attendance at medical conferences, and to measure impact within a field.782 
In addition, in this respect, Facebook offers something unprecedented, i.e., direct 
real-time access to an individual’s social network and without the need for a tedious 
network registration by participants.783 Facebook provides such tools as ‘pages’ and 
‘groups’ that allow self-enrolment and sharing of information via groups, and 
applications (Apps) that provide direct access to all the aforementioned tools.784 
These facilities offered by the social media seem to create a virtual communication 
environment that could potentially affect how and what we communicate to whom, 
more especially within the context of the professional relationship between the 
patient and the health professionals. 
 This is even more so as social media use amongst health care professionals 
continue to increase. For instance, recent estimates of the use of social media by 
doctors have escalated dramatically from 41 per cent in 2010 to 90% in 2011, 
whereas the rates of use are above 90% for medical students.785 A growing minority 
of physicians also use social media to communicate directly with patients to 
augment clinical care,786 and for professional development through the exchange of 
knowledge and networking.787  
Furthermore, majority of modern patients, more especially those with chronic 
conditions are seeking out social media and other online sources to obtain 
information on health issues, to link up with others with similar conditions, and to 
 
782 Morgan Roupret and others, ‘European Association of Urology (@ Uroweb) Recommendations 
on the Appropriate Use of Social Media’ (2014) 66 European Urology 628. 
783 Nathan K Cobb and Amanda L Graham, ‘Health Behavior Interventions in the Age of 
Facebook’ (2012) 43 American Journal of Preventive Medicine 571 
<http://dx.doi.org/10.1016/j.amepre.2012.08.001>. 
784 Ibid. 
785 George et al Dangers and Opportunities for Social media in Medicine, p454 
786 C Lee Ventola, ‘Social Media and Health Care Professionals: Benefits, Risks, and Best 
Practices’ (2014) 39 Pharmacy and Therapeutics 491. 
787 Hana Alsobayel, ‘Use of Social Media for Professional Development by Health Care 
Professionals: A Cross-Sectional Web-Based Survey’ [2016] JMIR Medical Education. 
 168 
participate more actively in decisions affecting their health care.788 This ubiquitous 
use of social media by both HCPs and patients in recent years show that these 
technologies will soon be part of modern medicine.789 
The use of social media through smartphones or computer has become a common 
outlet where patient’s confidential information could leak because practitioners are 
most likely to use it for exchanging information about patient care (including 
sensitive patient information). It is instructive to note that Saudi literature on 
medical/clinical ethics remains limited in terms of volume and scope.790  A study 
by Al Qaryan and others has noted that a significant proportion of medical interns 
used personal mobiles to keep in contact with team members regarding the patient, 
while some 16 per cent of participants did not have any security features on their 
smartphones.791Although this study relates to medical interns and final year 
students, in the absence of similar Saudi study on qualified professionals, its 
findings could serve as a tip of an iceberg in this respect. A similar study among 
dentists in Saudi Arabia shows that more than half of the respondents admitted 
using social media in their practice merely for ‘marketing of their dental practice 
and broadcasting treatment outcome‘.792 
This discussion takes into consideration the context of the larger society in which 
the social media is considered as a useful tool for sharing personal information with 
friends and family members in the social circle, which health providers may find 
them involved with just like any other member of the society. The public, the patient 
as well as healthcare professionals use it frequently because of its distinctive 
features e.g., encouraging greater interactions with others, it is free, available, 
shared, and personalized information; and it is readily accessible with wider 
 
788  Daniel R George, Anita M Navarro, Kelly K Stazyk, Melissa A Clark and Michael J Green, 
‘Ethical Quandaries and Facebook Use: How Medical Students Think They (and Their Peers) 
Should (and Would) Act?’ (2014) 5(2) AJON Empirical Bioethics 68-79 at 13. 
454 
789 Ibid 
790 Abdulaziz F. Alkabba and others, 'The major medical ethical challenges facing the public and 
healthcare providers in Saudi Arabia' (2012) 19(1) Journal of Family and Community Medicine 1 
791 Alqaryan S and others, 
792 Abed A-H Hamasha and others, ‘Social Media Utilization among Dental Practitioner in 
Riyadh, Saudi Arabia’ (2019) 13 The Open Dentistry Journal <https://opendentistryjournal.com> 
accessed 22 March 2019. 
 169 
coverage. It can also be used to provide peer/social/emotional support or, to support 
public health surveillance, and therefore, has the potential to influence health 
policy.793 
 
Conversely, Cooper’s Professional Boundaries and the Law reviewed the main 
aspects of UK legislation related to professional boundaries in social works 
profession and advised social workers to be acquainted with the relevant laws and 
official guidance relating to their line of work as ignorance or lack of training is no 
excuse. 794 Collingwood made an extensive exploration for the adequacy of 
available privacy protection in the light of the challenges raised by online 
communicating between individuals under the English legal system. 795 In addition, 
McLean and Mason had delved into the ethical and legal aspects of confidentiality 
and disclosures relating to health care. Their study, which was based on the UK 
legal system, would be remembered for the notable conclusion that medical 
confidentiality has a ‘nugatory value,’ because of the difficulties of successfully 
litigating against a healthcare provider based purely on breach of confidence.796 
However, the litigation procedures for privacy issues are different under the Saudi 
laws, which hold healthcare professionals criminally liable for unlawful disclosure 
of a patient’s confidential information to third parties. Smith aimed to ‘understand 
student nurses’ ethical and unethical behaviour and boundaries, and to learn how 
the faculty could promote ethical conduct in nursing students.’ 797 She explored the 
correlations between the differences in student nurses’ unethical behaviour by age 
and clinical cohort and the utilization of social media. Although her study was about 
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social media use by a healthcare provider (nurses), it was by no means a legal study 
but a search for the educational needs of prospective nurses. 
On the other hand, Azizi discussed the issues surrounding online social networking, 
and the implications of the use of these sites by healthcare professionals, with the 
conclusion that social networking embraces both benefits and risks.798 Likewise, 
Griew et al799 attempted to conceptualise a categorisation of healthcare providers 
according to ‘who should know’ (healthcare providers like doctors, nurses etc.) and 
‘who can be allowed to know’ (clerical staff etc.) for mapping out a data security 
strategy on electronic health information system. Their study was generally about 
protecting electronic patient record. 
From the other jurisdictions as well, numerous similar studies have been conducted 
on social media use and or on patient’s privacy/confidentiality but with different 
focuses. For instance, a New Zealand study examined the nature and extent of the 
use of Facebook by young medical graduates, and their utilisation of privacy 
options. Their survey of recent graduates of medical colleges found that 63% of 
medical school graduates had a Facebook account, and in nearly half of that, their 
account privacy settings are public.800  
Similarly, one of the numerous US studies on the use of social media by healthcare 
providers explored the prevalence of, and the extent to which they use, social media 
in clinical practice, and their decision-making process when dealing with 
information accessed on social media.801  The study illuminated on the demeanour 
of medical professionals on social media, in particular, whether they do search for 
patient’s profile on social media, and how they respond to adolescent profile 
information on social media. Another US study that is worth mentioning here is one 
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done by Ventola.802 The study explored the nature of social media, social media use 
by healthcare professionals and social media for healthcare professionals and 
warned on the potential risks to patients and healthcare professionals that include 
breaches of patient privacy and violation of personal/professional boundaries.  
 
The social media, whether used by individual HCPs, by healthcare institutions or 
by the patients have a lot to offer in terms of creating a new approach to networking, 
seeking and sharing information about health needs, or communicating with others. 
It has created opportunities for communications between healthcare professionals 
and institutions on the one part, and the patients on the other, as well as 
communication among patient populations. However, the hitherto clear 
confidential relationship and boundary become blurred with the result that, 
individually identifiable health information may be disclosed to third parties. 
 
 
7.5.1 The Benefits of Social Media in Healthcare Communication 
 
There is no doubt that the social media heralds numerous all-encompassing benefits 
for health communication between and among the public, patients and HCPs. Social 
media users can control the dynamics of the interaction and therefore, can increase 
the frequency and number of interactions. Therefore, social media and blog sites 
provide for a more readily available, shared and customised health information to 
deal with health issues, 803 with a potential to improving health outcomes. 804 Just 
like most other jurisdictions, social media use among Saudi Arabian citizens and 
residents is high.  
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Social media has largely affected the practice of medicine (and other health care 
professions), perhaps most publicly by facilitating improved communication with 
and among patients.805 One of the main benefits of social media for health care 
communication is the availability and broadening access to health information to 
all, irrespective of gender, age, socio-economic status, race, or geographic locality, 
as compared to conventional communication approaches.806 Social media also can 
provide for easier and wider access than in the traditional methods where some 
people, such as the youth and those in the lower socioeconomic groups would not 
have easy access to health information.807 Facebook offers something 
unprecedented, i.e., direct access to someone’s social network, without the 
necessity of enrolment by participants. 808 
 
In addition, health-related social media sites have changed traditional patient-
physician relationships. Even among Saudi Arabian patients, social media use for 
health communication is on the rise. A study of Saudi Arabian patients indicates 
that patients feel comfortable to access social media to take care of their health.809 
Social media provide an accessible platform for discussing sensitive and complex 
issues/information with health professionals. In some social networking sites, 
patients form groups, share experiences and assist each other.810  Social media 
provides the health care professionals with the wherewithal to share professional 
information, to debate health care issues related to policies and/or practices, and 
post beneficial comments to both the patients and colleagues.811 Health care 
professionals can also use social media to potentially improve patient’s health 
outcomes, develop a professional network, keep up to date with news and 
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discoveries, motivate patients on their illnesses and treatment options, as well as 
provide a piece of reliable health information to the community.812  
 
For instance, the Google Hangout platform provides a forum where the health care 
provider can communicate or interact with his or her patients. They can also use it 
to follow up on their patients’ conditions and to proffer appropriate measures before 
complications set in.813 A study of a group of Saudi Arabian resident doctors in 
2018 has shown that a significant number of them (28 per cent) have affirmed that 
they do access medical information of their patients through the social media, in 
addition to the conventional sources.814 
 
The era of communicating disease information through leaflets and pamphlets is 
running into extinction giving in to the easy, available and low-cost use of social 
media fora. Therefore, many health care professionals and institutions take 
advantage of these benefits that become available by merely joining the social 
media platform.815 An example of such experience is the one shared by the 
European Association of Urologists where the association used the social media to 
keep its members updated with urologic literature and news, follow live reportage 
of academic conferences, participate in the discourse on a barrage of ideas, and 
network with colleagues from around the world.816 In short, social media can, for 
instance, help urologists to access, contextualize, and engage with academic 
medical content.817  
 
Conversely, health care institutions are increasingly getting involved in social 
media both, as a marketing avenue and a platform for providing information about 
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their available services.818 Similarly, another Saudi Arabian study has affirmed that 
patients, healthcare workers and health institutions use social media networks for 
health education and to disseminate useful health information, especially during 
epidemics of infectious diseases, e.g., the 2009 H1N1 (and recently the Middle East 
Respiratory Corona Virus) epidemics,819 potentially for communicating Ebola 
Virus information,820 and even during natural disasters.821The Saudi Ministry of 
Health, too, has a unified social media account to communicate with the public.822 
 
The social media not only supports healthcare processes through gathering and 
sharing information among communities and groups but, in this way, it also 
supports patient empowerment by getting patients into the position to take control 
of their healthcare needs.823 The communities of networking and data-sharing 
platforms encourage and support sharing experiences about their sickness 
conditions, and treatment options/outcomes, as well as enable members to track 
personal health and be actively involved in their care.824 
 
Another health communication use of social media is in the field of public health 
surveillance. Social media are recently being seen as a source of data for 
surveillance and research by providing an opportunity for real-time and at relatively 
low-cost communication tool to track public concerns or capture discourses being 
undertaken outside of the traditional media channels.825 These may include 
monitoring public response to health issues, tracking and monitoring disease 
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outbreak, identifying target areas for intervention efforts, and for disseminating 
pertinent health information to targeted communities.826 Moreover, social media is 
also used to recruit patients for clinical trials based on social media profiles or the 
mining of such data for epidemiological studies or to crowdsource answers to 
individual clinical questions, e.g., use of posted tweets data to detect and monitor 
disease activity such cholera outbreaks.827 
 
While social media are primarily used for social interactions and keeping in touch 
with friends and family, we have realised from the foregoing that they are 
increasingly being used for health-related purposes.828 Both patients and healthcare 
professionals use social media for different purposes. The patient, for increasing 
knowledge and exchanging advice, and the healthcare professional, ‘for 
communication with their colleagues and marketing reasons,’ but the patients have 
raised concern about privacy issues and unreliability of the information, so obtained 
therefrom.829 
 
Social media can also contribute to medicine by improving communication with 
patients, enhancing professional development, and contributing to public health 
research and service,830 thereby enhancing better outcomes.831 Therefore, Social 
media is revolutionizing healthcare delivery, and its benefits overcome its 
drawbacks,832 however, the discourse on the dangers of social media use for health 
care has overshadowed the consideration of its potential benefits.833 
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Therefore, the main challenge that healthcare professionals in Saudi Arabia, as in 
elsewhere, face on social media is how to keep appropriate professional 
relationships boundaries safe when interacting with patients online and, how to 
ensure the maintenance of patient privacy/confidentiality.834 Therefore, the health 
care professionals’ online behaviour and content of their posts can adversely affect 
their professional reputation, which may ultimately have far-reaching consequences 
on their careers as well. Unsurprisingly, the UK’s General Medical Council advises 
doctors to ‘make sure that (their) conduct at all times justifies their patients' trust in 
them and the public's trust in the profession.’835 Similarly, under the Saudi Arabian 
Code of Ethics for Healthcare Professionals, the knowledge of the health 
practitioner about the patient’s secrets does not entitle him/her to disclose them or 
talking about them in a way that would lead to their disclosure, except as otherwise 
lawfully justifiable.836 However, such lawful justification must pass the triple test 
of legality, legitimate aim and proportionality. 
 




There is no doubt from the above elaborations of the benefits of social media in 
health care that social media use in health care is a welcome idea. However, it has 
its limitations and dangers. The quality of information derived from the data of 
social media interactions is usually variable and inconsistent, as social media tools 
are largely an informal and unregulated tool used for data collection, sharing, and 
dissemination.837 Both the patients (and the public at large) as well as, the health 
care professionals may encounter certain barriers to the use of social media. For the 
patients and other users of social media, their main concern is the risk of privacy 
 
834 Alsughayr: Social Media and Healthcare 108. 
835 GMC, Good Medical Practice (2013) available at < https://www.gmc-
uk.org/guidance/good_medical_practice.asp> accessed 10 January 2017 
836 The Saudi Commission for Health Specialties, Code of Ethics for Healthcare Practitioners 
(2014) <http://www.scfhs.org.sa/en/registration/ClassAndRegister/Reregister/Documents/Ethics 
for Health Practitioners.pdf>. 20 para E 
837 Gunther Eysenbach, 11/36 
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infringement and the unreliability of the information obtained therein,  whereas the 
professionals’ main barriers were inefficiency and lack of skills.838 
However, by their nature, medical practice and social media use are contradictory. 
Medicine, by its nature, involves private communications, privacy, confidentiality, 
and formal conduct, whereas social media entails values sharing and openness, 
connection and transparency, and informality. Therefore, any attempt to converge 
the two could create some concern in the medical field.839 Hence, social media fora, 
like Facebook, Twitter, WhatsApp as well as the ubiquitous search engines like 
Google, are raising an unprecedented level of medical-legal/ethical dilemmas as 
doctors (and, by extension and implications, other health care professionals) around 
the world struggle to responsibly incorporate these new technologies into their 
professional lives.840 
Undoubtedly, these concerns might have stemmed from the issues of 
privacy/confidentiality, consent, professional/public/private boundaries, and other 
ethical issues of consequence to health professionals.841 Curiously, because of such 
concerns from the majority of social media users, including health care 
professionals, the social media sites have swiftly developed some more robust 
privacy controls to enable users to have greater control over their privacies on the 
platform. In addition, emerging evidence abound showing that medical 
professionals have discovered a new means of safely and productively navigating 
through social media for use in health care.842 These moves could illustrate that 
social media has been accepted as a tool to complement modern medical practice 
as it could provide unprecedented opportunities for cost-effective 2-way 
communication between health professionals and patients.843 Despite the currently 
available privacy safeguards, and the ability of users to navigate safely, there still 
 
838 Antheunis, Tates and Nieboer, op cit (note 799). 
839 George et al op cit (note 749) 
840 Sharmila Devi, ‘Facebook Friend Request from a Patient? (2011) 
www.thelancet.com>Vol 377 2 April 2011, 1141. 




exist the potential risks of blurring the boundaries to professional confidential 
relationships. This could be due to the tendency that healthcare professionals and 
institutions disproportionately process the patient’s data beyond the legitimate aim 
for the data collection. 
 
Therefore, all users of social media should also be cautious of the inherent risks 
associated with the unaccredited nature of the information.844 Moreover, social 
media use also has the potential to create dual (professional versus private) 
relationships between health care professionals and patients, or blur the boundaries 
of the patient/professional relationship.845 The potential risk associated with 
breaching patient confidentiality or posting unprofessional content846 can be 
brought about by the ‘immediate and extensive visibility of online postings, and 
their permanence on the sites.’847 
In other climes, for instance, severe data losses in England were reported to the 
Department of Health in the year 2012, mostly involving the loss or theft of data, 
while almost one-third were related to unauthorised disclosures.848Another report 
released to Guardian Healthcare showed that 16 trusts had brought 72 separate 
actions against their staff for inappropriately using social media at various times 
between 2008 and October 2011. The ‘inappropriate use’ further includes 
inappropriate conversations/comments on/about patient/patient-care or, posting 
pictures of the workplace on the social media platform.849 More often, social media 
users are, often, unaware of the risks of wrongful disclosure of personal information 
 
844 Henry Nyongesa op cit (note 783) 3. 
845 Gabriel T. Bosslet The Patient–Doctor Relationship and Online Social Networks: 
Results of a National Survey, 1168. 
846 Marcio von Muhlen, op cit (note 775) 779 
847 Suzanne Marnocha, ‘Unprofessional Content Posted Online Among Nursing Students’ (2015)  
40(3) Nurse Educator 119. 
848 Ibid.  
849 Sade Laja, Trusts Reveal Staff Abuse of Social Media The Guardian Wednesday 9 November 
2011 available at <http://www.theguardian.com/healthcare-network/2011/nov/09/trusts-reveal-
staff-abuse-of-social-media-facebook> accessed: 11 May 2016. 
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online,850 or of sharing harmful or incorrect advice on social media.851  Just like the 
other members of the public, it is clear that some clinicians also make use of social 
media in their professional lives, but respect for privacy remains a matter of concern 
for everyone.852 In Saudi Arabia as well, the patient’s privacy is among the top 
dilemmas for public and private healthcare practitioners.853 
The main challenge that health care professionals face on social media is how to 
keep professional and appropriate boundaries safe when interacting with patients 
online and, how to ensure that patient privacy and confidentiality are maintained.854 
Therefore, the health care professionals’ online behaviour and content of their posts 
can adversely affect their professional reputation that may ultimately have far-
reaching consequences on their careers as well. Unfortunately, the hospital 
organisation is incapable of controlling the professionals’ conversations on social 
media. At best, the hospital and professional bodies may develop a robust policy or 
guideline holding the professionals to be responsible for their online behaviour.855 
Unsurprisingly, the Saudi ethical code that prohibits the healthcare practitioner 
from abusing the patient’s trust and rights856 just like the UK’s General Medical 
Council advice that doctors should ‘make sure that (their) conduct at all times 
justifies (their) patients' trust in (them) and the public's trust in the profession’.857  
Accordingly, under the Saudi Arabian laws, although there is no explicit legislation 
that specifically regulates the online behaviour of HCPs, the Cyber-crime law 
 
850 SA Adams, ‘Blog-based Applications and Health information: Two Case studies that Illustrate 
Important Questions for Consumer Health Informatics (CHI) research’ (2010) 79(6) International 
Journal of Medical Informatics e89-e96. 
851 SA Adams, 2010. ‘Revisiting the Online Health Information Reliability Debate in the Wake of 
“Web 2.0”: an Inter-disciplinary Literature and Website Review’ (2020) 79 (6) International 
journal of Medical Informatics 391-400. 
852  C Lee Ventola, op cit (note 782). 
853 Shouki A. Ebad, Emad S. Jaha, and Mohammed A. Al-Qadhi, 'Analyzing privacy requirements: 
A case study of healthcare in Saudi Arabia' (2014) 41(1) Informatics for Health and Social Care 
47–63 
854 AbdulR Alsughayr, ‘Social Media in Healthcare: Uses, Risks, and Barriers’ (2015) 3 Saudi 
Journal of Medicine and Medical Sciences 105 (108). 
855 Nyongesa et al (note 783). 
856 The Saudi Commission for Health Specialties, Code of Ethics for Healthcare Practitioners 
(2014) p. 14 available at <http://www.scfhs.org.sa/Reglations/CR/Documents/ مارس أخالقيات الم
 .pdf> accessed 2 April 2020.الصحي
857 GMC, ‘Good Medical Practice’ (2013) <www.gmc-uk.org/guidance.> accessed 28 September 
2019. 
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prohibits defamation and infliction of damage upon others using various 
information technology devices. Such an offence could attract imprisonment for a 
period not exceeding one year and a fine not exceeding five hundred thousand riyals 
or to either punishment.858 In other words, if healthcare professional posts the 
patient’s pictures or otherwise defame a patient using social media, for example, 
he/she may be subjected to the same punishment under this law. 
 
7.6 The Impact of e-Health Technologies on Patients’ Confidentiality 
Right 
 
Another evolving new technology that is used for collecting and managing patients’ 
health information is the e-health concept. E-health is a rather new healthcare 
practice supported by information technology that evolved within the preceding 
decade859. This concept, which is referred to as e-health for any kind on-line or off-
line computer-based application or electronic device, or m-health for any (mobile) 
monitoring system that healthcare professionals use in the healthcare practice to 
monitor or improve the patient’s health status 860. Other similar concepts with like 
impact on patient confidentiality include ePrescribing (access to prescribing 
options, printing prescriptions to patients and sometimes electronic transmission of 
prescriptions from doctors to pharmacists), telemedicine (physical and 
psychological diagnosis and treatments at a distance, including tele-monitoring of 
patients’ functions), wearable, fitness trackers, among others still evolving. 
E-Health or similar applications offer healthcare professionals access to medical 
knowledge and patient data at the point of care but studies have emphasized that 
they could be potentially dangerous 861. However, these advantages of e-health are 
not without some corresponding disadvantages. There several concerns related to 
 
858 Abdullah Bin Abdulaziz, ‘Anti-Cyber Crime Law’ 15, Article 3. 
859 V Della Mea, ‘What Is E-Health (2): The Death of Telemedicine?’ (2001) 3 Journal of Medical 
Internet research E22. 
860 Ramon Kampmeijer and others, ‘The Use of E-Health and m-Health Tools in Health Promotion 
and Primary Prevention among Older Adults: A Systematic Literature Review’ (2016) 16 BMC 
Health Services Research 290 <http://www.ncbi.nlm.nih.gov/pubmed/27608677> accessed 29 
January 2019. 
861 Thomas Lorchan Lewis and Jeremy C Wyatt, ‘MHealth and Mobile Medical Apps: A 
Framework to Assess Risk and Promote Safer Use.’ (2014) 16 Journal of Medical Internet 
Research e210. 
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treatment credibility, user privacy and confidentiality. These new applications 
might potentially empower patients to get healthier or possibly enhance clinicians 
to become more effective and efficient862. Physicians now have new ways to 
conduct professional communication, have easier access to decision support and 
expedited, efficient specialist consultation863.  
The modern internet-enabled smartphones with health technologies are easy to use 
and portable, but they are easy prey for hackers. This is because a smartphone is 
like a micro-computer that has a microphone, a camera, a GPS and an antenna to 
connect from, and share all your information including telephone numbers, address, 
emails, photos, contacts and, bank accounts and credit cards to anywhere. 
Therefore, a smartphone could be a dangerous treasure of our delicate information 
that arguably becomes part of our life, but a very high risk.864 The potential risks to 
recording, storing and sharing patient information or images on such devices may 
further intensify if electronic mobile devices are hacked, lost or stolen.865 Mobile 
security risks are high because eHealth tools give hackers ‘easier direct access to 
more valuable organizational assets than any other intrusion point.’ 866 The reports 
of data protection violations seem to outweigh the magnitude of real damage to 
health caused by health apps.867 
The e-health technologies, no doubt, offer the patients and doctors, to remotely 
interact and communicate to diagnose and manage the patient’s ailments without 
the necessity for a face-to-face encounter. However, the use of these tools along 
 
862 Peter Musiat, Philip Goldstone and Nicholas Tarrier, ‘Understanding the Acceptability of E-
Mental Health-Attitudes and Expectations towards Computerised Self-Help Treatments for Mental 
Health Problems’ (2014) 14 BMC Psychiatry 109 <www.virtualclinic.org.au> accessed 29 January 
2019. 
863 Matthew Bromwich and Rebecca Bromwich, ‘Privacy Risks When Using Mobile Devices in 
Health Care.’ (2016) 188 CMAJ : Canadian Medical Association journal = journal de 
l’Association medicale canadienne 855 <http://www.ncbi.nlm.nih.gov/pubmed/27221271> 
accessed 30 January 2019. 
864 Bayardo Alvarez, Carrie McGlaughlin and Axel Wirth, ‘The Benefits and Risks of Health 
Technology in the Digital Era – HIMSS Privacy and Security’ (Privacy/Data Privacy Day, 2017) 
<https://staysafeonline.org/blog/health-technology-digital-era-benefits-risks/> accessed 30 January 
2019. 
865 Bromwich and Bromwich (n 833). 
866 Vera Gruessner, ‘Why Mobile Security Risks Are Healthcare’s Biggest Liability’ 
<https://mhealthintelligence.com/news/why-mobile-security-risks-are-healthcares-biggest-
liability> accessed 30 January 2019. 
867 UV Albrecht, ‘Rationale’ [2016] Chances and Risks of Mobile Health Apps (CHARISMHA) 2. 
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with cloud services allows for the collection and processing of huge amount of 
health information, which may ultimately come to the possession of third parties 
without the knowledge and consent of the data subjects. Instructively, the Saudi 
Telemedicine Regulations only requires compliance with the health information 
exchange policy (SeHE), including ‘all relevant data security and privacy 
requirements, and be compliant with interoperability frameworks and/or 
HIPAA’.868 However, the regulation does not explain what these ‘relevant data 
securities and privacy requirements’ are, nor define what HIPAA signifies in its 
table of acronyms. It is this thesis’ assumption that the HIPAA is referring to the 
US’ Health information portability and accountability Act of 1996 that provides 
data privacy and security provisions for safeguarding medical information. Apart 
from the e-Health tools discussed supra, there are several technologies in the 
hospitals, malls, public places and the street that collect, analyse and store our data 
daily. Consequently, by merely walking out of your home to work or school, 
multiple cameras prowling around would have tracked your movement such that it 
would not be difficult to reconstruct your tracks with great precision, although you 
not known about it, not given consent to it. More often, you find signpost in public 
places alerting people of the presence of CCTV camera, whereupon, the only option 
open for non-consent is to avoid going to such places. However, that would only 
potentially mean that one could only avoid these cameras in modern cities by 
staying indoors at home without going out to work. This would not only be 
impracticable, but it could also have a serious ramification on society as a whole. 
Therefore, it could be argued that, these serious privacy concerns create new 
challenges to privacy laws. As a result, it is appropriate to assess whether there exist 
adequate legal protection and safeguards to information privacy and confidentiality 
 
868 3.1.17. Telemedicine Regulations in the Kingdom of Saudi Arabia, V1.3 of 29/06/2018 
available at 
<https://nhic.gov.sa/en/Initiatives/Documents/Saudi%20Arabia%20Telemedicine%20Policy.pdf> 
accessed 25 September 2019 
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under the current laws, 869 or whether there are substantial gaps in the legal regime 
that need to be filled by new laws or regulations. 870 
The key successful data protection related to e-Health would seem to the consistent 
implementation of the existing laws along with obtaining valid informed consent 
freely given, to enable data users to take their own decision with regards to the 
sharing of their data. 
7.7 Cloud Computing and its impact on Privacy and Confidentiality 
Information Technology plays a strong role in the health and patient care arenas 
with cloud computing slowly beginning to make its mark. When using the cloud 
for e-health, security and privacy issues are most important, which should be 
addressed before cloud computing could be adopted successfully by all quarters.871 
Consequently, stakeholders of the healthcare sector are concerned about privacy, 
thereby triggering the need to seek for proper measures to protect it.872 However, 
current cloud services usually expose these data on a machine owned and operated 
by a third-party organization, in an unencrypted form.873 The result of a study with 
a question on whether privacy is an important issue in cloud computing, where 55 
per cent respondents in a study agreed that privacy is an important issue in health 
sectors, 25 per cent of them said no and rest (10 per cent) did not answer. Privacy 
ranks at the top of the list of reasons for the slow adoption rate of cloud computing. 
Eighty-five per cent of the respondents agreed that the information transfer from 
one hospital to another threatens patients’ privacy while 5 per cent said no and the 
rest (10 per cent) did not respond. On the safety of data, half of the respondents 
agreed that patient health records are not safe in cloud computing in health 
sectors.874 
 
869 Aneurin Hughes, ‘A Question of Adequacy? The European Union’s Approach to Assessing the 
Privacy Amendment (Private Sector) Act 2000 (Cth)’ (2001) 24 UNSW Law Journal 270 
<http://www.austlii.edu.au/au/journals/UNSWLJ/2001/5.html>. 
870 Virginia Law and Richard A Falk, ‘’The Adequacy of Contemporary Theories of International 
Law: Gaps in Legal Thinking’ (1964) 50 Virginia Law Review 231. 
871 Emna Chikhaoui, Jawahitha Sarabdeen and Rehana Parveen, ‘Privacy and Security Issues in the 
Use of Clouds in E-Health in the Kingdom of Saudi Arabia’ [2017] Communications of the IBIMA. 
872 Ibid 1. 
873 Chikhaoui, Sarabdeen and Parveen (n 841). 2. 
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In early 2018 (following a public consultation process held during 2016), the Saudi 
Communications and Information Technology Commission (CITC) issued the 
Cloud Computing Regulatory Framework (CCRF).875 The CCRF entered into force 
30 days from its publication on 6 February 2018 (corresponding to 20 Jumada Al-
Awwal 1439 H), and thus came into effect on 8 March 2018. The CITC aims to 
stimulate investment, localize cloud computing services in the Kingdom, and issue 
guidelines on its use for all segments of users, whether individuals, government 
sector and private sector.876The CCRF applies to the ownership, operation, or 
offering of access to datacentres or cloud systems in Saudi Arabia where a Cloud 
Service Provider (CSP) is processing or storing customer content within the 
Kingdom. The CCRF requirements apply regardless of whether the CSP captured 
by the regime was the same entity that concluded the cloud contract with the Cloud 
Customer(s) in question. 877  
The CCRF provides that ‘Customer Content can be subject to any of the four 
different levels of information security, depending on the required level of 
preservation of the Customer Content's confidentiality, integrity, and availability.’ 
The first three levels apply to data of private customers, with non-sensitive 
customer data in level 1, sensitive customer data in level 2, and data from private 
sector industries, subject to any sector-specific rules or decision by the regulator, is 
on level 3.878  Any Customer Content from private sector-regulated industries is 
subject to a level categorisation by virtue of sector-specific rules or a decision by a 
regulatory authority. Cloud users are responsible for categorizing the levels,879 
otherwise, the general assumptions under Article 3.3.4 apply, i.e., private 
 
875 CITC, ‘Public Consultation Document on the Proposed Regulation for Cloud Computing’ 
(2016) <http://www.citc.gov.sa/en/new/publicConsultation/Documents/143703_en.pdf> accessed 
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876 MICT, ‘CITC Issues Public Consultation Document on “Proposed Regulation of Cloud 
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individuals domiciled in the Kingdom, and others not otherwise categorised (Level 
1); private corporate entities registered in or with local address in the Kingdom 
(Level 2) and government agencies (Level 3). 
Accordingly, the Framework prohibits cloud service providers from processing any 
Level 1 or Level 2 customer content without obtaining the customers’ prior explicit 
consent via an ‘opt-in’ or ‘opt-out’ mechanism.880 Furthermore, the Framework 
mandates the cloud service providers to only inform their customers in advance 
whether their customer content will be permanently or temporarily transferred, 
stored, or processed outside of Saudi Arabia.881 The Framework obliges CSPs to 
inform customers of a security breach immediately.882 Under the Framework, ‘User 
Data’ shall mean: 
Any data relating to an identified physical person who is a Cloud 
User or to such a Cloud User that can be identified, directly or 
indirectly, in particular by reference to an identification number 
or to one or more factors which allow that person to be 
identified.883 
The Framework further requires CSPs to report security breaches or information 
leakage that those CSPs become aware of, insofar as such breach or leakage affects 
or is likely to affect those cloud users’ cloud content, user data or any cloud services 
they receive from that CSP.884 In addition, under Article 3.3.11 of the CCFR, 
customers have the right to access, verify, modify or delete their data.885 
Although the Framework looks lofty and promising, the standard data-protection 
principles (e.g., purpose limitation, transparency, data collection limitation, consent 
etc.), and rights of data subjects (e.g., right to objection to processing, compensation 
for damages etc.) have not been adequately addressed therein. It is unclear, what 
remedies lay to the aggrieved cloud user upon being informed by the CSP of the 
breach of his data. Furthermore, the CCRF does not specify the quantum of 
penalties, but that any violation of its provisions shall incur such penalties as ‘the 
 
880 Article 3.4.3.2 of the CCFR, 2018. 
881 Article 3.3.11 of the CCRF, 2018. 
882 Article 3.3.1 of the 8 CCRF, 2018. 
883 Article 2.2.13 of the CCFR, 2018 
884 Article 3.3.11 of the CCFR, 2018 
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[CITC] may impose under the statutes’. The statutes include the Anti-Cyber Crime 
Law886 and the Electronic Transactions Law887, and any laws or provisions that may 
amend or replace them in the future.888 
7.8. Summary of Current Challenges to Patient Confidentiality 
Although a wide range of Shari’ah inspired laws and regulations protect 
information privacy under Saudi laws, the current system suffers from several 
significant flaws. For instance, because the laws have tended to develop in an 
irregular and largely sporadic fashion, there are substantial gaps in the information 
privacy protections offered to individual citizens. This is because legal reform in 
this area is typically reactive, with the law responding to rapid and often unexpected 
changes in the technological landscape of privacy, surveillance, and data sharing. 
Equally, although concerns about the widespread use of information technology has 
increased in recent years, public area surveillance remains relatively unregulated 
when compared to other, similarly intrusive forms of state surveillance and 
information gathering.  
Furthermore, the rules and regulations that govern information privacy and the use 
of personal information are not based on any single rationale or set of stated 
principles. The absence of clearly defined, overarching principles means that each 
piece of legislation, a line of judicial decision, or a code of practice has to be 
understood and interpreted within its specific context. This can make the task of 
determining what rules apply to any given form of data collection or processing, 
complex and time-consuming and increases the likelihood that individuals will have 
their privacy breached or abused by unlawful disclosure to unknown third parties. 
Therefore, it could be argued that these serious privacy concerns create new 
challenges to privacy. As a result, it is pertinent to assess whether information 
privacy is being adequately protected, or whether there are substantial gaps in the 
legal regime that need to be filled by new laws or regulations. Other necessary steps 
 
886 Issued under the Council of Ministers Decision No. 79, dated 7/3/1428 H, and approved by 
Royal Decree No. M/17, dated 8/3/1428H 
887 Issued under the Council of Ministers Decision No. 80 dated 7/3/1428 H and approved by 
Royal Decree No. M/18 dated of 8/3/1428H 
888 Article 3.10.1, Cloud Computing Regulatory Framework (CCRF) 2018 
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to reduce this risk could include strengthening the regulatory safeguards for 
protecting the privacy and personal data from abuse and misuse. In respect of the 
Saudi Arabian settings, the assessment by triple test has shown that, such 
safeguards, defective and inadequate. Before the chapter delves into the instances 
of the challenges to patient confidentiality, let us address the questions raised 
related to the triple test. 
 
7.8.1 Technological Challenges to Compliance with Patient Confidentiality  
 
In addition to the dangers attributable to the use of social media for healthcare 
communication, another factor that could affect the patient’s confidentiality rights 
is the unprecedented rate of establishment of electronic health information systems 
by healthcare institutions in Saudi Arabia.  Many hospitals have introduced 
electronic health information systems (also called, E-health) to replace the 
traditional paper-based medical records 889 and implement electronic systems.890  
 
Since the use of an electronic health record system is a new experience for many of 
the health care professionals in Saudi Arabia, this could create a new ethical-legal 
dilemma about their duty of confidentiality. Therefore, given to the special 
professional relationship of confidence which traditionally bonds the healthcare 
practitioner with the patient, the use of these technologies by the healthcare 
professionals portends a new risk of breach of that duty of confidentiality. Although 
the patient’s right to demand confidentiality of his information is not absolute, an 
unlawful breach could result in a crime, an actionable tort, or become a subject of 
disciplinary action. 
 
This risk is further exacerbated by the ubiquitous nature of those technologies all 
over the world. The world continues to embrace them even more on every evolving 
 
889 Sulaiman Bah and others, ‘Annual Survey on the Level and Extent of Usage of Electronic 
Health Records in Government-Related Hospitals in Eastern Province, Saudi Arabia.’ [2011] 
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890 Khaled Alsulame, Mohamed Khalifa and Mowafa Househ, ‘E-Health Status in Saudi Arabia: A 
Review of Current Literature’ (2016) 5 Health Policy and Technology 204 
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day. It would seem proper to contextualise the challenge in the Saudi Arabian 
jurisdiction. For instance, in Saudi Arabia, as part of its popularly coined Vision 
2030, the Kingdom has an ambitious technological growth plan in the healthcare 
sector to ensure a smooth integration of medical records among their health care 
institutions. The plan includes the integration of electronic health information 
records of the primary healthcare clinics with that of the specialist tertiary health 
institutions to enable healthcare professionals to, securely and seamlessly, share 
patient data as they deal with millions of patients annually.891 In view of the 
increasing and rapid demand for healthcare services, and a blossoming information 
communication technology (ICT) community, this ambitious government’s plan 
could help it to achieve its vision of becoming a regional (and possibly, global) 
leader in information technology (IT) healthcare systems development and 
adoption.892  
 
Several indicators seem to suggest that the Saudi healthcare industry could maintain 
the momentum of its rapid growth, at least, in the near future. The most prominent 
indicator of this direction is the growing desire among the current population to 
improve their wellbeing.893 In addition to the immensely growing Saudi healthcare 
workforce,894 the Kingdom of Saudi Arabia has been welcoming hundreds of 
thousands of healthcare practitioners from all over the globe.895This could have a 
significant implication on the clinicians’ perceptions related to patient 
confidentiality given the diversity of their training and practice backgrounds.896  
 
Privacy issues have almost always delayed the adoption of such systems like cloud 
computing in Saudi Arabia. Some of the major barriers to adopting electronic 
information systems are the lack of practical knowledge among users, and weak 
 
891 Chikhaoui, Sarabdeen and Parveen (n 841). 7. 
892 ibid.7. 
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894 Saudi MOH Statistics Book, Health Personnel in Hospitals of MOH by Profession and 
Nationality up Personnel in SRCA by Professional available at < http://www.cdsi.gov.sa/en/3272 
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895 Saudi Code p8 
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laws dealing with privacy.897 Many countries, including Saudi Arabia, until now, 
do not yet have a comprehensive data protection law though they have devised 
strategic plans for privacy protection.898Moreover, integration or interlace of 
electronic health records between entities or among clusters of hospitals could 
present a huge challenge and a serious concern related to unauthorized access, 
security violation, and difficulties in securing a safe and seamless transfer from one 
hospital to another.899 Consequently, the increasing electronic health information 
systems would require a suitable legal and ethical environment that safeguards data 
privacy, security and confidentiality. In particular, there must be respect, and taking 
responsibility, for fundamental human rights and, especially, the right to privacy 
and confidentiality of sensitive patient’s data by the healthcare professionals and 
health institutions.900  
 
In view of the arguably universal nature of medical practices and human right to 
privacy/confidentiality, this chapter undertakes a general review of the benefits and 
dangers of embracing the new information technologies and its impact on the 
confidentiality of sensitive health data.  The focal point is the impact of these 
information technologies on the confidentiality of patients’ data, and the possible 
gap, if any, between technology and the law, has been adequately bridged. It also 
explores, based on the triple test, the adequacy of the legal safeguard of patient 
confidentiality because of the new challenges brought about by the use of 
information technologies. On the other hand, it also attempts to proffer practical 
ways of ensuring that, despite the technologies; practitioners could maintain their 
solemn duty of securing and maintaining the confidentiality of the patients’ 
sensitive health information.  
 
7.8.2 Legal Procedural (Litigation) Challenges to Patient Confidentiality 
 
 
897 Chikhaoui, Sarabdeen and Parveen (n 841).p10 
898 Ibid 8. 
899 Ibid 8. 
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Despite the efforts of Saudi Arabia in standardising medical malpractice litigation, 
it has not been as effective.901 As discussed earlier on, the Law of Practicing Health 
Professions (and other health-related sectorial laws) is the substantive law that 
defines duties of healthcare professionals and their various liabilities for their 
failures to abide by the law. The Law of Practising Healthcare Professions 
empowers the Minister of Health to establish some quasi-judicial/medical bodies, 
its membership, quorum and jurisdictions and provides for the machinery and 
process of litigations for medical negligence. The administrative regulations made 
according to these laws provide details of the procedures for adjudicating the cases 
arising thereunder. There are three distinct panels involved: The Sharia Medical 
Panel (SMP),902 the Medical Violation Committee (MVC)903 and the Primary 
Investigation Committee (PIC).904These Committees apply equally to private 
healthcare institutions as well.905 
 
The SMP’s jurisdictions include considering claims of professional malpractice 
where personal right is claimed, or which results in death or loss of organ or 
function based on Islamic shariah even where no private right is claimed.906  The 
MVC has a similar jurisdiction except that it does not deal with cases that result in 
death or loss of organ or function, and it only applies to violations involving the 
MOH and private medical institutes to the extent that the SMP may not have to try 
the same case again.907 In both cases, the applicable law is the Islamic shariah, its 
quorum shall be full members in attendance, while its resolution is by the simple 
majority provided that the judge is among the majority. The judge then issues the 
verdict based on the members’ opinion, and sentence based on Shari’ah.908 Appeal 
from their resolution shall lie in the Board of Grievances within 60 days, provided 
 
901 Khalid Saad Alhabshan, ‘Medical Malpractice Litigation in Saudi Arabia’ (2018) 2 
International Journal of Scientific and Education Research. 
902 Article 33 of the Law of Practicing Healthcare Professions 
903 Article 38 of the Law of Practicing Healthcare Professions 
904 See Article 52 of Rules of Implementation of the Private Medical Institutes Regulations. 
905 Article 22, Law of Private Health Institutions Law of Private Health Institutions 2017 1. 
906 Under Article 34 of the Law of Practicing Healthcare Professions 
907 The Regulation 38.1.L Implementing Regulation of the Law of Practicing Healthcare 
Professions 
908 Jamal S Aljarallah and Norah Alrowaiss, ‘The Pattern of Medical Errors and Litigation against 
Doctors in Saudi Arabia.’ (2013) 20 Journal of family & community medicine 98 (p103 
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that, in the case of the MVC’s decision where the suit involves loss of organ or 
function or death, it would refer the case to the SMP.909On the other hand, the Law 
empowers the directorates of health affairs, director of health services or deans of 
medical colleges to create a Primary Investigation Committee (PIC) with the 
responsibility of conducting an interview of the parties, perusing the medical 
records and establishing the existence of an error. It has to distinguish between 
‘medical mistakes and complications’ and side effects of medical treatments, and 
then sends its report to the appointing authority.910  
Consequently, under the Saudi legal system, the litigation procedures involve only 
these quasi-medical/legal panels/committees, and not the conventional courts, at 
least at the first instance. Usually, the patient or his/her relative makes a formal 
complaint of medical negligence to either the facility’s administration, ministry of 
health or the city administration. The procedure may well begin with a preliminary 
investigation carried out by the administration department of the facility 
involved.911 Where such is the case, the director of the hospital shall cause to 
preserve all medical records,912 laboratory samples and results for possible 
conveyance to the Shariah Medical Panel when it is eventually referred to.913 Once 
the case has been properly referred to the SMP, the panel shall prohibit the 
defendant from leaving the country to guarantee his attendance.914  
Both parties are then notified of the date and venue of the sitting, which shall be in 
a facility of the ministry of health.915 Pleadings are heard and recorded in the Arabic 
language. Parties can bring the translator that they trust, or may have to do with a 
 
909 Article 34, Law of Practicing Healthcare Professions. Also see, Jamal S Aljarallah and Norah 
Alrowaiss, ‘The Pattern of Medical Errors and Litigation against Doctors in Saudi Arabia.’ (2013) 
20 Journal of family & community medicine 98 
<http://www.ncbi.nlm.nih.gov/pubmed/23983561> accessed 13 April 2019. Al Jarallah p103 
910 ibid.  99 
911 Abdulhamid Samarkandi, ‘Status of Medical Liability Claims in Saudi Arabia.’ 26 Annals of 
Saudi Medicine 87 (88). 
912 ibid.87 
913 The Regulation 36.1 &2. L Implementing Regulations for the Law of Practicing Healthcare 
Professions 
914 A travel ban was placed on a physician involved in a medical malpractice suit for the death on 
October 24, 2013 of a 17-year-old girl in Jeddah as reported by Arabnews of November 14, 2013. 
915 The Regulation 36.3-6. L, Implementing Regulation of the Law of Practicing Healthcare 
Professions 
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translation by one of the panel members.916Where any of the parties or their 
attorneys fails to appear despite proper notice being served, the Shari’ah Medical 
Panel may adjourn for another hearing after 30 days. In the event that the plaintiff 
fails to appear, the defendant shall be discharged of the personal right claim, but the 
Shari’ah Medical Panel may decide to proceed with the common right aspect (the 
criminal aspect) if any. The file will then be returned to the facility that referred the 
case, and any travel ban may be lifted.917 Conversely, if it is the defendant defaults 
in appearance, the Shari’ah Medical Panel may proceed with its verdict, which, for 
all intent and purpose, shall be deemed valid.918  
All verdicts and results of the SMP and MVC resolution shall be communicated in 
writing to all parties of the suit.919 Any dis-satisfied party may appeal within 60 
days to the Board of Grievances, provided that the appellant shall submit his 
objection to the Minister of Health within 30 days for onward dispatch to the Board 
of Grievances. Where the suit does not involve a personal right, or that the personal 
right was dropped for non-appearance of the plaintiff, or in addition to the private 
right, any common right aspect shall be prosecuted by an appointee of the minister 
of health.920 Where the defendant is found to only be partly responsible for the 
malpractice, then, he would only be accountable for that portion of responsibility. 
The Panel/Committee may as well encourage settlement between the parties, or 
decide that a sort of ‘no case submission’ and close the case.921 In all cases, a claim 
in medical negligence must be brought under the Law within one year of the 
knowledge of the negligence to avoid its becoming statute-barred.922 Furthermore, 
the Appellate Court shall dispose of the subject matter of the appeal based on the 
evidence enclosed in the case file, and litigants shall not appear before the court 
 
916 The Regulation 36.7.L, Implementing Regulation of the Law of Practicing Healthcare 
Professions 
917 The Regulation 36.8.L, Implementing Regulation of the Law of Practicing Healthcare 
Professions 
918 The Regulation 36.9.L See also under Article 12 of the Board of Grievances rules and 
procedures enacted by Council of Ministers\resolution no. 190 of 16/11/1409H 
919 The Regulation 36.10.L, Implementing Regulation of the Law of Practicing Healthcare 
Professions 
920 Article 36 and Regulation 37.1.L 
921 Abdulhamid Hassan Al-Saeed, ‘Medical Liability Litigation in Saudi Arabia.’ (2010) 4 Saudi 
Journal of Anaesthesia 123. 
922 Article 37, Law of Practicing Healthcare Professions 
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unless it decides otherwise. Neither the laws nor their implementing regulations 
have stated the grounds under which the court may decide otherwise.923 
Interestingly, the appeal session considers only the process and the verdict, not the 
professional standard aspect of the decision.924  
7.9. Standard Data Protection Principles to address the new Challenges 
The previously proposed, but not approved E-Privacy law of Saudi Arabia would 
have already provided suitable data protection that is consistent with the 
international data protection principles.925 The proposed draft included all the data 
principles being discussed infra as contained in the Madrid Resolution and would 
have been consistent with the new GDPR. These data protection principles are 
necessary steps to reduce the data breach risk by strengthening the regulatory 
safeguards for protecting the privacy and personal data from abuse and misuse. This 
could be achievable by adopting a regulatory framework that incorporates the 
standard data protection principles and rights of the data subjects. Those data 
protection principles include that of lawfulness, fairness, and transparency’ which 
requires that personal data should be processed lawfully, fairly and in a transparent 
manner in relation to the data subject.926 In addition, the data should be primarily 
collected for specified, explicit and legitimate purposes (purpose specification 
principle) and not to, further, process it in a manner that is incompatible with those 
purposes (purpose limitation principle).927 
 Furthermore, the data collected should be accurate and, where necessary, be kept 
up to date adequate (‘accuracy’),928 and it should be relevant and limited to what is 
necessary in relation to the purposes for which they are processed (‘data 
minimisation’).929 Unless as otherwise provided by law, the personal data collected 
and stored in the custody of the data controller should be kept for no longer than is 
necessary for the purposes for which the personal data are processed (data 
 
923 Abba A Elgujja, Medical Negligence Litigation Systems in UK and Saudi Arabia (Lambert 
Publishing 2015) 34. 
924 Aljarallah and Alrowaiss (n 909). 
925 See page 34, under the section on gaps in the existing relevant literature. 
926 Article 5 (1) (a), GDPR, 2016 
927 Article 5 (1) (b), GDPR, 2016 
928 Article 5 (1) (d), GDPR, 2016 
929 Article 5 (1) (c), GDPR, 2016 
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retention).930 While the data controller is responsible for ensuring compliance with 
these principles (accountability),931 appropriate steps must be taken to ensure the 
security of the personal data against unauthorised access,  processing and accidental 
loss, destruction or damage (‘integrity and confidentiality’).932 
The data protection law and/or regulation must also guarantee the standard data 
protection rights of the data subjects:  
1. Right of Transparency in Dealing: The law should allow the data subject to get 
his/her data processed transparently. The controller shall take appropriate 
measures to expeditiously933 provide any information, free of charge,934 in 
writing, or by other means, relating to processing to the data subject a concise, 
transparent, intelligible and easily accessible form, using clear and plain 
language,935 within one month of request936or notify the data subject of the 
reason for the delay.937 Furthermore, the subject data also has the right to access 
information about why it is processed, who processes it and how it is being 
processed. In particular, the regulation should require the data controller to 
provide the identity of the data controller, contact details of data protection 
officer, the purpose of processing his/her data, and the possible third parties 
who might be receiving and processing the data.938 Furthermore, the data 
subject shall have the right to be informed of the existence of the right to request 
from the Controller access to and rectification or erasure of personal data. He 
also has the right to restrict to object to the processing of his data and the right 
to data portability,939 and the right to complain about a supervisory authority. 
2. Right of Access to Personal Data: If it shall not adversely affect the rights and 
freedoms of others, the data subject has the right to obtain, free of charge, copy, 
 
930 Article 5 (1) (e), GDPR, 2016 
931 Article 5 (2), GDPR, 2016 
932 Article 5 (1) (f), GDPR, 2016 
933 Article 12 (2) GDPR, 2016: The controller shall not refuse to act on the request of the data 
subject for exercising his or her rights under Articles 15 to 22, unless the controller demonstrates 
that it is not in a position to identify the data subject. 
934 Article 12 (5) GDPR, 2016. 
935 Article 12 (1) GDPR, 2016. 
936 Article 12 (3) GDPR, 2016. 
937 Article 12 (4) GDPR, 2016. 
938 Article 13 (1) GDPR, 2016. 
939 Article 13 (2) (b) GDPR, 2016. 
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including an electronic copy, of his/her data undergoing processing but further 
copies may request further hard copies at a reasonable fee to cover 
administrative costs.940 
3. Right to erasure (‘right to be forgotten’): The patients should be able to access, 
correct, and possibly remove health information stored about them.941 Under 
certain conditions, the data subject also has the right to request the data 
controller to, completely, erase personal data about him. The grounds upon 
which the data subject may request an erasure of his/her data include where the 
data is no longer necessary to achieve the primary purpose for which the data 
was initially collected, or where the data subject has withdrawn consent or 
objects to further processing under the regulation. Additionally, a request for 
erasure may not be denied where the data was unlawfully collected, or the 
erasure request complies with a valid law governing the data subject.942  
However, the request for erasure may be denied where the information is 
necessary for exercising the right of freedom of expression and information, or 
for compliance with a legal obligation, for the reason of public interest, e.g., 
promoting public health,943 or for establishing or claiming a legal claim.944 
4. Right to restriction of processing (Opt-out): The data subject has the right to 
demand the restriction of further processing of his/her data collected by the data 
controller based on some condition precedent. These include if the accuracy of 
the data is contested until verified, or the processing is unlawful and the data 
subject objects to erasure, or, where the data controller no longer needs the data 
for the purpose it was collected, but the data subject requires it for establishing, 
exercising or defending a legal claim. In all such cases, the data may only be 
further processed with a fresh valid consent of the data subject unless the 
 
940 Article 15 (3) & (4) GDPR, 2016 
941 Bomba and Hallit (n 161) p.141 
942 Article 17 (1) GDPR, 2016 
943 For the purposes of preventive or occupational medicine, for pre-employment evaluation, 
medical diagnosis, the provision of health or social care or treatment or the management of health 
or social care systems and services or pursuant to contract with a health professional and subject to 
the conditions and safeguards referred to in paragraph. (See Article 9 (2) (h) GDPR, 2016); Also 
for preventing threat of infectious diseases epidemics, or quality assurance of healthcare or social 
services delivery and promoting privileged information divulged in the course of patient-doctor 
professional relationship. (See Article 9 (2) (i) & (3) GDPR, 2016). 
944 Article 17 (2) GDPR, 2016 
 196 
processing is necessary for the establishment, exercise or defence of legal 
claims or the protection of the rights of another natural or legal person or for 
reasons of important public interest.945  
Similarly, the data subject may object to the automated processing of his/her 
data where it is necessary for the performance of the controller’s public duty, 
or to pursue the legitimate interests pursued by the controller or by a third 
party.946 He may also object to automated individual decision-making, 
including profiling that could produce a legal effect to the data subject.947 The 
right to object to automate processing does not apply where it is according to a 
contract validly entered between the data subject and the data controller, or if it 
is authorised by law, or where the data subject has validly consented to it.948 
Under such circumstances, the data controller is under a duty to safeguard the 
data subject’s legitimate rights and interests. 
5. Right to Request Rectification: The personal data collected is shown to be 
incomplete or incorrect, the data subject has the right to demand rectification or 
completion of the data, including by way of providing supplementary 
information or statement.949 Pursuant to the data subjects’ right to rectification, 
erasure or restricting of further processing of his/her data, the controller shall 
communicate the fact to each recipient to whom the personal data have been 
disclosed, where possible, and if not disproportionate.950 
 
Modern data protection legislation should include all the listed data protection 
principles as well as the rights of data subjects to be able to provide an adequate 
level of protection to patients’ confidential information. We can recall that there a 
proposal for a draft e-privacy law for Saudi Arabia in 2015, which reportedly 
provided for all these requirements, but it is still yet to see the light of the day. 
 
945 Article 18 (1) & (2) GDPR, 2016 
946 Except where such interests are overridden by the interests or fundamental rights and freedoms 
of the data subject which require protection of personal data, in particular where the data subject is 
a child. See Article 21 (1) GDPR, 2016. 
947 Article 22 (1) GDPR, 2016. 
948 Article 22 (2) GDPR, 2016. 
949 Article 16 GDPR, 2016. 
950 Article 19 GDPR, 2016. 
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Furthermore, there is, therefore, no comprehensive data protection law that includes 




There is no doubt that the advances in information technology are fast-evolving and 
it is fast transforming human lives in many different ways. The transformation also 
includes the healthcare delivery sector of our human endeavours. Health 
professionals can now use technology to easily and efficiently diagnose, treat and 
follow up their patients much more easily in a much faster fashion. Patients can 
now seek health information, tips and advice on the internet or through social 
media. Social media is now useful in crowdsourcing for research, contact tracing 
during disaster, epidemics and outbreaks. It is no longer in dispute that information 
has many benefits for society. 
 
However, technology, especially and particularly information technology, be it the 
social media or the electronic health information system, or e-health concepts has 
made not only human social interaction easier but also the way that the patient and 
the healthcare professionals interact with each other within the purview of the 
confidential professional relationship.  For this relationship to thrive, and nurture 
the required mutual trust between the patient and the healthcare professional, the 
latter commits to their duty to maintain the confidentiality of any personal 
information that the patient divulges to them to enable them for identifying and 
treating his ailment smoothly and successfully. However, the advances in modern 
information technology have created a potential risk to this right of confidentiality, 
which the patient has always enjoyed, as protected by the laws.  
 
It has been argued that the laws are not able to keep tab with the revolution going 
on in the information technology sector. This ensuing gap potentially gives way to 
unresolved grey areas. Of course, some regional bodies are making efforts to 
reduce, if not eliminate such risks resultant to the fast dynamics of the information 
technology. A good example of such effort is the European Union’s General Data 
Protection Regulation, 2016 that came into effect on May 26th, 2018.  It has not 
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only laid down some basic data protection principles but also given some rights and 
powers to data subjects, in this case, the patients, to control how who and for how 
long his/her data may be processed and shared. The GDPR may be considered as a 
wakeup call on all countries to optimise their laws to deal with the impact of 
technologies on the patient’s confidentiality rights. The professional bodies and 
regulators, too, should take advantage to, not only tailor their professional ethics 
and code to be contemporaneous with the advances in technology but to, also, 
ensure compliance with same, and the law. 
 
Technology is good for the patient, the healthcare professional and society at larger, 
but it has to be used with a caution against the attendant risk to the closely guarded 
trust created by the professional relationship between them.951 The increasingly 
new ways in which privacy and confidentiality right is at risk of violation in a 
technological age has not been sufficiently integrated into the current Saudi legal 
system, thus necessitating the adoption of a contemporaneous approach.952 In 
addition, Lord Hoffman had observed that many of the gaps in the legal protection 
of privacy interests require the formulation of specific and detailed rules in order to 
deal with competing interests, properly a task for the legislature, rather than the 
courts.953 
 
The growing demand for personal data by both the government and businesses have 
placed the right to privacy is at risk of being eroded, unless a timely law reform and 
updates of the regulatory system is initiated to face the emergent challenges of 
protecting information privacy. Apart from the need for the laws to keep tab with 
such challenges, there may also be the need for ‘bringing about a fundamental shift 
in our thinking about privacy.’ Individuals must be better educated on and be aware, 
of the privacy risks of their communications in the digital spheres, in terms of 
increased sensitivity to the privacy of others and, hence, more alert to the 
requirement to prevent privacy invasions. The next chapter of the thesis is the 
summary, findings and conclusion. 
 
951 Pattinson (note 734). 
952 Collingwood (note 765) 234. 















































This part of the study summarises the previous seven chapters, analyse the findings 
of the research and proffer solutions to the problems identified in chapter one. The 
study focuses mainly on HCP-patient confidentiality. It is an investigation into the 
adequacy of the Saudi Arabian legal system to afford patients protection for their 
private information as they seek care from HCPs. The study notes that, Saudi Arabia 
operates a unique legal system that derives its source from the Shari’ah. As such 
what determines law in Saudi Arabia is based on the provisions of the Qur’an and 
the Sunnah of Allah’s Messenger, Prophet Muhammad (PBUH). Other sources 
include the reasoning of Islamic jurists based on the tenets of Islam. Consequent 
upon this, it is further noted that, the approach to law-making in Saudi Arabia is 
different from what is obtainable in other jurisdictions. 
 
Without a doubt, patient confidentiality is important as well as a sensitive issue 
globally. It is a fundament human right for a patient to have their personal 
information kept private. This right finds support in international instruments as 
well as in Islam. It is an obligation every HCP should be bound by. It is both a legal 
duty as well as an ethical responsibility. In contemporary times, patient 
confidentiality has been receiving attention due to the increase of breaches of 
patient confidentiality. It is a global problem as well as a domestic challenge. This 
study demonstrates the importance of providing adequate safeguards for patient 
confidentiality. In doing so, they need to ensure that, there is a clear framework to 
guide HCPs becomes imperative. Hence, this study seeks to provide solutions to 
this challenge taking into context the unique nature of the Saudi Arabia legal 
system. 
 
That said, it is imperative to note that this is not a comparative study of the legal 
protection of patient confidentiality under the Saudi Arabian and European 
jurisdictions. Rather, it is an assessment of the adequacy of the legal safeguard to 
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the right of privacy and confidentiality by using the triple test, the constituent 
elements of which are ingrained in the UDHR and other IHRLs, which are 
universally applied and accepted by Saudi Arabia. Nevertheless, this researcher 
sometimes uses the Strasburg’s interpretation as a guide to show how the legal 
systems may adapt to cater to advances in technology. The aim here is to highlight 
that the Saudi legal system can be modified to keep pace with societal changes 
while at the same time maintaining strict compliance with the principles of Islam.  
 
God’s principles do not change. However, there is a need for a liberal approach 
instead of a more conservative one in addressing advances in technology. There are 
numerous cases of situations where the Shari’ah system has adopted a liberal 
approach to law-making while at the same time maintaining God’s principle. For 
example, only married Muslim couples may seek IVF treatment. While this 
acknowledges advancement in technology, it is still within the ambit of Allah’s law 
and maintaining the sanctity of marriage. 
 
This study identifies that, the use of the internet and electronic health management 
affects how patients’ records are stored. This practice might lead to breaches of 
patients’ confidentiality. Therefore, HCPs need to be trained on the best way to 
utilise data management systems. 
 
With regards to the development of an enhanced framework capable of providing a 
point of reference among Saudi Arabia’s peers in the Middle East, a Saudi Arabian 
patient confidentiality system must be developed. This framework will yield results 
that the Saudi Arabian National Health Service can utilise to build and develop 
good practice in the protection of the right to patient confidentiality. 
 
A key consideration in the study is that domestic legislation should maintain a duty 
of confidentiality as part of an individual’s rights to protect their freedom and 
privacy, where nobody is allowed to access confidential information without 
permission. The research maintains that the patients will be at peace to reveal 
personal information to HCPs, if they are assured that, what they say or what the 
HCP discovers will be kept secret even when the patient is dead.  This assurance 
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will enable patients to open up so that the HCP can get the right prognosis and offer 
the correct treatment. It is noted that, such information can only be released based 
on an exception known to, and approved by law. 
 
In conclusion, in line with the research objectives for this thesis identified in section 
1.2 of chapter one, the research explains what is meant by patient confidentiality 
and elucidate how this right is protected by international instruments and Islamic 
traditions. The study highlights the practice that has been developed under IHRL as 
further expounded upon by the ECtHR i.e., the application of the triple test in 
determining when a right may be curtailed. In light of the IHRLs, the study assesses 
the domestic laws in Saudi Arabia to determine the adequacy of the laws to protect 
patient confidentiality. The analysis shows that, although there are laws meant to 
protect a patient’s confidentiality information, these laws need to be reviewed to 
cater the challenges posed by the increase in the use of the internet and e-health 
management systems. Based on the foregoing, the study represents effective 
recommendations for the policymakers in the Kingdom of Saudi Arabia and also 
identifies areas for future study. 
 
8.2 Linking the Study with Theories Discussed  
 
In order to provide solutions to the problem identified in this study, the researcher 
explores two theories. These theories are human rights in Islam and human rights 
in patient care. These theories are first mentioned in section 1.5 of chapter one. 
 
8.2.1 Human Rights in Islam 
 
It is imperative to link the patient’s confidentiality right to human rights as viewed 
under the Shari’ah. It is worthy of note that, some proponents of human rights 
wrongly assume that, Islam is incompatible with human rights. For example, 
reference is made to Saudi Arabia’s use of lashing as a form of punishment for a 
crime committed. However, it is worthy to note that Saudi Arabia has abolished 
lashing as a form of punishment as a result of ‘human rights’ reforms spearheaded 
by King Salman Bin Abdul Aziz and his son, the Kingdom’s de facto ruler, Crown 
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Prince Mohammed bin Salman.954 The truth is that Islam respects human rights but 
all ‘rights are subject to Islamic Shari’ah’955 Consequent upon the foregoing, it 
needs to be emphasised that Islam supports human rights that are not incompatible 
with the Shari’ah. 
 
Human rights in Islam are provided for by virtue of the two main sources of Islam 
i.e., the Qur’an (the Holy book in Islam) and the Sunnah (sayings and deeds of the 
prophet of Islam). These rights include the right to life, the right to live in dignity, 
the right to justice, the right to equality before the law, the right of choice, right of 
free expression, the right to privacy, the right to property and the right to necessities 
of life.956 Human rights in Islam mean those rights that have been ordained by Allah 
for mankind. For these rights to be enjoyed they have to have their source in Islam. 
As Baderin notes, the right must be corroborated by the Qur’an unambiguously.957 
 
This thesis identifies that the right to confidentiality is supported by Islam. The 
Shari’ah gives preference to confidentiality as a human right. In Islam keeping 
confidentiality is one of the main sources of a good relationship.  In Islam, teaching 
a child about confidentiality is a Sunnah. Imam Mowardi stated that confidentiality 
is strength of man through which he can keep from disclosing personal information 
and successfully achieve his goal.958 Based on Islamic principles of human rights 
and the need to protect patient confidentiality, Saudi Arabia must take steps to 
ensure that, patient confidentiality is protected and that the state must seek to match 
the pace of technology while ensuring that this is in line with the Shari’ah 
 
 
954 Aljazeera, ‘Saudi Arabia Abolishes Flogging as Punishment’ Aljazeera (25 April 2020) 
available at < https://www.aljazeera.com/news/2020/04/saudi-arabia-abolishes-flogging-
punishment-supreme-court-200425103319396.html> accessed 5 May 2020. 
955 Marie Juul Petersen, ‘Islam and Human Rights: Clash or Compatibility?’ (2018) available at 
<https://blogs.lse.ac.uk/religionglobalsociety/2018/06/islam-and-human-rights-clash-or-
compatibility/> accessed 20 April 2020. 
956 M Berween, ‘The Fundamental Human Rights: An Islamic Perspective’ (2002) 6(1) The 
International Journal of Human Rights 61-79. 
957 Mashood Baderin, ‘Identifying Possible Mechanisms within Islamic Law for the Promotion and 
Protection of Human Rights in Muslim States’ (2004) 22 Netherlands Quarterly of Human Rights 
329. 
958 Faseeh Ullah and Sohail Anwar, ‘The Importance of Confidentiality: From Islamic and 
Psychological Perspective’ (2014) 2(2) Acta Islamica 5. 
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8.2.2 Human Rights in Patient Care 
 
Human rights in patient care recognise that HCPs are important actors whose rights 
must be respected just as the right to the patient to receive efficient services that 
must meet with international standards. Under best international practice the right 
to patient confidentiality may only be violated in any of the following situations: 
 
• Patient medical information is available to all staff; 
• Patients are forced to disclose their medical diagnosis to their employer to 
obtain leave from work; 
• Medical examinations take place in public conditions etc.959 
 
Following from the above, in order to measure what the best international standard 
is, this study choses the provisions of the UDHR and other IHRLs that are 
universally applied and accepted by Saudi Arabia, and as developed by the ECtHR. 
Thus, for there to be an exception to the right to patient confidentiality, the 
exception must pass the three tests. These tests are as follows: 
 
• The legality test – the exception in question must be recognised by law; 
• The legitimate aim test – the exception to the right to confidentiality must 
be pursuant to achieving a public aim or purpose; and 
• Proportionality test – apart from being known to law and seeking to achieve 
a public purpose, the exception must be proportional to the aim pursued. 
 
Under the IHRLs, any exception that does not pass (comply with the three 
requirements legality, necessity and proportionality) the triple tests must not be 
accommodated. This study notes, however, that while these tests reflect best 
international practice, its application in the Saudi context must only be where it 
does not contradict the Qur’an and Sunnah. 
8.3 Findings of the Study 
 
 
959 Jonathan Cohen and Tama Ezer, op cit (note 88) 
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It is anticipated that, the findings of this study may be of interest to both academic 
and professional communities in the Kingdom of Saudi Arabia. After a review of 
the laws and soft norms available for protecting patient confidentiality in Saudi 
Arabia in relation to best international standards, some findings have been made. 
At the risk of repetition, it needs to be stated here too that while the IHRLs serve as 
a model for a review of the Saudi framework, the lessons learnt must be in line with 
the principles of the Islamic Shari’ah. Below are the findings of the study: 
 
• The Shari’ah recognises the right to patient confidentiality. 
• There are laws in Saudi that seek to protect patient confidentiality. These 
laws have their root in the Shari’ah.  
• There are no fundamental difference the IHRLs and the Saudi laws in the 
concept of privacy and confidentiality, however, the laws lag behind 
modern developments in technology as novel technologies expose grey 
areas in the prevailing laws; 
• Also, there are problems in its application, enforcement and adjudication. 
These problems include the lack of foreseeability, binding precedent, and 
civil remedy for its infringement. 
• The current framework offers a weak, fractured and piecemeal approach to 
protect patient confidentiality; 
• Any reference to ‘law’ under the Shari’ah inspired human rights 
instruments is a reference to the Shari’ah only; 
• Saudi Arabia is making progress in its human rights application and its 
involvement in human rights issues at the UN but their fundamental 




This study examines whether the laws in Saudi Arabia adequately provide 
safeguards for patient confidentiality. The core objective is to emphasise the need 
for the patients to be assured that, their private information will not be abused by 
HCPs. At the same time based on human rights and patient care theory, the study 
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recognises that, the HCP has a duty under certain circumstances to disclose what is 
otherwise regarded as private information. 
 
Unquestionably, patient confidentiality is a delicate issue and is important to have 
an effective HCP-patient relationship. It is a patient’s fundamental right to have 
their information secret by the HCP. This study is necessitated by the growth in the 
use of modern technologies and the impact it can have on patients’ data. 
 
The study demonstrates that, Saudi Arabia already has a framework for the 
protection of patients’ private information. However, protection in place is 
defective and not dynamic. 
 
8.5 Contribution to Knowledge 
 
The focus of this research is to contribute to the development of a framework for 
the protection of the right to patient confidentiality in the Kingdom of Saudi Arabia. 
Furthermore, this study contributes to the development of a framework for the 
protection of patient confidentiality in Saudi Arabia. The research reviews Saudi 
laws and current practice for the protection of the patients’ right to confidentiality 




8.6.1 Recommendations for a Legal Reform: 
 
The application of Shari’ah principles and rules that protect information privacy 
need to be further developed to provide individuals with an adequate level of 
privacy protection in the digital era. To do so, there is a need for a dynamic 
approach to law-making. In so doing, it is recommended that, a liberal approach is 
also adopted. Nevertheless, patient confidentiality in Saudi Arabia must be pursued 
in full compliance with the Shari’ah. Furthermore, when it comes to the 
interpretation of the laws, judges should take into reckoning the need for the HCPs 
to protect patient confidentiality as well as the duty of the HCPs to disclose 
information in the public interests as encapsulated in the theory of human right in 
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patient care. Furthermore, there is a need to codify Shari’ah principles to ensure 
clarity and to guide the judges regarding new issues developed via Ijtihad process. 
 
There should be a clear and comprehensive set of privacy and data protection 
principles, similar to those available under the IHRLs, as applied in other 
jurisdictions, e.g., the European GDPR. This should inform the basis for future 
Saudi legislation on privacy and confidentiality rights. An alternative is to review 
and complete the process of enacting the previously proposed e-privacy law, which 
had already been incorporated most of the listed data protection principles and the 
rights of the data subjects.  
 
Furthermore, such principles could guide the decisions of the relevant regulators 
and state authorities concerned with information privacy and data collection in 
different contexts. Such a comprehensive law should: 
 
a. Define identifiable health information, and classify it as highly 
sensitive,  
b. Provide privacy safeguards based on fair information practices,  
c. Empower patients with the right of control over their data  
d. Limit disclosures of health data without the patient’s consent,  
e. Incorporate all data protection principles,  
f. Establish a national data protection authority, and  
g. Provide a national minimal level of privacy protections 
 
The reformation of the existing privacy laws in order to ensure consistency with the 
privacy principles which could mitigate the current challenges (e.g., ease of access 
and sharing of private data) posed by the advances in information technologies.  
 
The promotion of a greater regulatory can be developed by defining and emplacing 
data controllers, and offering them clear roles and responsibilities. There should be 
an effort to rationalise and consolidate the current approach to the regulation of 
surveillance and data collection in Saudi Arabia, with particular attention paid to 
the right of data subjects in controlling the processing of own data.  
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In particular, the current laws that justify selected infringements of privacy rights 
should stipulate specific circumstances under which specific information are 
disclosed to identify third parties, and the period for which they may retain the data. 
The law should further provide for safeguard from secondary sharing of the same 
data. 
 
8.6.2. Recommendations for Improved Technologies and Applications  
 
Improved technological, organisational, and other means of protection should play 
an integral part in Saudi Arabian information privacy protection. Some other non-
legal approaches could also play an important part in upholding the information 
privacy rights. In this vein, Saudi Arabia could enhance the following: 
 
• Improving self-regulatory approaches, including sanctioning of HCPs by 
professional bodies, where the members violate the right of the patient to 
confidentiality. 
• Adopting 'privacy-enhancing technologies' and other security tools to 
protect health information systems from any unlawful access. 
• To embark on public awareness and education of both the professionals and 
the public on their rights, obligations and responsibilities in upholding the 
privacy rights. 
• To adopt ‘privacy by design’, so that patient privacy is a major 
consideration at the stage of design and development of information 
systems. The system has to put into consideration, the multiple conflicting 
interests, to wit, the patient’s interest to ensure that no one has unnecessary 
access to his data, the hospital administrator’s interest to ensure unimpeded 
access to data needed for management, and the physicians’ interest to avoid 
the time-consuming limitation on medical practice. 
 




In addition to the points noted in section 8.5.2 above, HCPs have a role to play to 
ensure that the right to patient confidentiality is protected. Apart from the extant 
laws already in place, there is a need to put in place a system, which would protect 
both the HCPs and their patients. As such, this researcher recommends as follows: 
 
• Any technology to be deployed for the management of patient data in Saudi 
hospitals and medical facilities must be assessed to ensure that, they are well 
secured before any such deployment. 
• Dedicated IT experts should be involved in the management of the 
technology or software to ensure that data breaches do not occur. Security 
controls to tighten as well as limit the use of patient medical information 
electronically. All electronic systems must be password protected to prevent 
unauthorised use of the electronic systems. In addition, all those with 
clearance to use the IT systems must be made to change their passwords at 
regular intervals. Passwords must not be disclosed to colleagues or even to 
IT staff. 
• All HCPs should not be allowed to use their private computers within the 
medical facilities. Only approved official computers should be used and the 
feature to use CDs or USB sticks on official computers must be restricted. 
This will prevent HCPs from taking out files from the medical facilities. 
 
8.7 Future Research 
 
 
As noted in section 1.8 in chapter one of this study, there is a dearth of literature 
dealing with the right to patient confidentiality in Saudi Arabia. As a corollary, the 
need for further studies in line with this present research cannot be overemphasised. 
Further studies in this area will develop both the healthcare practice in Saudi Arabia 
as well as it gives direction to the policymakers in the country. There is thus, much 
room for further exploration and opportunities for the research. There is also a need 
for an empirical study to examine how the recommendations suggested in this study 
can be applied in practice in the country. 
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In the same vein, this researcher believes that, the limitations of this research 
identified in chapter one of this thesis form the bases for further research, and in 
this respect, the following points should attract interest to the researchers as areas 
for exploration: 
 
• A further study may examine patient privacy as distinct from the patient 
confidentiality. While the present study focuses on patient confidentiality, 
an approach at patient privacy should be of interest to the researchers in 
future. 
• There is a need for a comparative study with other jurisdictions that share 
similar cultures and legal system with Saudi Arabia. The lessons, learnt 
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